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1.Introduction to Comodo MyDLP

MyDLP is a fully fledged data loss prevention solution that allows you to discover, monitor and control the movement of
confidential data in your organization's network. You can use policy actions to pass, log, archive and quarantine moving data,
encrypt removable devices and even delete files discovered in storage.

The two main components of the product are the MyDLP Network Server and the MyDLP Endpoint Agent. These two
components work together to protect your sensitive information in your organization.

Protection and Administration with MyDLP Network Server

Network protection enables you to detect and prevent confidential data from leaving your network. The MyDLP Network Server
also functions as the administration center.

Protection and Discovery with MyDLP Endpoint

MyDLP Endpoint protection allows you to detect when confidential data is moved from endpoints to removable devices such as
USB sticks or smart phones from protected workstations or laptops in your organization. You can also enforce full disk
encryption on removable devices. Endpoint protection also covers any document printed using network and local printers
connected to computers and grabbing screenshots of sensitive documents. Endpoint data discovery enables you to detect and
enforce policy on stored data which is discovered on computers in your network.

Guide Structure:

This guide is intended to take you through the step-by-step process of Installation, Configuration and use of Comodo MyDLP
and is broken down into the following main sections.

e Introduction to Comodo MyDLP
*  Getting started with MyDLP

* Installation
*  Logging on to the Management Console
¢ Logging out
*  Checking Server Version
«  Changing your Password
*  Changing user information
e The Dashboard

« Data Transfer Control and Data Discovery

e TheRules
e The Objects
»  User Defined Objects
*  Enforcing the Data Transfer Policy

* Adding Policy Rules
«  Enabling or Disabling a Rule
* Editing aRule
¢ Removing a Rule
«  Configuring Data Discovery

*  Managing Discovery Rules

»  Viewing Discovery Scan Reports
*  Deploying the Policy
e The Objects Tab

¢ Managing Data Formats

*  Managing Keyword Groups

¢ Managing Document Databases

* Integrating Active Directory Domains

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 5
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* Integrating RDBMS Systems
»  Configuring Comodo MyDLP Settings
«  Configuring Protocol Settings
¢ Managing Administrators
«  Configuring Endpoint Settings
*  Configuring Advanced Settings
»  Configuring Access Restrictions to USB Devices
*  Configuring Enterprise Settings
*  Configuring IRM Settings
e The Logs tab
*  Viewing Hidden Archive Logs
*  Viewing Details of a Log Entry
*  Downloading the Files Archived by MyDLP
¢ Resending Mails Intercepted by Mail Rules
«  Exporting the Logs to a Spreadsheet File
*  The Endpoints Tab

¢ The Revisions Tab

2.Getting started with MyDLP

2.1.Installation

«  For MyDLP Network Server installation, please refer to the MyDLP Installation Guide.
«  For MyDLP Endpoint deployment, please refer to the MyDLP Endpoint Installation Guide.

2.2.Logging on to the Management Console

MyDLP uses a web-based management console that allows administrator to build policies, review incident history and monitor
user activity.

Preliminaries:
*  You need to have a Flash enabled web browser to connect to the management console.
e The flash plug-in can be downloaded from: http://get.adobe.com/flashplayer/
*  You can connect to the management console at the following URL: https://servername

e "servername" = the hostname or IP address on which MyDLP Network Server was configured during
installation. For more details, see 'MyDLP Network Server Initial Configuration' in the MyDLP Installation
Guide.

e Default username is "mydIp" and default password is "mydip" (without the quotes). Please change these to a
unique username and password immediately after logging in. For more details, see 2.5 Changing your
Password.

2.3.Logging out

Click the x icon at the upper right of the Management Console to log out.
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2.4.Checking Server Version

You can view the currently logged on user and server version at the top right of the Management Console. Providing the server
version number will help accelerate issue resolution times should you need to contact support.

£¥ Install Policy # X

Logged in as mydlp =user@mydlp.com=
Senver Version: 2.2.30-1

2.5.Changing your Password
‘ﬁ

2. Inthe 'Edit User' dialog, enter your current password. Reminder - after initial setup, the default password is "mydip"

£¥ Install Policy o

Logged in as jsmith =johnsmith@mydip.com=
Semver Version: 2.2.30-1

1. Click on the wrench icon in the management console.

(without the quotes).

Endpoints Revisions
Edit User J A y PllapseAll
ion
Username |jsmith |
Email |jnhns mith@mydip. cnrr|

Current Password | |

Hew Password | |

Reenter New Password | |

| Save || Cancel |

3. Enter and confirm your new password. Passwords must be at least 6 characters long and contain at least one
uppercase and one lower case alphabets and one number.

4.  Click 'Save' button.

2.6.Changing User Information

You can change the user name and email address of self or other administrative users by following these steps:
1. Click the 'Settings' tab.
2. Click 'Users".

3. Select the user you wish to modify.
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4.  Click the 'Edit User' button.

E-mail Is active
admin@mydlp.com [ ]
- - User Dialog x®
MnmgnydhmJ
user@mydip.com Email |iohnsmith@mydip.com |
User Name |jsmith |
Is active? [+
User Role
[¥] ROLE_ADMIN 4]
|| ROLE_AUDITOR
|| ROLE_CLASSIFIER [;
| Save | | Cancel | A
Pl B

i Delete User " EditUser )=j= New User

Save Conﬁgljrat

5. Modify email and user name details as required.
6. Click 'Save'.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 8
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3.The Dashboard

The Comodo MyDLP Dashboard contains statistics and tiles which form a consolidated, ‘at-a-glance” summary of all major
myDLP activities. This includes incident logs, statistics about users and endpoints from which large amounts of data were
intercepted/discovered, rules applied for the day and the ability for administrators instantly to view and download weekly reports.
Administrators can customize the dashboard as required by adding or removing tiles.

— £ Install Policy  # X
M Y .v D LP Enterprise Edition Legped in az mydip sussn@medp come

Barear WVersion: 22.30-1

Dashboard Palicy Descoveny Oibjects Setings Legs Endpaints Reassons
= Add New Dashboard Component B Display Weekly Report
Inchierms By ACtons J§ast hour) incadents By Actions (last Say)

Sumwrive

L R
o
Leg
1ls 11 P
License Type: ENTERPRISE
[TRIAL) Bos Bisa

Expiration Date: 02/11/2014 B .
Mumber of Users: UNLIMITED

Humber of Administrative Users: cidents By Projocots fass hourl cidenbs By Profocois (ast day)
UNLIMITED

Arghvey
1F {1 &1,

G

 sasarTaw
Sy nble Bimwg
1 {2 ETH
Swerate Ciscar
17 1B
Prirtns
E-E
s

IRE A8 BW

Top 5 Addresses (sl how
853804 5 -
[

1550021 53

The Dashboard is displayed by default whenever the administrator logs in to the administrative interface. To switch to Dashboard
from a different screen, click the 'Dashboard' tab.

The Dashboard can display the following types of tiles:

Tile Description

Incidents by Protocols (last hour)

Incidents by Protocols (last day)

The chart shows the incidents occurred within the last one
hour / day and their proportion based on the rules, as a pie-
diagram.

Incidents by Actions (last hour)

Incidents by Actions (last day)

The chart shows the incidents occurred within the last one
hour / day and their proportion based on the actions executed
on the intercepted data, as a pie-diagram.

Top 5 Addresses (last hour)

The bar graph shows the endpoints (represented by their IP
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Top 5 Addresses (last day) addresses) at the top 5 positions based on amount of data
intercepted or discovered from them during the past one hour
or the day verses the amount of data intercepted or

discovered.
Top 5 Users (last hour) The bar graph shows the users at the top 5 positions based
on amount of data intercepted or discovered from them during
Top 5 Users (last day) the past one hour or the day verses the amount of data

intercepted or discovered.

Top 5 Rules (last hour) The bar graph shows the rules at the top 5 positions based
which data is intercepted or discovered during the past one

Top 5 Rules (last day) hour or the day verses the amount of data intercepted or
discovered.

Configuring the Dashboard
By default, the dashboard shows six important charts. The administrator can add or remove charts as per their requirements.
To add a tile

e Click 'Add New Dashboard Component'

Discovery

Add New Dashboalrd Component B Dis

Top 5 Rules {last day)

There is nao related data to display.

Policy Installation »

[+] Incidents By Protocols (last hour)
[+] Incidents By Protocols (last day)
[ ] Incidents By Actions {last hour)
[+ Incidents By Actions (last day)
[+] Top 5 Addresses (last hour)

[ | Top 5 Addresses (last day)

[] Top 5 Users {last hour)

[+ Top 5 Users {last day)

[ ] Top 5 Rules {last hour)

[+/] Top 5 Rules {last day)

The Policy Installation dialog will appear, with the list of available tiles. The tiles existing on the dashboard are pre-selected.
¢ Toadd a new tile, select the tile

»  Toremove an existing tile, deselect the tile

Tip: Alternatively, you can remove a tile from the Dashboard itself, by clicking the X" at the top right of the tile.

*  Close the dialog.
The new tile(s) will be added to the dashboard.
Viewing and Downloading Weekly Report
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The Weekly Report provides the statistical summary of the logs of incidents and the top ranking users/endpoints from which
large amount of data are intercepted/discovered for the past seven days.

To view the weekly report

*  Click 'Display Weekly Report'. The weekly report will appear and display the statistics as explained above.

Settings Endpoints

Dashboard Component B Display Weekly Report

‘ Weekly Report K »
é “ Export As PDF
MYSS'DLP
SECURINLG IDEAS
Weekly Report
Report Date: 12/08/2014 21:26:37
20 ™
Incidents By Actions (last week) Incide nts By Protoc ols (last week]
s{ CuarwTre

802 (55 E%)

Arcrive
17 (15™%)
Lo
i [11AEs
_ wan rron
e 18 (s 8en) 13N
48 16 TEN
Top 5 Users [last week) Top S Rule s [Bstweek)
e wee |
o G B - parter e .
T - LT U |
- . rencva i oae '
) 80 120 180 ¥ ¥E0 0o o 0 a0 L
Top 5 Inform ation Types (lastweek) Top 5 Addres ses [last week)

e woos D
-

WA00.41 88

*  To download the weekly report as a pdf file, click 'Export As PDF' and save the generated pdf file.
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4 Data Transfer Control and Data

Discovery

Data transfer policies allow you to monitor files containing sensitive data and restrict their outbound movement from endpoints
and network storage. Data discovery allows you to scan your network to locate files which contain this sensitive data.

Data Transfer Policy ('Policy' tab)

MyDLP applies a 'Policy' to define the data control scheme for endpoints in your network. The policy is constructed from a series
of rules which govern restrictions on data traveling over the web, over email and to or from removable storage. You can also set
rules which enforce automatic encryption if data is transferred to a removable device, rules to prevent screenshots being taken
when certain applications are running and rules to prevent certain documents from being printed. Refer to Enforcing Data

Transfer Policy for more Details.

Data Discovery ('Discovery' tab)

MyDLP can run scheduled scans on your network to discover files containing sensitive information stored on local and network
drives. You can define multiple rules to scan different targets for files containing information types that you define. You can also
specify the action to be taken on files discovered to contain sensitive information. Discovery reports can be viewed from the

'Discovery' interface. Refer to the section Configuring Data Discovery for more information.

Data transfer and data discovery rules are both constructed by dragging and dropping 'objects' into a rule - a flexible system that
allows you to create highly granular yet easily modifiable rule-sets. MyDLP comes with a series of pre-defined objects which are
displayed on the left of the 'Policy' and the 'Discovery' interfaces. These can be dragged into the rule creation interface which is
shown on the right. You can create your own custom objects and new rules can be created by clicking the '+ Add rule' button.

£ Install Policy #X

Logged in as mydlp <user@mydip.com=
Server Version: 2.2.30-1

LN —

Dashboard Policy Discovery Objects Settings Logs
4% Collapse Inventory (), Filter Rules by selection + Add Rule
v G Predefined Channel Sources Destinations

» (@ Compliance 9 printer @ burak

» (@ Destinations 1 MicrosoftAccess

m msword_screensho
t rule 1 Microsoft Word

» (@ Information Types 8 Dagwood Bumpsted

> Sources
= web rule a# Al Sources @ ANl Destinations
» (@m User Defined g
m screenshot 2# All Sources 1 Microsoft PowerPaint
(B weh rule 21 ® Al Sources All Destinations

The following sections contain more details on rules and objects:
* Rules

¢ Rule Types
*  Rule Actions
«  Email Notifications and Messages
e Objects
e  Object Types
* Information Types - An Overview
*  Predefined Matcher Types
*  Pre-Defined Information Types
«  User-Defined Objects

4.1.The Rules

Endpoints

T3 ExpandAll

Information Types Action
By Credit Card Numbers Ml Quarantine =
3 Block

2 different Information Types ||| Quarantine

¥ Block

3 different Information Types

Revisions

4% Collapse Al

Quarantine

All rules that have been created for data transfer policy or data discovery are listed in the 'Policy’ and 'Discovery’ tabs

respectively.
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| Policy | Discovery [ Obess | se
W selection + Add Rule

Channel Sched. Sources Destina
D endpoint discov.. » :} All Sources 3 file system directon

Both rule types have five common components, 'Channel', 'Sources', 'Destinations', 'Information Types' and 'Actions', while
discovery rules also have a sixth component, 'Schedule'.

Rules at the top of the table have a higher priority than those at the bottom and are applied first. In the event of a conflict
between rules, the setting in the rule nearer to the top of the table will be applied.

Rules Table - Description of Columns

Rule Component Description

Channel Type of rule + rule name. You select the rule 'channel' then choose a rule name as the first steps when
creating a new rule. Example data transfer 'channels' include "Web Rule', 'Removable Storage Rule' and
‘Screenshot Rule'. Discovery channels include 'Endpoint Discovery Rule' and 'Remote Storage Rule'.
Once selected, the rule 'channel'is easily identified by the icon to the left of your rule name.

E Guest_Screenshots

Schedule (Discovery rules only). Allows administrators to set and view the schedule of the rule.

The administrator can also run on-demand discovery scans as per the rule at anytime. Clicking the arrow
to the right will commence the scan immediately.

Source Determines what user, user groups or locations should be covered by the rule. Users and user group
sources can be defined by an IP address, network, Computer name, Endpoint ID, Active Directory element
or an email address depending on the rule type. Location sources are for discovery rules and can be a
network, computer name, endpoint or remote storage.

‘Sources' can be dragged into the rule from the left hand tree.

Destinations The 'Destination' can be domain, directories or application names, depending on the rule type. Destination
column is not required for removable storage, removable storage inbound, printer, APl and Remote
Storage rules.

‘Destinations' can be dragged into the rule from the left hand tree.

Information Types | The particular type of information to be searched for or monitored. There are many pre-defined information
types and the administrator can define custom information types too. Information type column is not
required for removable storage inbound and screenshot rules.

'Information Types' can be dragged into the rule from the left hand tree.

Action Action to be taken when all conditions of the rule are met. Available actions are:
+ PASS
* BLOCK
 LOG
*  QUARANTINE
*  ARCHIVE
» DELETE

Note: The DELETE action is available only for discovery rules.
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4.1.1. Rule Channels

MyDLP has different categories of rules which are known as 'Rule Types'. Rule types are classified according to data inspection
channel and each type is effective only on data traversing through or the data residing in the named channel. Each rule type
forms a starting point from which very specific rules can be created by adding or removing rule objects.

Data Transfer Policy Channels

@ Web rules are used to monitor and control all traffic that passes to and from your network over HTTP and HTTPS.
This includes data exchanged with any external network like the Internet. See the section Web rules for more details

] Mail rules are used to monitor and control data passed over email and other SMTP traffic from specified sources.
See the section Mail rule for more details

! Removable Storage rules control data transferred to external devices such as USB memory sticks, removable hard
drives and smart phones. See the section Removable Storage rule for more details

ED Removable Storage Inbound rules are used to archive data copied from removable memory devices on to the
computer. See the section Removable Storage Inbound rule for more details

Ei Removable Storage Encryption rules allow you encrypt removable devices connected to endpoints on your
network. After encryption, any data on the drive can only be read if it is connected to your network and not by any
other network. If you enable this rule for all sources then any new devices will be immediately encrypted as soon as
they are connected. This would prevent, for example, any guest or hostile from plugging in a USB drive, downloading
data and taking it out of your network. See the section Removable Storage Encryption rule for more details

E| Printer rules allow you to prevent documents matching specific criteria from being printed. See the section Printer
rule for more details

= Screenshot rules prevent print screen function while a sensitive application is running. See the section Screenshot
rule for more details

-’ API rules are a unique feature which allow you to integrate custom applications with MyDLP. See the section API
rule for more details

Discovery Rule Channels

(. Endpoint Discovery rules are used to inspect local storages and hard disk drives in the selected endpoints for files
containing sensitive data of specified type(s) and control them. See the section Endpoint Discovery rules for more
details

!_ Remote Storage rules are used to discover files containing sensitive data of specified type(s) from remote servers

and network file systems. See the section Remote Storage rule for more details

4.1.2. Rule Actions

»  PASS action allows information to pass through the data channel freely without generation of any log entries. This
action is available for all rule types.

*  LOG action allows information to pass through data channel but generates event log. This action is not available for
screenshot rules.

*  ARCHIVE action allows information to pass through data channel, generates event log and archives a copy of
information. The Administrator can download the file from the Logs interface. Refer to the section Downloading the
Files Archived by MyDLP for more details. This action is not available for screenshot rule.

*  BLOCK action prevents information to pass through data channel and generates event log. This action is not available
for removable storage inbound rules.

*  QUARANTINE action prevents information to pass, generates event log and archives a copy of information. This
action is not available for removable storage inbound rules and screenshot rules.

*  When this action applied with 'Endpoint discovery rule,all the files that match the information type specified
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in the rule will be deleted from the endpoint but a copy of the files will be archived in the MyDLP server. The
Administrator can download the file from the Logs interface. Refer to the section Downloading the Files
Archived by MyDLP for more details. The action is similar to applying 'Delete" action in an 'Endpoint
discovery rule', with the difference that a copy of the matching files will be saved in the server.

«  ENCRYPT action is only available for Removable Storage Encryption Rule. When applied, MyDLP detects any new
USB storage device connected to the endpoints specified as Sources of the rule, formats the device and encrypts it,
making it usable by the users for storing data from their endpoints. After encryption, any data stored on the device can
only be read if it is connected to your network and not by any other network. This would prevent, for example, any
guest or hostile from plugging in a USB drive, downloading data and taking it out of the network.

»  DELETE action is only available for Discovery rules. It deletes matched discovered files. It is advised to use this action
very carefully.

In addition to the default actions, the administrator can create custom actions for execution on files identified by Endpoint
Discovery and Remote Storage Discovery rules based on Information Rights Management (IRM) by integrating Seclore
FileSecure IRM solution to Comodo MyDLP. Refer to the following sections for more details:

* Integrating Seclore FileSecure

*  Creating new Custom Actions for MyDLP for use in Discovery Rules

4.1.3. Email Notifications and Messages for a Rule

The administrator can configure MyDLP to send an email alert when an event occurs to self or other administrators for the
following types of rules.

o Web

e Mail

e Removable Storage
e Printer

« API

*  Endpoint Discovery
e Remote Discovery
The notifications will be sent only to the administrative users in the list below 'Notifications'.

»  The administrative users to be notified an be added to the list by clicking the plus button beside the text box, after
enabling Notifications.

*  These notifications can be customized from 'Settings' > 'Enterprise > Email Notification' tab.

The administrator can also specify messages to be displayed to the user when MyDLP blocks or quarantines the data traffic
from the user computer based on a Web Rule or Mail Rule. The message will be displayed only if the action set for the rule is to
BLOCK or QUARANTINE.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 15



Comodo MyDLP Administration Guide 2222

Web Rule Edit Dialog ]

Hame web rule

Description

Rule for restricing certain web pages to sales department

Message to User

You are visiting an inapproprite website

Hotifications

[+] Enable Motifications

email - mydlp =user@mydip.com= +

| Save || Cancel

4.1.4. Web Rule

Web Rule covers the whole Web channel and can be used to enforce policies for protocols like HTTP, HTTPS, FTP. Restrictions
for Social networking sites, Web mail services, blogs, wikis, forums, almost everything that can be accessed through a web
browser can be implemented by this rule type. To use Web Rules you need to configure your web traffic to pass over MyDLP
Network Server. Please see MyDLP Installation Guide.

Web Sources - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD
organization units), network objects or domain objects as Source for this rule. See the chapter
Objects Tab for more details on creating user defined sources.

Web Destinations - You can use Domain objects as Destination for this rule type. Domains are Fully Qualified
Domain Name (FQDN) accessed by users in web requests. See the chapter Objects Tab for
more details on creating Domain objects.

Web Information Types - You can specify any 'Information Type' in Web rules.

Example Web Rule

An example of web rule is shown below. The rule is for quarantining all web requests by users from sales department to all
websites that contains credit card information. This rule is named as PCI because it is a part of PCI compliance policy.

PCI 3 different Sources @ Al Destinations By Credit Card Numbers 1l Quarantine

4.1.5. Mail Rule

Mail Rule covers the mail channel and can be used to enforce policies for SMTP protocol. The emails that are sent through the
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local mail servers will be analyzed using the configured mail rules. Please see MyDLP Installation Guide for details in
integration of your email server with My DLP.

Mail Source - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD
organization units) as Source for this rule.

Mail Destination - You can use Domain objects as Destination for this rule.

You can also configure additional miscellaneous destination properties for emails, from the 'E-
Mail Misc' menu under Policy Objects tree in the left hand side, by navigating through
'Predefined' > 'Destinations' > E-Mail Misc. The option available is 'Mail has External BCC item'
to filter those mails that have a BCC field.

Polic)

4% Collapse Inventory O Filter Rules by selection

v (@@ Predefined
» (@ Compliance
v (@@ Destinations
» (@ Application Mames
» (@ Domains
v (@ E-Mail Misc
@ Wail has external BCC
@ Al Destinations
» (g Information Types
> (@ Sources
» @y JUser Defined

Mail Information Types - You can specify any 'Information Type' in Mail rules.

Example Mail Rule

An example of mail rule is shown below. The rule is for quarantining all mails sent by users from sales department to all mail
domains that contains credit card information. This rule is named as PCI because it is a part of PCI compliance policy.

[ el 3 different Sources @ Al Destinations By Credit Card Numbers Il Quarantine

4.1.6. Removable Storage Rule

The Removable Storage Rule can be used to govern the data moved to removable devices at the endpoints through any
operation. For the Removable Storage Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint.
Please refer to MyDLP Endpoint Agent Installation Guide.

Removable Storage - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD

Source organization units), network objects, Computer Name objects or Endpoint Objects as Source for
this rule.

Removable Storage - Since it is not possible to specify destination for removable storage, the Destination field is not

Destination required for this rule.

Removable Storage - You can specify any 'Information Type' in Removable Storage rules.

Information Types
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Example Removable Storage Rule

An example of Removable Storage Rule is shown below. The rule is for quarantining all the files that contains credit card
information, copied by users from sales department to removable storage devices, such as USB sticks connected to their
workstations or laptops. This rule is named as PCI because it is a part of PCI compliance policy.

Channel Sources Destinations Information Types Action

E PCI 3 different Sources By Credit Card Numbers |lll Quarantine

4.1.7. Removable Storage Inbound Rule

The Removable Storage Rule can be used to govern file copy or read operations from removable devices to endpoint at
endpoints. This rule cannot make any kind of DLP analysis, but can be configured to simply Pass, Log or Archive the transferred
data. Any operation that transfers information to computer from a removable storage device is intercepted by this rule.

For the Removable Storage Inbound Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint.
Please refer to MyDLP Endpoint Agent Installation Guide.

Removable Storage - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD

Inbound Source organization units), network objects, Computer Name objects or Endpoint Objects as Source for
this rule.

Removable Storage - Since Destination is always the endpoint itself and Information Type is not checked in this rule

Inbound Destination type, these objects are not required and cannot be defined for this rule type.

and Information Type

Example Removable Storage Inbound Rule

An example of Removable Storage Inbound Rule is shown below. The rule is for logging all the files copied by users from sales
department from removable storage devices to their workstations or laptops. This rule is named as storage logging and can be
used to audit memory stick usage behavior of the users.

Channel Sources Destinations Information Types Action

EJ Storage Logging 3 different Sources E Log

Note: The Removable Storage Inbound Rule can restrict only the files that are smaller than the Maximum Object Size
configured under Settings > Advanced tab. Refer to the explanation under Maximum Object Size in the section Configuring
Advanced Settings for more details. If you have specified 'Archive' action, depending on your users’ behavior you may need
significant storage to store archived files.

The Logs pertaining to Removable Storage Inbound Rule will be displayed under the 'Logs' tab only if 'Show All' is selected
under 'Detailed Search'. Refer to the section Detailed Log Search for more details.

4.1.8. Removable Storage Encryption Rule

The Removable Storage Encryption Rule can be configured for the encryption of removable devices connected to the endpoints
on the network. This rule cannot make any kind of DLP analysis, but can be configured to simply Pass (Do not encrypt) or
Encrypt the removable storage devices.

If the rule action is selected as 'Encrypt' MyDLP detects any new USB storage device connected to the endpoints specified as
Sources of the rule, formats the device and encrypts it, making it usable by the users for storing data from their endpoints. After
encryption, any data stored on the device can only be read if it is connected to your network and not by any other network. This
would prevent, for example, any guest or hostile from plugging in a USB drive, downloading data and taking it out of the network.

Warning: The rule will first format any new USB device plugged-in for the first time to a source endpoint before it is encrypted.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 18


http://www.mydlp.com/wp-content/uploads/MyDLP-Endpoint-Installation-Guide.pdf

Comodo MyDLP Administration Guide 2222

It is advised to backup the data stored in the device before plugging-in to the source endpoint.

For the Removable Storage Encryption Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint.
Please refer to MyDLP Endpoint Agent Installation Guide.

Removable Storage - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD

Encryption Source organization units), network objects, Computer Name objects or Endpoint Objects as Source for
this rule.

Removable Storage - Since Destination is always the endpoint itself and Information Type is not checked in this rule

Encryption Destination type, these objects are not required and cannot be defined for this rule type.
and Information Type

Example Removable Storage Encryption Rule

An example of Removable Storage Encryption Rule is shown below. The rule is for encrypting all the removable storage
devices connected to workstations or laptops in the company network. This rule is named as 'all encryption' and can be used to
ensure no data leak will occur through removable storage devices from company network to other networks. This the most
common usage scenario for this rule.

Channel Sources Destinations Information Types Action
gﬂ All Encr 2k Al Sources ik Encrypt

4.1.9. Printer Rule

The Printer rule can be configured to control printing of data from the endpoints at any type of printer like network printers, USB
printers, shared printers and much more. The rule can enforce policies to printers connected to the endpoints to inspect each
and every printing operation.

On application of a printer rule, virtual printers will be created by MyDLP for each physical printer connected to the network. The
virtual printers will be displayed with the name of the respective physical printer with a prefix in their name and available for
selection while printing the documents from the endpoints added as sources to the printer rule.

For MyDLP to monitor the data/document passed to the printer as per the rule, the physical printers will be displayed with the
status 'Unavailable' and the end-users are forced to use the virtual printers. If the data/document does not contain any sensitive
data as defined by the rule, MyDLP forwards the documents to the respective physical printer.

The prefix added to the virtual printer name can be configured through Settings > Endpoint Interface. Refer to the description
under Secure Printer Prefix in the section Configuring Endpoint Settings for more details.

For the Printer Rule to be enforced, the MyDLP Endpoint Agent should be deployed at each endpoint. Please refer to MyDLP
Endpoint Agent Installation Guide.

Printer Source: - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD
organization units), network objects, Computer Name objects or Endpoint Objects as Source for
this rule.

The Destination need not be defined for the printer rule.

Printer Destination

Printer Information
Types

You can specify any 'Information Types' in printer rules.

Example Printer Rule

An example of Printer Rule is shown below. The rule is for quarantining all the print jobs that contain credit card information, sent
by users from sales department from their workstations or laptops. Print job will be blocked and content of the document to be
printed is saved as a XPS document on MyDLP. This rule is named as PCI because it is a part of PCI compliance policy.
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Channel Sources Destinations Information Types Action
E PCI 3 different Sources By Credit Card Numbers |l Quarantine

4.1.10. ScreenShot Rule

The Screenshot Rule can be used to prevent screenshot captures when certain sensitive applications are running or certain
sensitive documents are opened at the endpoints. This rule does not send any log to management server but simply blocks the
screenshot actions for the selected Applications.

ScreenShot Source - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD
organization units), network objects, Computer Name objects or Endpoint Objects as Source for
this rule.

ScreenShot - You can specify Application objects that refer to specific application or application group, as

Destination ‘Destination' for this rule.

Example ScreenShot Rule

An example of Screenshot Rule is shown below. The rule is for preventing print screen function when Microsoft Office
applications are running. This is one of a common usage scenario.
Channel Sources Destinations Information Types Action
3 MicrosoftAccess
3 Microsoft Excel
3 Microsoft OneMote-1

8 salest X Microsoft OneNote-2
gﬁ;ﬁ?&?gﬁt 8 sales2 O Microsoft Outlook ¢ Block
8 sales3 X Microsoft PowerPoint

[ Microsoft Publisher
3 Microsoft Word
1 MNotepad

4.1.11. APl Rule

The API rules can be configured to manage behavior of MyDLP API. MyDLP API that help you to integrate MyDLP with other

applications.

API Sources - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD
organization units), network objects, Computer Name objects or Endpoint Objects as Source for
this rule.

API Information Types - You can specify any 'Information Types' in API rules.

Example API Rule

An example of API Rule is shown below. The rule is for blocking response to web requests from applications on 10.0.0.0/24
network if the request body contains credit card number.

Channel Sources Destinations Information Types Action
Q’ PCI CRM Int ok 10000724 B Credit Card Numbers ¥ Block
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4.1.12. Endpoint Discovery Rule

The Endpoint Discovery rule can be configured scan local disks/file paths of specific endpoints to discover files containing
sensitive information. The administrator is notified in advance, on the information leakage risk before any incident happened by

this rule.

Discovery Source: - You can specify any kind(s) of users (User Defined Users, AD users, AD groups, and AD
organization units), network objects, Computer Name objects or Endpoint Objects as Source
for this rule.

Discovery Destination - You can specify File System Directory objects as Destination for this rule. The folders
specified as Destinations on endpoints will be scanned by Discovery Rule to find whether they
match the specified Information Type.

Discovery Information - You can specify any 'Information Types' in Discovery rules.

Types

Example Endpoint Discovery Rule

An example of Endpoint Discovery Rule is shown below. The rule is for logging the pdf files containing credit card numbers,
from the My Documents folder in the endpoints of 10.0.0.0/24 network.

Channel Sched. Sources Destinations Information Types Action
[ Endpoint Credit.. B T 1921620016 g MyDocuments gy PDFFleswincard g iog

4.1.13. Remote Storage Rule

The Remote Storage rule can be configured scan remote servers like FTP servers, Web servers, file share locations, network
file systems and so on to discover files containing sensitive information. The administrator can choose to Log or Archive if files
containing sensitive information are identified from the remote storage locations as per the rule.

Discovery Source: - You can specify a Remote Storage object as Source for this rule. The Remote Storage objects
pointing to remote storage locations can be created only from the 'Discovery' interface. Refer
to the section Adding a User Defined Remote Storage for more details.

Discovery Destination: - Since it is not possible to specify destination for a remote storage, the Destination field is not
required for this rule.

Discovery Information - You can specify any 'Information Types' in Discovery rules
Types:

Example Remote Storage Discovery Rule

An example of Network Storage Discovery Rule is shown below. The rule is for archiving Office document files containing
Permanent Account Number (PAN) from the Remote Storage.

Channel Sched. Sources Destinations Information Types Action
Eﬁlrgote Storage b (8 Windows Share By Credit Card Numbers g5 Archive
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4.2.The Objects

B

4% Collapse Inventory Q) Filter Rules by selection

Policy
The Objects that can be used to construct rules are
displayed as a tree structure in both the Policy and
Discovery interfaces. These objects can be directly
dragged to source, destination and information type fields

while configuring the rules. v (@ Predefined

An example of objects tree is shown at the right. » (@ Compliance

MyDLP ships with a set of pre-defined objects that are
commonly and frequently used.

» (@@ Destinations

v (@@ Information Types
B -Top Secret- Keyword
By All Matcher
By Credit Card Numbers
By |BAN Account Numbers

*  Predefined sources represent common network
addresses.

*  Predefined information types are common
information types such as credit card numbers,
IBAN, SSN. It also includes all matcher which is
used to match all traffic.

> [ Sources

v [ User Defined

e Compliance is an information type that includes
predefined policies such as PCI DSS, HIPAA,
SOX, and GLBA efc.

. Pre-defined Destinations are items that can be
used in Destination component of a rule.

> [ Sales Department
% PDF Files with card numbers

Administrator can create different types of user defined
objects and object groups with the parameters as required by the organization and can use them in their rules. Refer to the
section Creating User Defined Objects for more details.

4.2.1. Object Types

'Objects' are the building blocks for defining each component of the 'Rules'. MyDLP uses different types of objects that can be
suitably used for source, destination and information type components of the rule.
Object Type

Description Application

@ Category

The 'Category' is a container for several types of objects.
Each category can be expanded by clicking the right
arrow beside it from the left hand side pane to view the
sub categories and individual objects contained in as a
tree structure. The category or the sub category can be:

»  expanded and the individual objects can be
applied to suitable components of rules.

» dragged as a whole to required component of a
rule so that the all the objects that are suitable
for the rule component will be automatically
applied to the component.

Depending on the individual objects contained
in the 'Category'. The applications of the
individual objects are explained in the following
rows.

2k Network

The 'Network' object is used to define a network or a sub
network by their IP address/Network Mask

As 'Source' in:

* Al types of Data Transfer Policy rules
except Mail Rule

*  Endpoint Discovery rule

fd Computer
Name

The Computer Name is used to define a single endpoint
computer by specifying its host name.

Upon successful installation of the MyDLP Endpoint
Agent on to the Endpoints, the '‘Computer Names' for the
Endpoints are displayed in the Endpoints interface. The

As 'Source' in:

e Alltypes of Data Transfer Policy
rules except Mail Rule

e Endpoint Discovery rule
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Object Type Description Application

Administrator can use the Computer name from this
interface to specify the computer name while creating the
'‘Computer Name' objects.

The rule in which the '‘Computer Name' Object is used will
be effective only if the computer name is specified as
displayed in the Endpoints interface.

¥ Endpoint The Endpoint is used to define a single endpoint As 'Source' in:

computer by specifying its unique Endpoint ID number. «  Alltypes of both Data Transfer Policy

Upon successful installation of the MyDLP Endpoint rules except Mail Rule
Agent on to the Endpoints, each endpoint is assigned
with an unique 'Endpoint ID" and displayed in the
Endpoints interface. The Administrator can use the
'Endpoint ID's from this interface to specify the endpoints
while creating the 'Endpoint' objects.

The rule in which the Endpoint Object is used will be
effective only if the Endpoint ID is specified as displayed
in the Endpoints interface.

*  Endpoint Discovery rule

% Information | The 'Information Type' object is used to define the type of | As 'Information Type' in:

Type data to be checked for imposing the rule action to the file < WebRule
containing the data. More details on Information are
available in the next section Information Types - An *  MailRule
Overview.

e Removable Storage Rule
e Printer Rule

e APIRule

*  Endpoint Discovery Rule

e Remote Storage Rule

&% Information | The 'Information Type Group' object is a collection of As 'Information Type' in:
Type Group | Information Types «  Web Rule
e Mail Rule

*  Removable Storage Rule
*  Printer Rule

e APIRule

*  Endpoint Discovery Rule

e Remote Storage Rule

@ Domain The 'Domain' object is used to specify a domain name, | As 'Source' and 'Destination’ in all types of Data
which can be specified as source or destination of data | Transfer Policy rules.

traffic when configuring a data transfer control policy or a
discovery rule.

3 Application | The 'Application Name' object is used to specify a As 'Destination' in Screenshot rule
Name software application or executable.
L User Object | The 'User Object is used to specify a single user or a As 'Source' all types of Data Transfer Policy
group of users. rules.

Upon successful installation of the MyDLP Endpoint
Agent on to the Endpoints, the logged-on user at each
endpoint is displayed in the Endpoints interface. The
Administrator can use the User Names from this interface
to specify the users while creating the 'User' objects.
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Object Type Description Application

The rule in which the User Object is used will be effective
only if the user is specified as displayed in the Endpoints
interface.

@ File System | The 'File System Directory' object is used to specify a file | As 'Destination' in Endpoint Discovery Rule
Directory path like C:/Users/ for checking existence of files with

sensitive information in the specified file path or folder in

the specified endpoints added as sources for a discovery

rule.
!_ Remote The 'Remote Storage' object is used to specify a remote | As 'Source' in Remote Storage Rule
Storage server, for checking existence of files with sensitive

information in it.

Comodo MyDLP is shipped with a number of pre-defined Object types that are commonly and frequently used. The
administrator can create different types of user defined objects and object groups with the parameters as required by the
organization and can use them in their rules. Refer to the section Creating User Defined Objects for more details.

4.2.2. Information Types - An Overview
¥ (@@ CCNWith Mational IDs

Data Loss Prevention depends on identifying data of specific type, included % CCHN with France-Insee
in the files that are transferred or the files that are residing on users' CON with [talv-FC
computers. The 'kind' of data to be identified is defined in each rule so that % with ftaly=

the data transfer or data storage containing the specific type is allowed, % CCN with Spain-DMI

blocked, quarantined, or logged as mentioned in the rule. The kind of data . .

is specified as 'Information Type' object in the rules. B CCN with UK-Ning

MyDLP is shipped with a number of predefined information types and is v {m GLBA

constantly updated. In addition, the administrator can create custom @ Name With Sensitive Disease/
information types as required by the organization. b Drug

Refer to the section Adding a User Defined Information Type for more % Mame with Sensitive Disease
details.

By Mame with Sensitive Drug
By ABARouting Number
CCHM

Picture at the right show some of these information types.
Each Information type is constituted by three components:

e Name - A Name to identify the information type
Mame with 10 Digit Account

«  Data Format(s) - The file format(s) included in the information Mumber

type. The files of the specified format will be inspected for the
occurrence of data with properties/string formats specified in the
Information Features.

Mame with 3-8 Digit Account
Mumber

Mame with 9 Digit Account

» Information Features - The properties of content data in the files Number

of formats specified under Data Formats. The features include:
Mame with Personal Finance
Terms

Mame with 35N

e Matcher - The 'Matcher' parameter specifies data
patterns or string formats - like birth-date, keywords,
credit card number, account number and so on and a
threshold for occurrence. MyDLP identifies the data 55N with Personal Finance
matching the pattern/format as candidate data and Terms
checks whether they occur for number of times
specified as the threshold.

»  Context - The minimum extent of data size within which the data matching the matchers are to be identified
for number of times specified as threshold to conclude a file as one falling within the Information Type.

If a file contains data that matches the string format/keyword for the number of times as specified as threshold, within an extent
as specified in the context parameter, then the file falls into the defined information type. If such file is found in the data transfer
from the source to the destination of a rule, the file will be passed, quarantined, logged or blocked as specified in the action
component of the rule.
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Data Formats

The 'Data Formats' parameter is used to define the file format(s) to identify the candidate files for the Information Type. The files
of specified file format in the data traffic or the resident files in the users' computers will be analyzed and checked whether they
contain data with properties specified under Information Features. If they contain such data, then the files will be classified as
the Information Type. Examples:

»  If you select 'All Formats', every single file will be inspected for the data with the information features to identify the
files that fall under the 'Information Type'

*  Ifyou select 'PDF, PS, etc', only the files in Portable Document Format and PostScript formats will be inspected to
identify the files that fall under the 'Information Type'

Comodo MyDLP is shipped with a set of pre-defined Data Formats that are commonly and frequently used. The administrator
can add more custom Data Formats from the Objects interface. Refer to the section Managing Data Formats for more details.

Information Features

The 'Information Features' can be used to define the criteria to identify specific data content in the candidate files. There are two
broad types of criteria that can be defined:

¢ Matcher
¢ Context
Matcher

The 'Matcher' is a specific data string format, pattern or keyword defined as a criteria for the information type. An information
feature can be configured with any number of matchers so that a document file will be shortlisted based on the information type,
only if it contains data matching all the matchers.

Each Matcher contains two components:

*  Type - The Type' parameter specifies the pattern or data string format for the data or information to be identified.
Examples: credit card number, date, account number, names and so on.

e Threshold - The minimum number of times the data or information matching the Type' should occur in the document
file or data.

If any file shortlisted based on the 'Data Format' contains any content data satisfying the above criteria, then the file falls as the
Information Type object and the action specified under the rule is applied to it. In the example given below, the data string format
is specified as birth date and the Threshold is set as two. All the document files containing at least two birth dates will be
considered as the information type object.

Matcher Edit Dialog x
Type  |Biih Date -] ?
Threshold |2 |

| sae || cancel

Refer to the following section Predefined Matcher Types for a full list of available matcher types.
Context

The 'Context' is an optional parameter used to specify the minimum extent of data size within which the data matching the
'Matchers' should occur, to consider a file as 'Information Type' object. DLP analysis will return positive only if all the defined
Information Features are found within a portion of specified extent in the document. This feature lets you make DLP analysis in a
context and drastically decrease false positives in big files. The extent can be specified in terms of number of words, sentences,
paragraphs and pages.

If the 'Context' parameter is not enabled, then the document will be identified as the 'Information Type' and the action will be
applied as per the rule, if the information matching the matchers occur for minimum number or times specified as the threshold
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within the whole document.

The example shown below describes the identification of a file as briefly. In this example, there are two matchers:
«  Credit Card Number with threshold 2; and
e Birth Date with threshold value 2;

*  The Context parameter is enabled and set as three paragraphs.

Edit Dialog *

Hame

Data Formats
Ayailable: Current:

All Formats - Plain Text
POF, P35 etc. Office Files
XML, HTML etc.
Images

Audio Files
Yideo Files

T3

<[

Feature Configuration

[+] Context 3 ||~ Paragraphs| - |

Credit Card Mumber- 2

Birth Date - 2 I
K 4

Note: All matchers in this list will be "AND'ed in execution!

| Save || Cancel

Data Transfer Policy Rule

If the above said example information type is applied in a data transfer policy rule, then, all the plain text and office document
files in the data transfer between the sources and destinations will be checked and any of the document that contains two birth-
dates and two credit card numbers only within any three consecutive paragraphs then the file will be allowed to pass, blocked,
quarantined or logged specified as the action.

If the 'Context' is not enabled, any document that contains two birth-dates and two credit card numbers in the whole, then the
file will be applied with the action.

Discovery Rule

If the above said example information type is applied in a discovery rule, then, all the plain text and office document files in the
local storages of sources will be checked and any of the document that contains two birth-dates and two credit card numbers
only within any three consecutive paragraphs then the file will be allowed applied with the action.

If the 'Context' is not enabled, any of the document that contains two birth-dates and two credit card numbers in the whole, then
the file will be applied with the action.
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4.2.2.1. Predefined Matcher Types

This section provides a list of predefined Information Features available in MyDLP.

Feature Description

10 Digit Account Number Identifies occurrences of bank account numbers.
5-8 Digit Account Number
9 Digit Account Number
ABA Routing Number

All Matcher Can be used in rules for certain data formats such as for
preventing any outgoing office file.

Birth Date Identifies occurrences of birth dates specified in the files

Brazil Natural Persons Register (CPF) Identifies occurrence of Brazilian citizen identification number
in a data stream or file.

Canada Social Insurance Number Identifies matches Canada Social Secure Security Number in
a data stream or file.

China Identity Card Number Identifies occurrence of Chinese citizen identification card
number in a data stream or file.

Chinese Name Identifies occurrence of Chinese names in a data stream or
file.
Credit Card Expiration Date Identifies occurrences of data containing expiry date of credit

card in data stream or file.

Credit Card Number Identifies occurrences of credit card number in data stream or
file. If you use credit card number with threshold 5 it will match
any document with 5 or more credit card numbers in it.

Credit Card Track 1 Identifies occurrences of credit card data as it is contained in
Track 1 of the magnetic stripe of the credit card (data encoded
in the format established by IATA (International Air Transport
Association)).

Credit Card Track 2 Identifies occurrences of credit card data as it is contained in
Track 2 of the magnetic stripe of the credit card (data encoded
in the format established by ABA (American Bankers

Association)).

Credit Card Track 3 Identifies occurrences of credit card data as it is contained in
Track 3 of the magnetic stripe of the credit card (THRIFT
information).

DNA Pattern Identifies occurrences of DNA pattern representations in the

data stream or file.

Document Database (Hash) Identifies any document in data stream whose file hash exactly
matches with that of any of the documents in document
database.

Document Database (PDM) Partial document matching (PDM) feature identifies any chunk

of document in data stream where it significantly resembles a
part of a document in document database.

Encrypted Archive Matcher Identifies encrypted archive files such as zip, rar etc.
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Encrypted Document Matcher

Identifies encrypted documents that are password protected or
encrypted.

France INSEE Number

|dentifies France INSEE number in a data stream or file.

General Date

Identifies occurrences of any date in the data stream or file.

IBAN Account Number IBAN is the International Bank Account Number. This feature
identifies bank account number in IBAN format in data stream
or file of the specified file format.

ICD-10 Code Identifies occurrences of codes of International Statistical

Classification of Diseases - 10 format, in the data stream or
file.

India Permanent Account Number

Permanent Account Number (PAN) is unique alpha numeric 10
character identifier assigned to income tax payers in India.
This feature identifies PAN numbers in data stream or file of
the specified file format.

India Tax Deduction Account Number

Tax Deduction Account Number (TAN) is unique alpha numeric
identifier assigned to companies or individuals who are
required to deduct tax on payments made by them to their
employees under the Indian Income Tax Act, 1961 This feature
identifies TAN numbers in data stream or file of the specified
file format.

IP

Identifies the IP address included in the data stream or file

Italy Fiscal Code Number

Italy Fiscal Code Number is unique 16 character identifier
given to ltalian citizens. This feature identifies Italy Fiscal
Code Numbers in data stream or file of the specified file
format.

Keyword

Identifies occurrence of the keyword entered during creation of
information type, in a data stream or file. The administrator
can specify any number of keywords as individual information
feature matchers.

Keyword Group

Identifies occurrence of the group of keywords pertaining to
predefined groups like Personal Finance Terms, drug names,
common names and so on. Administrators can add custom
keyword groups from the Objects interface. Refer to the
section The Objects Interface for more details.

MAC

Identifies the occurrence of MAC address included in the data
stream or file

Regular Expression

Identifies the occurrence of regular expressions included in the
data stream or file

Social Security Number

National Social Security Number (NSSN) is the United States
social security number. This feature identifies NSSN in a data
stream or file of the specified file format.

Source Code (Ada)

Identifies Ada programming language expressions in a data
stream or file.

Source Code (C/C++/C#lJava)

Identifies expressions in C, C++, C# and Java programming
languages in a data stream or file.

South African ID Number

Identifies occurrence of South Africa citizen ID number in a
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data stream or file.

Spain DNI Number Identifies occurrence of Spanish ID number in a data stream
or file.

Taiwan National ID Number Identifies occurrence of Taiwanese ID number in a data stream
or file.

Turkey National ID Number Turkey National ID Number or T.C. Kimlik No. is the citizen

number in Turkey. This feature identifies occurrences of this
number in a data stream or file.

UK National Insurance Number Identifies United Kingdom insurance number in a data stream
or file.

4.2.2.2. Predefined Information Types

Comodo MyDLP ships with a series of pre-defined 'Information Types’ for use in myDLP rules. Information types are optimized to
identify the specific type of data contained in the files transferred and hence cannot be edited. This section provides a list of
predefined Information Types available in My DLP version 2.2. under two categories:

«  Compliance
e Information Types
Compliance

MyDLP contains several predefined Information Types that can be used for creating rules to prevent loss of documents and
other types of files containing sensitive data in compliance with the Government law and business policies. The 'Compliance'
category contains five subcategories of predefined information types:

¢ Federal Regulations

*  Finance

*  Network Security Information
*  Personal Information

«  Sensitive Documents

Federal Regulations

The Information Types in the 'Federal Regulations' category are created to meet requirements of HIPAA (Health Insurance
Portability and Accountability Act). The purpose of Act is to protect billing and the confidential medical records of patients.
MyDLP allows the institution to protect customer’s confidential information and meet the requirements of HIPAA with following

matchers.
Information Type Description Matchers & Threshold Values
CCN with Common Consists of Credit Card Credit Card Number 1 3 Sentences
Disease Names Number and Keyword Group-
Common Disease Names Keyword Group - Common 1
Disease Names
DNA Consists of DNA Pattern DNA Pattern 1 Not Specified
matcher
Date of Birth with Consists of Birth Date and Birth Date 1 3 Sentences
Names Keyword Group-Names
Keyword Group-Names 1

—_

Names with Common | Consists of Keyword Group- | Keyword Group-Common Disease
Disease Common Disease Names and | Names
Keyword Group - Names

Not Specified

Keyword Group - Names 1
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Matchers & Threshold Values Context

Information Type

National Drug Codes

Description

Consists of National Drug
Codes

Keyword Group - National Drug
Codes

—_

Not Specified

SSN with Common
Disease Names

Consists of Social Security
Number and Keyword Group-
Common Disease Names

Social Security Number

Keyword Group- Common Disease
Names

—_

3 Sentences

Sub-Category: CCN with Sensitive Diseases/Drugs

CCN with Sensitive
Disease Names

Consists of Credit Card
Number and Keyword Group-
Sensitive Disease Names

Credit Card Number

Keyword Group-Sensitive Disease
Names

—_

3 Sentences

CCN with Sensitive
Drug Names

Consists of Credit Card
Number and Keyword Group-
Sensitive Drug Names

Credit Card Number

Keyword Group-Sensitive Drug
Names

—_

3 Sentences

Sub-Category: Name with Sensitive Diseases/Drugs

Name with Sensitive
Disease

Consists of Keyword Group-
Names and Keyword Group-
Sensitive Disease Names

Keyword Group - Names

Keyword Group-Sensitive Disease
Names

—_

3 Sentences

Name with Sensitive
Drug

Consists of Keyword Group-
Names and Keyword Group-
Sensitive Drug Names

Keyword Group - Names

Keyword Group - Sensitive Drug
Names

—_

3 Sentences

Sub-Category: SSN with Sensitive Diseases/Drugs

Sensitive Disease
Names

Consists of Social Security
Number and Keyword Group-
Sensitive Disease Names

Social Security Number

Keyword Group - Sensitive
Disease Names

3 Sentences

SSN with Sensitive Consists of Social Security Social Security Number 1 3 Sentences
Drug Names Number and Keyword Group-
Sensitive Drug Names Keyword Group - Sensitive Drug | 1
Names
Finance

The 'Finance' category contains predefined Information Types that are specific to Finance applications.

Information Type

Description

Sub-Category: EU Finance > CCN with National IDs

Matchers & Threshold Values

CCN with France-Insee

Consists of Credit card number
and France INSEE (Institut
National de la Statistique et
des Etudes Economiques)
Number

Credit Card Number

France INSEE Number

3 Sentences

CCN with ltaly-FC

Consists of Credit card number

Credit Card Number

3 Sentences

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved

30



Comodo MyDLP Administration Guide

Information Type

Description

and ltaly Fiscal Code Number

Matchers & Threshold Values

Italy Fiscal Code Number

CCN with Spain-DNI

Consists of Credit card number
and Spanish DNI (Documento
nacional de identidad) Number

Credit Card Number

Spain DNI Number

3 Sentences

CCN with UK-Nino

Consists of Credit card number
and UK National Insurance
Number

Credit Card Number

UK National Insurance Number

3 Sentences

Sub-Category: GLBA

ABA Routing Number

Consists of American Bankers
Association (ABA) routing
number, the nine digit bank
code, printed in negotiable
instruments in the US.

ABA Routing Number

Not Specified

CCN

Consists of Credit card number

Credit Card Number

Not Specified

Name with 10 Digit
Account Number

Consists of Keyword Group
'‘Names' and 10 digit bank
account number

Keyword Group - Names

10 Digit Account Number

3 Sentences

Name with 5-8 Digit
Account Number

Consists of Keyword Group
‘Names' and 5-8 digit bank
account number

Keyword Group - Names

5-8 Digit Account Number

3 Sentences

Name with 9 Digit
Account Number

Consists of Keyword Group
‘Names' and 9 digit bank
account number

Keyword Group - Names

9 Digit Account Number

3 Sentences

Name with Personal

Consists of Keyword Groups

Keyword Group - Names

3 Sentences

Finance Terms ‘Names' and 'Personal Finance
Terms' Keyword Group - Personal 1
Finance Terms
Name with SSN Consists of Social Security Social Security Number 1 3 Sentences
Number and Keyword Group
'‘Names' Keyword Group - Names 1
SSN with Personal Consists of Social Security Social Security Number 1 3 Sentences
Finance Terms Number and Keyword Group

'Personal Finance Terms'

Keyword Group - Personal
Finance Terms

Sub-Category: GLBA >

Name with Sensitive Disease/Drug

Name with Sensitive
Disease

Consists of Keyword Groups
'‘Names' and 'Sensitive Disease
Names'

Keyword Group - Names

Keyword Group-Sensitive Disease
Names

3 Sentences

Name with Sensitive
Drug

Consists of Keyword Groups
‘Names' and 'Sensitive Drug

Names'

Keyword Group - Names

Keyword Group - Sensitive Drug
Names

3 Sentences

Sub-Category: India Fi

nancial Documents

India Form No. 16
(Salary Certificate)

Consists of Keyword Group
'India Form No. 16'

Keyword Group - India Form No.
16

10

1 Page
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Information Type Description Matchers & Threshold Values

India Form No. 16A Consists of Keyword Group Keyword Group - India Form No. |10 |1 Page

(TDS) 'India Form No. 16A' 16A

Sub-Category: Investment Information

Investment Related Consists of Keyword Group Keyword Group - Investment 5 4 Paragraphs

Documents 'Investment informations' informations

Sub-Category: PCI

PCI-Credit Card Consists of Credit Card Credit Card Number 1 Not Specified
Numbers

Sub-Category: PCI > PCI Credit Card Tracks

PCI-Credit Card Track1 | Consists of Credit Card Track1 | Credit Card Track1 1 Not Specified
information

PCI-Credit Card Track2 | Consists of Credit Card Track2 | Credit Card Track2 1 Not Specified
information

PCI-Credit Card Track3 | Consists of Credit Card Track3 | Credit Card Track2 1 Not Specified
information

Sub-Category: Pricing

Pricing Information Consists of Keyword Group Keyword Group - Pricing 5 4 Paragraphs
'Pricing information’ informations

Sub-Category: SOX (Sarbanes-Oxley Act of 2002 (public company accounting reform))

Sub-Category: SOX > 10K Forms

10K Forms Cover Page | Consists of Keyword Group Keyword Group - 10K Form Cover |6 6 Paragraphs
10K Form Cover Page Page Keywords
Keywords'

10K Forms Financial Consists of Keyword Group Keyword Group - 10K Form 3 6 Sentences

Statements "10K Form Financial Statement | Financial Statement Keywords
Keywords'

10K Forms Selected Consists of Keyword Group Keyword Group - 10K Form 3 2 Paragraphs

Financial Data 10K Form Financial Data Financial Data Keywords
Keywords'

10K Forms Stock Consists of Keyword Group Keyword Group - 10K Form 2 5 Sentences

Performance Graph "10K Form Performance Graph | Performance Graph Keywords
Keywords'

10K Forms Table of Consists of Keyword Group Keyword Group - 10K Form Table |12 |2 Pages

Contents Page 10K Form Table of Contents | of Contents Keywords
Keywords'

Sub-Category: SOX > 10Q Forms

10Q Forms Consists of Keyword Group Keyword Group - 10Q Form 6 6 Paragraphs

Consolidated Balance |'10Q Form Consolidated Consolidated Balance Sheets

Sheets Balance Sheets Keywords' Keywords

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved

32



Comodo MyDLP Administration Guide 2222

Information Type Description Matchers & Threshold Values Context

10Q Forms Cover Page | Consists of Keyword Group Keyword Group - 10Q Form Cover |5 6 Paragraphs

"10Q Form Cover Page Page Keywords

Keywords'
10Q Forms Other Consists of Keyword Group Keyword Group - 10Q Form 4 8 Paragraphs
Information 10Q Form Other Information | Other Information Keywords

Keywords'

10Q Forms Table of Consists of Keyword Group Keyword Group - 10Q Form Table |5 2 Pages
Contents Page 10Q Form Table of Contents | of Contents Keywords
Keywords'

Network Security Information

The 'Network Security Information' category contains predefined Information Types that can be used to identify files containing
network related terms and data.

Information Type Description Matchers & Threshold Values Context
IP with Network Consists of IP Addresses and | IP Address 2 5 Sentences
Patterns Keyword Group 'Network
Patterns' Keyword Group - Network Patterns |2
Mac Address Consists of Mac Address Mac Address 4 4 Sentences
Network Patterns Consists of Keyword Group Keyword Group - Network Patterns | 4 4 Sentences
‘Network Patterns'

Personal Information

The 'Personal Information' category contains predefined Information Types that can be used to identify files containing person
names and addresses.

Information Type Description Matchers & Threshold Values Context

Sub-Category: China / Hongkong

China Address with Consists of Chinese name and | Chinese Name 1 3 Words
Name Keyword Groups of Chinese
Common Names, Chinese Keyword Group - Chinese 1
Lastnames, Cities in China, Common Names
Regions in China, Chinese :
Address Terms. Keyword Group - Chinese 1
Lastnames

—_

Keyword Group - Cities in China

—_

Keyword Group - Regions in China

—_

Keyword Group - Chinese Address

Terms
Chinese Name with Consists of Chinese name and | Chinese Name 1 1 Sentences
Lastname Keyword Groups of Chinese .
Common Names and Chinese | Keyword Group - Chinese 1
Lastnames. Common Names
Keyword Group - Chinese 1
Lastnames
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Information Type Description Matchers & Threshold Values Context
Hong Kong Address Consists of Chinese name and | Chinese Name 1 3 Words
with Name Keyword Groups of Chinese :
Common Names, Chinese Keyword Group - Chinese 1
Lastnames, Cities in Hong Common Names

Kong, Regions in Hong Kong,

and Chinese Address Terms. | <@yword Group - Chinese 1

Lastnames

—_

Keyword Group - Cities in Hong
Kong

—_

Keyword Group - Regions in Hong
Kong

—_

Keyword Group - Chinese Address
Terms

Sub-Category: Taiwan

Taiwan Address with Consists of Chinese name and | Chinese Name 1 3 Words
Name Keyword Groups containing
Chinese Common Names, Keyword Group - Chinese 1
Taiwanese Lastnames, Cities | Common Names
in Taiwan, Regions in Taiwan,
Chinese Address Terms.

Keyword Group - Taiwanese 1
Lastnames

—_

Keyword Group - Cities in Taiwan

Keyword Group - Regions in 1
Taiwan

—_

Keyword Group - Chinese Address

Terms
Taiwanese Name with | Consists of Chinese name and | Chinese Name 1 1 Word
Lastname Keyword Groups containing of .
Chinese Common Names and | Keyword Group - Chinese 1
Taiwanese Lastnames. Common Names
Keyword Group - Taiwanese 1
Lastnames

Sensitive Documents

The 'Sensitive Documents' category contains predefined Information Types that can be used to identify documents containing
sensitive business and man power information and prevent them from being lost.

Information Type Description Matchers & Threshold Values

Sub-Category: Resume For HR

CV Policy Consists of Keyword Group | Keyword Group - Curriculum Vitae |8 8 Paragraphs
containing Curriculum Vitae Keywords
Keywords

Sub-Category: Sensitive Keywords

Confidential - Keyword | Identifies documents Keyword - "Confidential" 6 3 Pages
containing the term
"Confidential"

Restricted - Keyword | Identifies documents Keyword - "Restricted" 6 3 Pages
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Information Type Description Matchers & Threshold Values

containing the term
"Restricted"

Sensitive - Keyword Identifies documents Keyword - "Sensitive" 6 3 Pages
containing the term "Sensitive"

Top Secret - Keyword | Identifies documents Keyword - "top secret" 6 3 Pages
containing the term "top secret"

Sub-Category: Strategic Business Document

Strategic Business Identifies documents Keyword Group - Strategic 10 |8 Paragraphs
Documents containing keywords related to | Business Document Keywords
business strategies.

Information Types

The 'Information Types' category contains predefined Information Types that can be used to identify documents containing
sensitive information like credit card numbers, bank account numbers documents labeled "Top Secret' and to block transfer of
any data from specified source(s) to destination(s).

Information Type Description Matchers & Threshold Values

Top Secret- Keyword | Identifies documents Keyword - "top secret" 1 Not Specified
containing the term "top secret"

All Matcher Can be used to block data
transfer of any file from N/A
specified source(s) to specified
destination(s)

Credit Card Numbers | Identifies documents Credit Card Number 1 Not Specified
containing at least one credit
card number.

IBAN Account Numbers | Identifies documents IBAN Account Number 1 Not Specified

containing at least one Bank
Account number in IBAN
format.

4.3.User Defined Objects

Each rule is composed of five 'Objects' namely, the Channel or Name of the rule, Source, Destination, Information type and
Action. Comodo MyDLP is shipped with several predefined objects and allows the administrators to create Objects as required
for the Organization. The Rule types and the pre-defined objects are explained in the sections Rules Table and the Objects
Tree. This section explains on how to create 'User Defined Objects'. Refer to the following sections for more information.

* Adding a User Defined Category

»  Adding a User Defined Network object

* Adding a User Defined Computer Name Object

* Adding a User Defined Endpoint Object

* Adding a User Defined Information Type

* Adding a User Defined Information Type Group

*  Adding a User Defined Domain Name

* Adding a User Defined Application Name

*  Adding a User Defined User Object
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* Adding a User Defined File System Directory
* Adding a User Defined Remote Storage

4.3.1. Adding a User Defined Category

A'Category' is a collection of different user defined objects. The administrator can create any number of Categories and 'Sub-
categories' within them. Each category or sub category can be added with several kinds of individual objects.

For example, the administrator can create a category for each department of the organization and add the source, destination
and information type objects that are specific for the respective department. While creating data transfer policy and discovery
rules for a department, the administrator can drag the objects from the respective category for inclusion in the rules.

To create a new category

1. Select the 'User Defined' folder ¥ - from the left hand side pane in 'Policy' or 'Discovery' tab

o

2. Click the plus icon that appears on 'User Defined' stripe. The Create New Item dialog will appear.

Create New ltem x

s Computer Name
W Endpoint
B Information Type

% Information Type Group
3@ File System Directory
M Remote Storage

3. Select 'Category'. The Edit Dialog will appear.

4. Enter a name, briefly describing the category being created.

Edit Dialog x

Hame |Dbjects for Sales Department Objects

| Save || Cancel

5. Click 'Save'.
The category will be added to the Objects tree in the left hand side pane.
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6. To create a sub category, select the category from the LHS pane, click the
as above.

icon and follow the same procedure

You can add any number of individual objects in the created category. To deploy an object contained within a category, click the
right arrow beside the category to expand it.

4.3.2. Adding a User Defined Network Object

The administrator can specify network addresses to be protected to create network objects. The networks objects can be used
as 'Source' in endpoint discovery rule and all types of data transfer policy rules except the mail rules.

To create a new network object

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the ‘Network' object, from
the left hand side pane of 'Policy’ or the 'Discovery' interface

o

2. Click the plus icon that appears on the selected folder stripe. The 'Create New Item' dialog will appear.
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Create New ltem x

What do you want to create in this category?

¥ Endpoint
B Information Type

% Information Type Group

(@ Domain

I Application Name
L UserObject

3. Select 'Network'. The 'Edit Dialog' will appear.

Edit Dialog x
Name [ Sales Team Network |
Ip Base [192.168.111.111 |
Ip Mask |255.255.255.0 |

| save || cancel

4.  Enter the parameters:
e Name - Enter a name shortly describing the network object
*  |P Base - Enter the start IP address of the network
Example: 192.168.1.25
e |P Mask - Enter the IP Net Mask
Example : 255.255.255.0
5. Click 'Save'.

The new user defined network object will be listed under 'User Defined/Category folder in the LHS pane of the 'Policy' and
'Discovery' interfaces.
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4.3.3. Adding a User Defined Computer Name Object

The administrator can specify a single endpoint to be protected, as Computer Name Object, by specifying its host name. The

endpoint can be computer can be added as a source to endpoint discovery rule and all the data transfer policy rules except mail
rule.

i B &

wm (P I

s ]

Prerequisite: The endpoints are to be installed with the MyDLP Endpoint Agent before adding them as Computer Name
Objects. The endpoints installed with the agent are listed with their Endpoint IDs, Logged-in Usernames and Computer Names
under the Endpoints tab. Refer to the MyDLP Endpoint Installation Guide for explanations on installing the agent.

To create a Computer Name object

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new object, from the left
hand side pane of 'Policy' or the 'Discovery' interface.

2. Click the plus icon + that appears on the selected folder stripe. The 'Create New ltem' dialog will appear.
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Create New ltem x

What do you want to create in this category?
@ Category
ok MNetwork
§d Computer Name
¥ Endpoint %
B Information Type
% Information Type Group
@ Domain

] Application Name
L User Object

3. Select 'Computer Name'. The 'Edit Dialog' will appear.

Edit Dialog x

Hame |Jnhn Smith Computer |

Computer Name | COMPSALESO0A |

| Save || Cancel

4.  Enter the parameters:

e Name - Enter a name shortly describing the computer

e Computer Name - Enter the host name of the computer. The host name or the 'Computer Name' should be
specified as it is mentioned in the Endpoints tab. The Administrator should refer to the Endpoint tab and
enter the computer name.

5. Click 'Save'.

The new user defined computer name object will be listed under 'User Defined'/Category folder in the LHS pane of the 'Policy’
and 'Discovery' interfaces.
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4.3.4. Adding a User Defined Endpoint Object

The computers in the local network can be added as endpoints to the MyDLP server by installing the MyDLP agent client onto
them. Each network computer installed with the agent will be assigned with a unique MyDLP Endpoint Identity (ID) number and
listed under the Endpoints tab of the MyDLP interface. For more details on the Endpoints interface, refer to the section
Endpoints.

Prerequisite: The endpoints are to be installed with the MyDLP Endpoint Agent before adding them as Computer Name
Objects. The endpoints installed with the agent are listed with their Endpoint IDs, Logged-in Usernames and Computer Names
under the Endpoints tab. Refer to the MyDLP Endpoint Installation Guide for explanations on installing the agent.

The administrator can create Endpoint Object by specifying the ID number for use in source component or the destination
component in a rule. To apply the rule, MyDLP wil use the persistent ID number of the computer to identify it instead of the IP
address, Computer name, Logged on username and so on which are prone to change.

For more details on installing the MyDLP client onto endpoints refer to MyDLP Endpoint Installation Guide.
To add an endpoint object

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the 'Endpoint’ object, from
the left hand side pane of 'Policy' or the 'Discovery' interface

o

2. Click the plus icon that appears on the selected folder stripe. The 'Create New Item' dialog will appear.
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Create New ltem x

What do you want to create in this category?
@@ Category
2k MNetwork

% Information Type Group

(@ Domain

I Application Name
L UserObject

3. Select 'Endpoint'. The 'Edit Dialog' will appear.

Edit Dialog x
Hame |Jnhn Computer
Endpoint
Search || Lookup
| Save | | Cancel

4.  Enter the parameters:

e Name - Enter a name shortly describing the computer

»  Search - To specify an endpoint, type the first few characters of the endpoint ID and click Look up. All the ID
numbers matching the first few characters will be listed in the text box.

Edit Dialog x

Hame |Jnhn Computer

Endpoint
Search Text: |EUDD {| Lookup
e

7
¥ E0000001 %

e
¥ E0000002

*  Select the ID of the endpoint to be specified in the endpoint object

Tip: You can get the Endpoint ID of the computer to be added as endpoint object from the Endpoints Interface. Open the
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Endpoints interface by clicking the 'Endpoints' tab. The list of computers added to the MyDLP server is displayed with the
Endpoint ID in the first column. For more details, refer to the chapter The Endpoints.

5. Click 'Save'.

The new user defined endpoint object will be listed under 'User Defined'/Category folder in the LHS pane of the 'Policy' and
'Discovery' interfaces.

Dashboard Policy

4% Collapse Inventory O}, Filter Rules by selection

» (g Predefined

v (@w UserDefined .
> (g Marketing Department
> (@ Objects for Sales Department Objects

- % sample info type group

¥ John Computer

= 5 otmputer
B PAN Docs

B PDF Files with card numbers
a# Sales Team Network

ek ne network

4.3.5. Adding a User Defined Information Type

MyDLP is shipped with a number of pre-defined Information Types. If required, the administrator can also create custom
Information Types. These types can be used in following types of rules;

*  WebRule

*  MailRule

*  Removable Storage Rule

e Printer Rule

e APIRule

*  Endpoint Discovery Rule

*  Remote Storage Discovery Rule
To define a custom information type

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new object, from the left
hand side pane of 'Policy' or the 'Discovery' interface.

o

2. Click the plus icon that appears on the selected folder stripe. The 'Create New ltem' dialog will appear.
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Create New ltem »

What do you want to create in this category?
@@ Category
2k MNetwork
s Computer Name
W Endpoint
B Information Type
% Information Type%nup
(@ Domain

I Application Name
L UserObject

3. Select 'Information Type'. The 'Edit Dialog' will appear.

Edit Dialog x

Hame Docs with 2 CC numbers

Data Formats
Available: Current;

Office Files . All Formats
FPDF, PS etc.

Plain Text *
p

XML, HTML etc.
Images
Audio Files

!

Feature Configuration

Context

=%+

| Save || Cancel

4. Enter a name shortly describing the information type, in the Name field.

5. Select the file formats to be included in the information type object under 'Data Formats'. All the available formats are
listed in the left hand side pane and the file formats included in the information type are listed in the right hand side
pane. To include a file format to the information type, select it from the LHS pane and move to the RHS pane by

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 44



Comodo MyDLP Administration Guide 2222

clicking the right arrow * . To remove a file format from the information type, select it from the RHS pane and

move to the LHS pane by clicking the left arrow h Refer to the explanation of Data Formats under the section
Information Types - An Overview for more details.

Tip: In addition to the predefined file formats in the list of available file formats, the administrator can add custom file types as
'Data Formats' to the list from the 'Objects' interface. Refer to the section The Objects Interface for more details.

6. Configure the Information Features to be added to the Information Type under the 'Feature Configuration'. Refer to
the explanation of Information Features under the section Information Types - An Overview for more details on the
components of the Information Feature.

Step 1 - Enter the matchers for the information feature

e Click the plus icon beside the text box

Feature Configuration

Context

Matcher Edit Dialog K ¥

Type || -]

A\ Please select a Matcher.

Save Cancel

e Select the matcher type from the Type drop-down. The full list of available matchers and their descriptions is
available in the section Pre-defined Matcher Types.

Matcher Edit Dialog x

Type 1
Credit Card Expiration Date =
A\ Please Credit Card Mumber |
Credit Card Track 1 % —
Credit Card Track 2
Credit Card Track 3
DNAPattern v

IL

e Enter the minimum number of times the matcher terms to be identified in the document file for deciding it as
the specified information type, in the Threshold' field.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 45



Comodo MyDLP Administration Guide 2222

*  Click 'Save'. The matcher will be added to the list.
*  Repeat the process to add more number of matchers.
You can edit or remove any matcher at any time.

To edit a matcher

»  Select the information type from the left hand side pane and click the Edit icon. The Edit dialog for the
information type will appear.

»  Select the matcher from the list and click the Edit icon at the right. The Matcher Edit dialog will appear as
shown above and allow you to edit its parameters.

»  Click Save for your changes to take effect
To remove a matcher

*  Select the information type from the left hand side pane and click the Edit icon. The Edit dialog for the
information type will appear.

»  Select the matcher from the list and click the Trash can icon at the right. The matcher will be removed.

Note: If you are adding 'Keyword' as the matcher type, enter the keyword to be searched in the document files to identify the
information and also configure the search options.

Matcher Edit Dialog x
Type | Keyword | - | ?
Threshold K |
Keyword | payment |

Match whole word [

Scramble words ||

| Save | | Cancel

*  Keyword - Enter the keyword to be included as the matcher

e Match whole word - Selecting this option will count only the occurrences of the keyword as full word.
Else partial occurrences will also be counted

e Scramble words - Selecting this option will count the occurrences of the keyword even if it is
scrambled

Step 2 - Specify the Context parameter (Optional)

If you wish to specify minimum extent of text within which the data or information matching the matchers are occur for the file to
be considered as the information type, enable the Context parameter and specify the text size.

«  Enable 'Context' parameter by selecting the 'Context' checkbox
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|Picture Files v . |
Feature Configuration
[+ Context 3 | I Paragraplfs
po—
Credit Card Number - 2 Characters
~Words
~ Zentences
~Paragraphs
~Pages k

»  Choose the text unit i.e. characters, words, sentences, paragraphs or pages from the drop-down and enter
the number of such units within which the matching term should occur for number of times as specified in the
threshold, in the text field beside the '‘Context' checkbox.

7. Click 'Save' to save the Information Type.

4.3.6. Adding a User Defined Information Type Group

The administrator can create a collection of several individual Information type objects as a user defined Information Type Group
and apply it for 'Information Type' component while creating a rule.

To create an Information Type Group

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new object, from the left
hand side pane of 'Policy' or the 'Discovery' interface.

=

2. Click the plus icon that appears on the selected folder stripe. The 'Create New Item' dialog will appear.

Create New ltem x

What do you want to create in this category?
@@ Category
ok MNetwork
§d Computer Name
¥ Endpoint
B Information Type
% Information Type Gruup%

@ Domain

1 Application Name
L User Object

3. Select 'Information Type Group'. The 'Edit Dialog' will appear.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 47



Comodo MyDLP Administration Guide 2222

Edit Dialog x

Hame |Sa|es Dept Info Types

| Save || Cancel

4. Enter a name shortly describing the information type group in the Name field.
5. Click Save to save the group.

The Information Type Group will be added as a sub-category under User Defined folder. You can add new Information Types
under the Information Type Group.

1. Expand the 'Objects' tree in the left hand side pane and select the information type group

o

2. Click the plus icon that appears on the selected folder stripe. The 'Edit Dialog' for creating a new information

type will appear.
3. Follow the procedure as explained in the previous section Adding a User Defined Information Type.

4. Repeat the process to add more number of information types to the group.

4.3.7. Adding a User Defined Domain Name

Comodo MyDLP ships with a number of per-defined domain objects including commonly used email domains, under Predefined
> Destinations > Domains. These domains can be specified for destination component for web rules and email rules. In
addition, administrator can add custom domains for use in web and email rules.

Note: The Domain objects can be used only as destination in the data transfer policy rules, like web rules and email rules, they
can be created and viewed only from the 'Policy' interface.

To add a new domain name

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new domain, from the
left hand side pane of 'Policy" interface.

o

2. Click the plus icon that appears on the selected folder stripe. The 'Create New ltem' dialog will appear.

Create New ltem x

What do you want to create in this category?
@@ Category
2k MNetwork
s Computer Name
W Endpoint
B Information Type
% Information Type Group

(@ Domain

(I Applicati%\lame

L UserObject

3. Select 'Domain'. The 'Edit Dialog' will appear.
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Edit Dialog x

Name [Email Domain |

Domain emaildomain.com |
| save || cancel

4.  Enter the parameters:

*  Name - Enter a descriptive name for the domain object
e Domain - Enter the domain name or the full URL to be added
5. Click 'Save'.

The new user defined domain object will be listed under 'User Defined'/Category folder in the LHS pane of the 'Policy' interface,
and can be dragged to be added as destination for web rules and email rules.

1"l VW' LJ L.l Enterprise Edi

Dashboard Policy

4% Collapse Inventory O Filter Rules by selection

- |

» (g Predefined
v [ UserDefined
» (g Marketing Department

» (@ Objects for Sales Department Objects
» B Sales Deptlnfo Types

> % sample info type group

fa Alex Computer

L ] Wy

Email Ciomain

Ml E 2

E PaM Docs
% POF Files with card numbers

:'_; Sales Team Metwark

4.3.8. Adding a User Defined Application Name

Comodo MyDLP ships with a number of pre-defined Application Name objects including commonly used Internet browsers,
Design applications, Microsoft Office applications, and PDF viewers under Predefined > Destinations > Application Names.
These applications can be specified for destination component for Screenshot rules. In addition, administrator can add custom
application names for use in Screenshot rules.

Note: The 'Application Name" objects can be used only as destination in the Screenshot rule, which is a data transfer policy
rule, hence they can be created and viewed only from the 'Policy' interface.

To add a new Application Name object

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new application name,
from the left hand side pane of 'Policy' interface.
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o

2. Click the plus icon that appears on the selected folder stripe. The 'Create New ltem' dialog will appear.

Create New ltem ¥

What do you want to create in this category?
[ Category
ok Network
fid Computer Name
W Endpoint
B Information Type
% Information Type Group
@ Domain
1 Application Name

L UserObject %

3. Select 'Application Name'. The 'Edit Dialog' will appear.

Edit Dialog x

Hame | Peacock Image Editor |

Executable Hame | peacockimageeditorexe |

| Save || Cancel

4,  Enter the parameters:

*  Name - Enter a descriptive name for the Application
«  Executable Name - Enter the file name of the application executable of the program, with the file extension.
5. Click 'Save'.

The new user defined application will be listed under 'User Defined'/Category folder in the LHS pane of the 'Policy' interface, and
can be dragged to be added as destination for Screenshot rule.
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| s B ' e s B Ll

Dashboard Policy

4% Collapse Inventory O Filter Rules by selection

= (@@ Predefined

v {@w User Defined s
= @ Marketing Department
= @ Objects for Sales Department Objects
» Egy Sales DeptlInfo Types

b3 % sample info type group
§id Alex Computer
& Dagwood
@ Email Domain
g John Smith Computer
By PAN Docs

ard numbers

] Peacock Image Editor

4.3.9. Adding a User Defined User Object

The administrator can add new end user objects to MyDLP to inspect the data traffic from the respective users logged-in from
different computers in the network. The new users can be defined as source in data transfer policy rules.

Prerequisite: The endpoints are to be installed with the MyDLP Endpoint Agent before adding them as Computer Name
Objects. The endpoints installed with the agent are listed with their Endpoint IDs, Logged-in Usernames and Computer Names
under the Endpoints tab. Refer to the MyDLP Endpoint Installation Guide for explanations on installing the agent.

The users can be added in two ways:
*  Single users can be manually added by specifying the network login username of the user

e Multiple users can be added at once by importing from Active Directory (AD). The AD domain is to be integrated to the
MyDLP server prior to importing from the AD. Refer to the section Integration with Active Directory Domain for
more details.

Note: The 'User' objects can be used only as 'Source' in the data transfer policy rules, hence they can be created and viewed
only from the 'Policy interface.

To add a new user

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new user/users, from
the left hand side pane of 'Policy' interface.

+

2. Click the plus icon that appears on the selected folder stripe. The 'Create New ltem' dialog will appear.
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Create New ltem x

What do you want to create in this category?
@@ Category
ok MNetwork
§d Computer Name
¥ Endpoint
B Information Type
% Information Type Group
@ Domain
1 Application Name
& User Object
b

3. Select 'User Object'. The 'Create New User Object' will appear.

Create New User Object x

What type of user object do you want to create?
8 single User
W Active Directory Object

4. Select whether you wish to add a single user or import users from an AD domain. The following sections explain the
processes in detail.

* Adding a Single User
* Importing a user from the AD domain
Adding a Single User

5. Select Single User from the Create New User Object. The Edit Dialog will appear.

Create New User Object ®

?

X

Name [ John Doe |

Username |johndoe@mydip.net |
| save || cancel

6. Enter the parameters:

*  Name - Enter the name to identify the user
e Username - Enter the username of the user. The user name can be entered in to ways:

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 52



Comodo MyDLP Administration Guide 2222

*  The username as per the Active Directory user account, e.g. user@domain.com.
e The email address of the user, e.g. user@domain.com.

Tip: The user is currently logged-in, the username can be obtained from the 'Endpoints' interface. Refer to the section The
Endpoints Tab for more details.

7. Click 'Save'.

The new user will be listed under 'User Defined'/Category folder in the LHS pane of the 'Policy' interface, and can be dragged to
be added as source for various data transfer policy rules.

Importing User from AD domain
5. Select 'Active Directory Object' from the 'Create New User Object' dialog. The Edit Dialog will appear.

Create New User Object x

What type of user object do you want to create?

8 Active Directory Obj

Edit Dialog = b4
Name [ John Smith |
Active Directory Domain ltem
Search Text: |jnh || Lookup |
&L iohnjohn
| Save | | Cancel

6. Enter the name to identify the user in the 'Name' field.

7. To search for the specific user from the pre-integrated AD Server, type the first three letters of the user name as per
the Active Directory user account in the 'Search Text' field and click 'Lookup'. The matching user names will be shown
as a list in the text box.

8. Choose the user to be added.
9. Click 'Save'.

The new user will be listed under 'User Defined'/Category folder in the LHS pane of the 'Policy’ interface, and can be dragged to
be added as source for various data transfer policy rules.
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111 W LI Enterprise Edit

4% Collapse Inventory O}, Filter Rules by selection

» (g Predefined
v (g UserDefined

@® e

» (g Marketing Department

Th
)

» @@ Objects for Sales Department Objects
> % sample info type group
i Alex Computer

i B &

ok Sales Team Network
ek fie network

mm " IR

s ]

4.3.10. Adding a User Defined File System Directory

The administrator can define custom file paths in local drives of endpoint computers, for checking existence of files containing
the sensitive information as defined in an Information Type object in a rule. The custom file path can be added as a File System
Directory object and can be specified as 'Destination’ in Endpoint Discovery rules.

Note: The 'File System Directory' objects can be used only as 'Destination’ in the Endpoint Discovery rules, hence they can be
created and viewed only from the 'Discovery' interface.
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To add a custom file system directory

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new user/users, from
the left hand side pane of 'Discovery' interface.

2. Click the plus icon + that appears on the selected folder stripe. The 'Create New Item' dialog will appear.

3. Select 'File System Directory'. The 'Edit Dialog' will appear.

Create New ltem x

What do you want to create in this categaory?
i Category
ok Network
f§d Computer Name
¥ Endpoint
& Information Type

I

Edit Dialog & x

Name My Documents |

Directory (Causers |
| save || cancel

4.  Enter the parameters:

e Name - Enter a name shortly describing the file path
»  Directory - Enter the file path to be checked.
5. Click 'Save".

The new user defined file system directory object will be listed under 'User Defined'/Category folder in the LHS pane of the
'Discovery' interface, and can be dragged to be added as destination for Endpoint Discovery rule.
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4% Collapse Inventory Q) Filter Rules by selection

» [ Predefined
v [ YserDefined
» (@@ Marketing Department
» (@ Objects for Sales Department Objects
» B Sales Deptinfo Types
I % sample info type group
& Admin Docs
g Alex Computer
g John Smith Computer
&3 My Documents Wil
B PAN Docs
B PDF Files with card numbers

:} Sales Team Metwork

[

- ahwrnirk
gt ne netwark

On application of the file system directory object as destination in the rule, MyDLP checks all the files in the specified path, in all
the endpoints added as 'Sources' in the rule. If the file path is not present in any of the endpoint included as the sources, then
those endpoints will be skipped.

4.3.11. Adding a User Defined Remote Storage

The administrator can create Remote Storage objects to specify network storage and external storage like FTP Server, Microsoft
Windows Share folder in any of the endpoints, network file system and so on, for checking existence of files containing the
sensitive information as defined in an Information Type object in a rule. The Remote Storage object can be added as 'Source' for
a Remote Storage Rule.

Note: The 'Remote Storage' objects can be used only as 'Sources' in the Remote Storage rules, hence they can be created
and viewed only from the 'Discovery' interface.

To add a new Remote Storage object

1. Select the 'User Defined' folder or the category/sub-category within which you wish to add the new remote storage
object, from the left hand side pane of 'Discovery' interface.

=

3. Select 'Remote Storage'. The 'New Remote Storage Dialog will appear.

2. Click the plus icon that appears on the selected folder stripe. The 'Create New Item' dialog will appear.
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Create New ltem »

What do you want to create in this category?
@ Category
2k Network
s Computer Name
W Endpoint
& Information Type
% Information Type Group

"} ?emute Storage
u

A

Hew Remote Storage Dialog »

Please select a method to access your remote storage:
_g_ SSH/SCP /SFTP Protocal { SSHFS )
8 FTP Server (FTPFS)
Microsoft Windows Share
!_ Metwork File System { MFS )
B Web Server (HTTP/HTTPS )

4. Choose the type of the remote storage you wish to specify for the object The following sections explain the processes

in detail.
e« SSH/SCP/SFTP Protocol
e FTP Server

e Microsoft Windows Share
*  Network File System
e Web Server
Adding a Remote Storage connected through SSH/ SCP / SFTP Protocol

You can add a remote storage accessed through Secure Shell (SSH) connection, using Secure Copy (SCP) or Secure File
Transfer Protocol (SFTP) protocol for file transfer as a remote storage object by selecting SSH / SCP / SFTP Protocol.

5. Choose SSH/ SCP / SFTP Protocol from the New Remote Storage dialog
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Edit Dialog x
Name | SSHSTORAGE |
Address 192.168.111.111 |
Port 80 |
Path | luseridemouser |
Username username |
Password e |
Save | TestConnection || Cancel

6. Enter the parameters:

*  Name - Enter a name shortly describing the remote storage

e Address - Enter the IP address or hostname of the server/host, hosting the remote storage
e Port - Enter the connection port for SSH connection to the server/host

e Path - Enter the file path to be checked in the remote storage

e Username/Password - Enter the username and password of the user account that MyDLP can use to login
to the server/host

7. Click 'Test Connection'. MyDLP willl check whether the remote storage location is reachable. On successful
connection, the 'Save' button will be enabled.

Success

Successfully connected to Remote Storage...

Lok

8. Click 'Save'.

The SSH / SCP / SFTP remote storage object will added to the 'User Defined'/Category folder in the LHS pane of the 'Discovery'
interface, and can be dragged to be added as source for Remote Storage Discovery rule.

Adding a FTP Server

You can add a FTP server as a remote storage object by specifying its address and login credentials.

5. Choose 'FTP Server (FTPFS)' from the 'New Remote Storage dialog'. The 'Edit Dialog' will appear.
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Edit Dialog x

Name [FTP Server |

Address [ftp.myftpsite.org |

Path [ nome/documents |

Username [johnsmitn |

Password ——— |
Save || TestConnection || Cancel

6. Enter the parameters:

*  Name - Enter a name shortly describing the FTP server
e Address - Enter the IP address or hostname of the FTP server
*  Path - Enter the file path to be checked in the FTP server

*  Username/Password - Enter the username and password of the user account that MyDLP can use to login
to the FTP server

7. Click 'Test Connection'. MyDLP will check whether the remote storage location is reachable. On successful
connection, the 'Save' button will be enabled.

Success

Successfully connected to Remote Storage...

Lok

8. Click 'Save'.

The FTP server will be added as Remote Storage object to the 'User Defined'/Category folder in the LHS pane of the 'Discovery'
interface, and can be dragged to be added as source for Remote Storage Discovery rule.

Adding a Shared Storage Location in a Remote Computer in the Network Storage

You can add a shared drive/folder on a computer within the network as a Remote Storage object, by specifying its Universal
Naming Convention (UNC) path and login credentials for that computer.

5. Choose 'Microsoft Windows Share' from the 'New Remote Storage dialog'. The 'Edit Dialog' will appear.

Edit Dialog x

Name | Share Folder on John PC |

UNC Path 11192.168.111.111\share |

Username [johnsmitn |

Password [rreres |
Save | TestConnection || Cancel

6. Enter the parameters:

*  Name - Enter a name shortly describing the shared folder or drive
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e UNC Path - Enter the shared file path in the format \\<hostname or IP address of the computer>\<shared
folder name>

*  Username/Password - Enter the username and password of the user account that MyDLP can use to login
to the server/host

7. Click 'Test Connection'. MyDLP willl check whether the remote storage location is reachable. On successful
connection, the 'Save' button will be enabled.

Success

Successfully connected to Remote Storage...

Lok

8. Click 'Save'.

The shared drive/folder will be added as a remote storage object to the 'User Defined'/Category folder in the LHS pane of the
'Discovery' interface, and can be dragged to be added as source for Remote Storage Discovery rule.

Adding a Network File System (NFS)

You can add a NFS or Distributed File System (DFS) in the network as a Remote Storage object, by specifying its address and
file path to be checked.

5. Choose 'Network File System (NFS)' from the ‘New Remote Storage dialog'. The 'Edit Dialog' will appear.

Edit Dialog x

Name |DFs |

Address [192.168.111.112 |

Path \Documents |
Save | TestConnection || Cancel

6. Enter the parameters:

*  Name - Enter a name shortly describing the NFS
*  Address - Enter the IP Address of the NFS
*  Path - Enter the file path/folder in the NFS to be checked

7. Click 'Test Connection'. MyDLP willl check whether the remote storage location is reachable. On successful
connection, the 'Save' button will be enabled.

Success

Successfully connected to Remote Storage...

L oK |

8. Click 'Save'.

The NFS will be added as a remote storage object to the 'User Defined'/Category folder in the LHS pane of the 'Discovery'
interface, and can be dragged to be added as source for Remote Storage Discovery rule.

Adding a WEB Server

You can add a Web server that can be accessed through HTTP or HTTPS connection, as a remote storage object by specifying
its address.
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5. Choose 'Web Server (HTTP / HTTPS)' from the 'New Remote Storage dialog'. The 'Edit Dialog' will appear.

Edit Dialog x

Hame |Webser'u'er

Address with port and start path:
http:iimywebsenvercom: 8080

Depth (HNumber of
links to be

followed):

Save | Yalidate and Test || Cancel

6. Enter the parameters:

*  Name - Enter a name shortly describing the Web server

e Address with port and start path - Enter the URL or IP Address of the web server with its HTTP or HTTPS
connection port and root path in the format <domain name or IP address>:<port>/<index page>

*  Depth (Number of links to be followed) - Enter the number of level of sub folders from the root to check in the
web server

7. Click 'Validate and Test'. MyDLP will check whether the web server is reachable. On successful connection, the 'Save'
button will be enabled.

8. Click 'Save'.

The web server will be added as Remote Storage object to the 'User Defined'/Category folder in the LHS pane of the 'Discovery'
interface, and can be dragged to be added as source for Remote Storage Discovery rule.

5. Enforcing the Data Transfer Policy

MyDLP applies the data transfer control schemes for endpoints in your network as a policy. The policy is made up of several
rules. Each rule is constructed for intercepting the data traveling over the web, over email and to or from removable storage, or
copied to removable storage devices, from specified source user(s), endpoint(s) and to implement the action like allow, block,
quarantine or log the data. Rules can also be configured for automatic encryption ina removable device, forbidding
screenshots for specified application(s), to prohibit printing of documents containing sensitive data.

The Policy interface displays the list of rules that are added to the data transfer policy.

MYQDLP £¥ Install Policy  # X
= ek Logged in as mydlp =user@mydip.com=
‘ Enterprise Edition Server Version: 2.2.30-1

Dashboard Policy Discovery Objects Settings Logs Endpoints Revisions
ab ’
v Collapse Inventory (| Filter Rules by selection + Add Rule :: Expand All :t Collapse Al
v G Predefined Channel Sources Destinations Information Types Action
» (@@ Compliance E printer @ burak % Credit Card Numbers Hlll Quarantine 4

» (@ Destinations [ MicrosoftAccess

msword_screensho =
= Lrule 8 Dagwood Bumpsted ¢ Block

» (@@ Information Types 3 Microsoft Word

> Sources
= web rule a# All Sources @ ANl Destinations 2 different Information Types ||| Quarantine
» (@@ UserDefined g
Bl screenshot b All Sources I Microsoft PowerPoint 3 Block
(=) web rule 21 ® MG All Destinations 3 different Information Types Quarantine

The right side of the Policy interface displays the rules with their components as a table and allows the administrator to add new
rules, edit existing rules and remove unwanted rules. For more details on the types of the rules and the components of the rules,
refer to the section The Rules.

The following sections explain on constructing the rules for the policy and implementing them on to the network:
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* Adding Policy Rules

*  Enabling or Disabling a Rule
* Editing aRule

¢ Removing a Rule

*  Deploying the Policy

5.1.Adding Policy Rules

The rules can be created and added to the Policy by the following steps. Each step is explained in detail after the brief
descriptions:

»  Step 1 - Create a place holder for the new rule and drag it to the required position in the list
e Step 2- Add the new rule and select the type of the rule

«  Step 3 - Enter a name for the rule and configure messages to be shown to the enduser and email notification
sent to the administrator when the rule intercepts the data traffic

«  Step 4 - Specify the sources for the rule
» Step 5 - Specify the Destinations for the rule
«  Step 6 - Specify the 'Information Types' to be identified and intercepted in the data traffic

»  Step 7 - Specify the action to be taken on the data if the rule is met
Step 1 - Create a Place Holder

e Click the 'Add New Rule'. If you newly installed MyDLP and haven't added any rules, the 'Add Rule' control will appear
at the center of the interface.

== Add Rule

Channel Sources Destinations
@ webrule 4 different Sources Mo Destination By info_type
sample .
Add Rule I¥ExpandAll 4% CollapseAll
Q’ PCICRN
] Channel Sources Destinations Information Types Action
C ] Restrictic -+
;E PCI
- X
Ba sena webrulet 4 different Sources No Destination By info_type_to_del o Pass
Storage
age | sample web rule 3 different Sources No Destination 2 different Information Types of Pass
Q’ PCICRM Int 2 different Sources By Credit Card Numbers K Block

Screenshot N N .
m Restricion 4 different Sources 10 different Destinations I Block

A new place holder box for the new rule will appear.

+
X

»  Drag the box to the desired position in the list, depending on the nature of the rule. The rules at the top of the list have
a higher priority than those at the bottom and are applied first. In the event of a conflict between rules, the setting in
the rule nearer the top of the table will be applied.

Step 2 - Add the new rule and select the type of the rule

*  Click the plus + button in the box to add the new rule. The 'Create New Rule' dialog will appear.
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X

Create New Rule x

Which kind of rule do you want to create?
@ Web Rule

B4 Mail Rule

! Remaovable Storage Rule

E?’ Remaovable Storage Inbound Rule
Ei Remaovable Storage Encryption Rule
El Screenshot Rule

F=1 Printer Rule

% APIRule

»  Select the type of the rule to be created. For more details on Rule Types, refer to the section Rule Types.

Step 3 - Enter Name for the rule and configure Messages and Notifications

On selecting the rule type from the Create New Rule dialog, the Rule Edit Dialog will appear. The Rule Edit dialog allows to
configure the general properties of the rule like the name, descriptions and notifications.
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Web Rule Edit Dialog ]

Mame Cocs Uploading

Description
Far restricting uploading of documents conntaining credit card numbers
to Google and Yahoo

Message to User

sermessages are enabled for anly Quarantine and Block actions.
Flease change action of this rule before editing.

Hotifications

[+] Enable Motifications

email - superadmin =usen@mydlp.com= +
email - admin =admin@mydlp.com:= w
| Save || Cancel

Enter the following information:
e Name - Enter a name, shortly describing the new rule
»  Description - Enter a description for the rule

*  Message to User - The message to be displayed to the end user when MyDLP blocks or quarantines the data traffic
from the user computer based on this new rule.

MyDLP displays the message for the following rule types:

e Web Rule
e Mail Rule

The message will be displayed only if the action set for the rule is to block or quarantine the intercepted file. Hence this
field will be enabled only after setting the action for the rule as BLOCK or QUARANTINE. You can leave this field blank
at this time and add the message later time by editing the rule, after setting the action.

»  For more details on setting the action, refer to the description under 'Step 7 - Specify the action to be taken
on the data if the rule is met'
»  For more details on editing the rule, refer to the section Editing a Rule.

* Notifications - Configure the automated notifications to be sent to the administrators and other users when MyDLP
intercepts the data traffic from any enduser, based on the new rule. This step allows you to choose the notification type
and the intended recipients. The notification messages sent to the recipients can be edited under Settings > Enterprise
tab. Refer to the section Enterprise Tab for more details.

MyDLP can send automated notifications only for the following rule types:
«  WebRule
e MailRule
e Removable storage rule
e Printer rule
e APlrule
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e For MyDLP to send automated notification messages, select the 'Enable Notifications checkbox'
»  To add a notification type and recipients, click the plus button beside the text box.

MHotifications

[+] Enable Motifications

| Save || Cancel
v '
Motification add dialog ¥

The 'Notification add dialog' will appear.

e Choose the notification type from the drop-down. Currently only 'Email' notification is available. More
notification type will be added in the future versions.

e Click 'Next'.

Hotification add dialog x

[+] superadmin
[+] admin

| Save | | Cancel

*  Select the administrators and other users that have access to the MyDLP interface, to whom the notifications
are to be sent
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Hotifications

[+] Enable Motifications

email - superadmin <superadmin@companydomain.com:> +

email - admin <admin@companydomain.com: w

| Save || Cancel

*  Repeat the process to add more types of notification types or administrative users
e Click 'Save'".
The rule will be added to the list, at the position of the place holder box.

Step 4 - Specify the sources for the rule

COMODO

Creating Trust Online®

The origin of the data transfer can be added as the 'Source' component of the rule, by dragging a pre-defined or user-defined
objects from the left hand side pane. The following table shows the object types that can be used for defining Sources and

applicable rule types.

Object Applicable Rule Types

ok Network +  WebRule

e Removable Storage Rule

e Removable Storage Inbound Rule

e Removable Storage Encryption Rule
e Printer Rule

e Screenshot Rule

*  APIRule

§d Computer Name «  WebRule

e Removable Storage Rule

e Removable Storage Inbound Rule

e Removable Storage Encryption Rule
e Printer Rule

e Screenshot Rule
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Object Applicable Rule Types

* APIRule

9 Endpoint *  WebRule

e Removable Storage Rule

e Removable Storage Inbound Rule

*  Removable Storage Encryption Rule
e Printer Rule

e Screenshot Rule

* APIRule
@  Domain «  WebRule
¢ MailRule
L UserObject «  WebRule
e MailRule

e Removable Storage Rule

e Removable Storage Inbound Rule

*  Removable Storage Encryption Rule
e Printer Rule

e Screenshot Rule

*  APIRule

To add a source object

*  Expand the predefined, user defined or category folder containing the source you wish to add from the Objects tree in
the LHS pane

»  Dragthe objectand drop in the 'Sources' column of the newly added rule

»  Repeat the process for adding more sources

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 67



COMODO

Creating Trust Online®

i1 1 W LJL | Enterprise Edition

Dashboard Policy Objects

4% Collapse Inventory ~ Q Filter Rules by selection
» g Predefined Channel Sources Destinations
v @ User Defined @ Docs Uploading Mo Source Mo Destination
v @ Marketing Depariment 4 different Sources No Destination
@ sample web rule 3 different Sources Mo Destination
B—saic q’ PCICRM Int 2 different Sources
& sales3 ggr:;igﬁgst 4 different Sources 10 different Destinations
» (@@ Objects for Sales Department Objects
=y FoI 3 different Sources
» By Sales Deptinfo Types []
» B sample info type group !ﬂ All Encr :} All Sources
2 Alex Computer §2 Alex Computer
£ Dagwood B s oo 8 salesn
: orage Loggin
@ Email Domain ] ge Logaing 8B sales2
8 JohnDoe B sales3
fi2 John Smith Computer B rc 2 different Sources
By PAN Docs '
€0 Facebook
PDF Files with card numbers =

You can drag and drop a category folder containing a number of source objects along with other objects so that all the objects
that are applicable for sources for the rule, will be added to the rule.

You can add more source objects created after adding the rule, at a later time, by just dragging the object to the 'Sources'
column of the rule.

Step 5 - Specify the Destinations for the rule

The target of the data transfer can be added as the 'Destination' component of the rule, by dragging a pre-defined or user-
defined destination objects from the left hand side pane. The following table shows the object types that can be used for
defining Destinations and applicable rule types.

Object Applicable Rule Types

@ Domain «  WebRule
*  Mail Rule
CJ  Application Name Screenshot Rule

To add a destination object

*  Expand the predefined, user defined or category folder containing the destination object you wish to add from the
Objects tree in the LHS pane

»  Drag the object and drop into the 'Destinations' column of the newly added rule

*  Repeat the process for adding more destinations
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1’16 v e B Enterprise Edition

Dashboard Policy Discovery

4% Collapse Inventory ~ Q Filter Rules by selection + Add Rule
v @ Predefined [4] Channel Sources Destinations Inf
» (@@ Compliance 8 salest
v & Destinations Docs Uploading 8 sales2 Mo Destination
» @@ Application Names & sales3
v (@ Domains ETENL SoUrces Mo Destination By info_type_to_del
@ Facebook TE 3 different Sources Mo Destination 2d
[ Cmail -
10.0.0.0/24
@ Google 15 q’ PCI CRM Int gJ - By Credit Card Numb
ohn Doe
@ Hotmai
@ Live 3 Chrome
@ Microsoft O Microsoft Access
@ vsn 3 Microsoft Excel
O Microsoft OneMNote-1
@ Outlook 8 salest IEI i  OneNole.D
Sereenshot - ICTOS O nehote-.
Yahoo o sales2
@ c Restriction % _— 3 Microsoft Outiook
- sales
@ Yandex-1 [ Microsoft PowerPoint
@ Yandex-2 3 Microsoft Publisher
> [ E-Mail Misc [ Microsoft Word
(@ Al Destinations [ Motepad

You can drag and drop a category folder containing a number of destination objects along with other objects so that all the
objects that are applicable for destinations for the rule, will be added to the rule.

You can add more destination objects created after adding the rule, at a later time, by just dragging the object to the
'Destinations' column of the rule.

Step 6 - Specify the 'Information Types' to be identified and intercepted in the data traffic

The files to be identified as containing sensitive data in a data traffic, are specified as Information Type in a rule. Each
information type is defined with a set of 'Information Features'. For more details on Information Types, refer to the section
Information Types - An Overview.

MyDLP is shipped with a number of commonly and frequently used Information Types. These information types are available
under the 'Pre-defined’ category in the 'Objects' tree. In addition, the administrator can add more number of custom information
typed under 'User-defined' category.

For MyDLP to intercept files containing sensitive data of specific type, the respective information type object is to be added to
the rule. The following table shows the object types that can be used for defining Information Types and applicable rule types.

Object Applicable Rule Types

B  Information Type «  WebRule
e Mail Rule
*  Removable Storage Rule

e Printer Rule

*  APIRule
&  Information Type Group *  WebRule
*  MailRule

*  Removable Storage Rule
»  Printer Rule
e APIRule

To add an Information Type object

*  Expand the predefined, user defined or category folder containing the Information Type object you wish to add from
the Objects tree in the LHS pane
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»  Drag the object and drop into the 'Information Types' column of the newly added rule

*  Repeat the process for adding more Information Types

'L i - [y .y Enterprise Edition Server Ver

Dashboard Discovery Settings Endpoints

4
4% Collapse Inventary Q Filter Rules by selection + Add Rule :: Exp
v G Predefined Channel Sources Destinations Information Types
» @ Compliance 8L salest @ coogle
» G Destinations Docs Uploading & sales2 @ Microsoft No Information Type of F
les3 @ Yahoo
v [ Information Types & =8
webrule1 4 different Sourge Mo Destination 5 info_type_to_del of F
(&) _sample-wetrTTE 3 different Sources No Destination 2 different Information Types oF
10.0.0.0/24
84 q’ PCI CRM Int E;J o By Credit Card Numbers X
ohn Doe
» [@w Sources
» (@w UserDefined 3 Chrome

I MicrosoftAccess

You can drag and drop a category folder containing a number of Information Types so that all the objects that are applicable for
the rule, will be added to the rule.

You can add more Information Type objects created after adding the rule, at a later time, by just dragging the object to the
'Information Types' column of the rule.

Step 7 - Specify the action to be taken on the data if the rule is met

The final step is to specify the action to be taken on the file as specified in the information type, in the data traffic between the
source and the destination.

I3 ExpandAll 4% Collapse Al
s Destinations Information Types Action
@ Google ;
} By Credit Card Numbers —
@ Microsoft Block ( - )
By PCl-Credit Card —
@ Yahoo Pass
o P b Block
urces Mo Destination é info_type_to_del J
Log
urces Mo Destination 2 different Information Types &f| Quarantine
irces By Credit Card Numbers ”Archive
ces 10 different Destinations xEllock
B CreditCard Numbers Jlll Quarantine
& Encrypt
Log

*  Choose the action from the drop-down in the 'Action’ column. The available actions are:

»  PASS - Allows information to pass through the data channel freely without generation of any log entries. This
action is is the default action and available for all rule types.

e LOG - Allows information to pass through data channel but generates event log. This action is not available
for screenshot rules.

*  ARCHIVE - Allows information to pass through data channel, generates event log and archives a copy of
information. This action is not available for screenshot rule. The Administrator can download the file from the
Logs interface. Refer to the section Downloading the Files Archived by MyDLP for more details.

e BLOCK - Prevents information to pass through data channel and generates event log. This action is not
available for removable storage inbound rules.

*  QUARANTINE - Prevents information to pass, generates event log and archives a copy of information in the
MyDLP Server. The Administrator can download the file from the Logs interface. Refer to the section
Downloading the Files Archived by MyDLP for more details. This action is not available for removable
storage inbound rules and screenshot rules.
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*  ENCRYPT - Enforces encryption of connected removable devices. This action is only available for
Removable Storage Encryption Rule.

The rule will be saved. You can create as many rules as required. If you are creating a new rule with minor changes from an
existing rule, you can clone the rule and edit it to change the required parameters.

The rules take effect only on applying/reapplying the policy to the network. Refer to the section Deploying the Policy for more
details.

Once a rule is added you can edit, copy delete, disable/enable it at any time.

*  Click on the rule to view the control buttons displayed in the Channel column
salest Google
Docs Uploading ‘E’ @ .
& sales2 @ Microsaft
4“5 T & sales3 @ Yahoo

@ webrule 4 different Sources Mo Destir
sample web rule 3 different Sources Mo De
Q’ PCI CRM Int 2 different Sources
i:h PCI 3 different Sources

=]

o] & AllEncr fo Source

Control Description

II /# Expands/Collapses the Rule stripe. In Expanded view, all the source, destination and information type
components are listed in their respective columns.

Clones the rule to create a new rule with minor changes in the components

Enables the administrator to edit the name, message and notification settings of the rule. Refer to the section
Editing a Rule for more details,

Removes the rule from the policy. Refer to the section Removing a Rule for more details

@8 NIF

Enables the administrator to disable or enable the rule. Refer to the section Enabling or Disabling a rule for
more details.

Rules at the top of the table have a higher priority than those at the bottom and are applied first. In the event of a conflict
between rules, the setting in the rule nearer the top of the table will be applied. The administrator can change the order of the
rules at any time by dragging any rule to the desired position.

5.2.Enabling or Disabling a Rule

The rules added to the policy are automatically enabled by default. The administrator can disable a rule if it is found
unnecessary and deemed to be of use at a later time.

To disable a rule

e Click on the rule for the options to be displayed in the 'Channels’ column

«  Click the Disable icon @
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oy W e U UL

E:-} Storage Logging
B 4 different Sources
L 3 s
L Vs @
- B 2 diffarant Sarrcac ; Cre
The rule will be disabled.

Pl 3 Gifferent soUrces

—
Eﬂ All Encr No Source

E:-'} Storage Logging

o] ® 4 different Sources

o8 Wl

. PCl 3 different Sources Cred

o i diforant ©nnreac I

¢ Tore-enable the rule, click the 'Enable" icon ®

5.3.Editing a Rule

Arule can be edited at anytime for the changes in the source, destination, information type components, the action to be taken,
the name of the rule and the notification settings. The following sections provide more information on:

»  Editing the name and Notification Settings
*  Removing an object from a rule
*  Adding an object to the rule

Any change you make in a rule will take effect only on re-deployment of the policy. Refer to the section Deploying the Policy for
more details on implementing the policy.

Editing the name and Notification Settings
The administrator can change the name of a rule, description and the notification settings from the 'Edit Dialog'.

The Message to be displayed to the end-user, when the MyDLP blocks or quarantines a file in the data transfer from the user
based on the rule, can be added through the 'Edit Dialog'.

To edit a rule

»  Click on the rule for the options to be displayed in the 'Channels' column.

e Click the pencil icon j . The 'Edit Dialog' will open.
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Channel Sources Destinations

3 different Sources 3 different Destinations 2 different Inf
4 different Sources Mo Destinatio

Web Rule Edit Dialog x

Name Docs Uploading

Description

For restricting uploading of documnts

Message to User

The file contains credit card numbers and cannot be uploaded.

Notifications

[+] Enable Mofifications

email - superadmin =user@mydlp.com= +

email - admin =admin@mydlp.com=

| Save || Cancel |

You can edit the 'Name', 'Description’, 'Message to User' and Notification settings. The interface is same as the 'Edit Dialog' that
appear while creating the rule. Refer to the description under Step 3 - Enter a name for the rule and configure messages to
be shown to the enduser and email notification sent to the administrator when the rule intercepts the data traffic in the
section Adding Policy Rules for more details.

Removing an object from a rule
The administrator can remove source, destination and information type objects that are not required for the rule, at any time.
To remove an object

e Click on the rule for the options to be displayed in the 'Channels' column.

»  Click the expand icon (oY the objects added to the rule will be displayed under respective columns.

*  Select the object to be removed. The 'Trash can' icon will be displayed.

»  Click on the "Trash can' icon to remove the object.
Channel Sources Destinations

Docs Unload &8 salest @ Google
ocs Uploading X Crel
£ sales2 @ Microsoft =

. poy
NV T o @ vanoe .
webrule 4 different Sources No Destination

camnla wakh rmila 2 Aiffarant Cnnrrac
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Adding an object to the rule

The administrator can add new source, destination and information type objects to a rule at any time, just by dragging the object
from the left hand side pane and dropping to the respective column of the rule.

111l 9 LU L1 Enterprise Edition
Dashboard Policy Discovery Objects Settings
4% Collapse Inventory O Filter Rules by selection + Add Rule
» G Predefined (4] Channel Sources Destinz
v @@ UserDefined § sales @ Google
» I Objects for Sales Department Objects Docs Uploading 8 sales2 @ Microsoft
v TTEpanment @ Yahoo
1 Sales Clerk — @ webrule 4 different Sources Mo Dest
gales1 sample web rule 3 different Sources Mo Dest
8 sales2
q-’ PCI CRH Int 2 different Sources
8 sales3
» % Sales Dept Info Types Eh PCI 3 different Sources

9.4.Removing a Rule

The administrator can remove unwanted rules from the policy at any time.

To remove a rule
»  Click on the rule for the options to be displayed in the 'Channels' column
*  Click the trash can icon W

A confirmation dialog will be displayed.

Delete Dialog »

Are you sure to delete Docs Uploading?

Delete | | Cancel

e (Click Delete to remove the rule
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6. Configuring ata Discovery

Comodo MyDLP can run scheduled scans on network endpoints and storage locations to identify files containing sensitive
information. The targets, schedule, information searched for and the action to be taken is specified in a Discovery Rule.

jl Discovery Objects Settings Logs Endpoints Revisions
+ Add Rule T3 ExpandAl 4% Collapse Al
Channel Sched. Sources Destinations Information Types Action
_E_ r:ly_Net\nrork_Storag > share on john B PANDocs a5 Archive
[ endpoint Credit... B o nenetwork 2 different Destinations B EE;E;ISSS icare I Loo
Discovery Reports 2
Start Date - Finish Date Policy Message | Discovery Repor...

a Fri Jul 11 14:23:03 GMT+0530 2014 - Fri Jul 11 14:23:19 GMT+0530 2014
% Fridul 11 14:22:35 GMT+0530 2014 - Fri Jul 11 14:22:55 GMT+0530 2014

Rule: Endpoint Credi Discovery Finished Discovery Report Id::
Rule: My_MNetwork_5S Discovery Finished Discovery Report d::

The main area of the interface displays all previously created rules. Collectively, these rules are known as the 'Discovery Policy'
New rules can be created by clicking 'Add rule' and constructed by dragging objects from the left hand menu. Simply click on
any rule to reveal controls which allow you to edit, clone, delete or disable a rule or rule component. The administrator can also
run on-demand scans from this area. A list of reports from previous scans is available undemeath the list of rules.

For more details on rule types and components, refer to The Rules.
The following sections provide more information on:
¢ Managing Discovery Rules

*  Viewing Discovery Scan Reports

6.1.Managing Discovery Rules

Discovery rules are intended to identify data residing on selected endpoints and on remote storage locations like FTP servers,
shared folders in endpoints, network file system and web servers.

«  ADiscovery rule is constructed from a channel, a source, a schedule, a destination, an information type and an action
to be taken if the rule is triggered.

«  Administrators can create an unlimited number of rules to search specific targets for specific information types.

«  Rules can be run 'on-demand' by clicking the B> icon next to 'Schedule'.
The following sections provide more information on;

* Adding Discovery Rules

¢ Running On-Demand Scans

Once added, the rules can be enabled/disabled and edited in the same manner as the Data Transfer Control Policy rules. For
more details, refer to the following sections in the previous chapter, Enforcing the Data Transfer Policy:
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*  Enabling or Disabling a Rule
« Editing a Rule
¢ Removing a Rule

*  Deploying the Policy

6.1.1. Adding Discovery Rules

Rules can be created and added to the Discovery Policy by the following steps. Each step is explained in detail after the brief
descriptions:

» Step 1 - Create a place holder for the new rule and drag it to the required position in the list
e Step 2- Add the new rule and select the rule channel

«  Step 3 - Enter a name for the rule and configure email notifications

«  Step 4 - Specify the sources for the rule

e Step 5 - Specify the Destinations for the rule

»  Step 6 - Specify the 'Information Types' to be identified

»  Step 7 - Specify the action to be taken on the data if the rule is met

«  Step 8 - Create a Schedule for running scans as per the rule

Step 1 - Create a Place Holder

»  Click 'Add New Rule'. If you have not added any rules yet, the 'Add Rule' control will appear at the center of the
interface.

_i!l Discovery Objects Settings Logs Endpoints Revisions

== Add Rule

I3 ExpandAll %% Collapse Al

A Sched. Sources Destinations Information Types Action
L ] SILGEE A e p G Jon B PANDocs a5 Archive

) ) igl ) - » POF Files with card L
g Endpoint Credit... B gk nenetwork 2 different Destinations numbers I Los

+ Add Rule TIExpandAl 4 Collapse Al
Sched. Sources Destinations Information Types Action
_!_ Z'Iy_Network_Storag » B PAN Docs & Archive
) ) Iyl ) - v POF Files with card L
g Endpoint Credit... P gk nenstwork 2 different Destinations B numbers I Loo
Discovery Reports ‘2 Refresh
Start Date - Finish Date | Policy | Message Discovery Repor...

Rule: Endpoint Credi Discovery Finished  Discovery Re

% Fri Jul 11 14:23:03 GMT+0530 2014 - Fri Jul 11 14:23:19 GMT+
é Fri Jul 11 14:22:35 GMT+0530 2014 - Fri Jul 11 14:22:55 GMT+

Anew place holder box for the new rule will appear.

+
X

»  Drag the box to the desired position in the list. The rules at the top of the list have a higher priority than those at the
bottom and are applied first. In the event of a conflict between rules, the setting in the rule nearer the top of the table
will be applied.
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Step 2 - Add the new rule and select the rule channel

*  Click the plus + button in the box to add the new rule. The 'Create New Rule' dialog will appear.

X

i

Create New Rule x

Which kind of rule do you want to create?

1 Endpoint Discovery Rule
8 Remote Storage Rule

e Select the type of the rule to be created. For more details on Rule Types, refer to the section Rule Channels.

Step 3 - Enter a Name for the rule and configure Email Notifications

On selecting the rule type from the 'Create New Rule' dialog, the 'Rule Edit' Dialog will appear. The 'Rule Edit' dialog allows you
to configure the general properties of the rule like the name, descriptions and notifications.

Endpoint Discovery Rule Edit Dialog x
Hame Docs with CC numbers in Sales Dept Endpoints
Description

To identify the PDF and Office documents containing two credit card
numbers in endpoints used by Sales Department Staff

Motifications

[+] Enable Motifications

email - superadmin =user@mydip.com:= +
email - admin =admin@mydlp.com= W
| Save || Cancel

Enter the following information:
e Name - Enter a name, shortly describing the new rule
»  Description - Enter a description for the rule

* Notifications - Configure the automated notifications to be sent to the administrators and other users when MyDLP
identifies information in based on the rule during scheduled and on-demand scans. This step allows you to choose the
notification type and the intended recipients. To view or edit the content of the notification messages, click 'Settings >
Enterprise. Refer to the section Enterprise Tab for more details.

*  For MyDLP to send automated notification messages, select the 'Enable Notifications' checkbox
» Toadd a notification type and recipients, click the plus button beside the text box.
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Hotifications

[+] Enable Motifications

| Save || Cance
/ g
Motification add dialogb X
-
Email
R L=kiE L AIMTCET

The 'Notification add dialog' will appear.

»  Choose the notification type from the drop-down. Currently only 'Email' notification is available. More
notification types will be added in future versions.

¢ Click 'Next'.

Hotification add dialog x

[+#] superadmin
[+] admin

| Save | | Cancel

e Select the administrators and other users to whom the notifications are to be sent

Hotifications

[+] Enable Motifications

email - superadmin =user@mydlp.com:= +
email - admin <admin@myd|p.com:= w
| Save || Cancel
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*  Repeat the process to add more notification types or recipients

e Click 'Save'.
The rule will be added to the list, at the position of the place holder box.
+ Add Rule TIExpandAll 43 Collapse Al
Channel Sched. Sources Destinations Information Types Action
D Docs with CC nu... » MNo Source Mo Destination Mo Information Tvpe H Log
L b E Jom B PANDocs & Archive
Q Endpoint Credit... t%’éfi B Tk nenetwork 2 different Destinations [ EEE 2';8 LTS I Loo

Step 4 - Specify the sources for the rule

The 'Source' component of a rule is where you specify the location to be scanned, like selected endpoints or remote storage.
You add sources by dragging a pre-defined or user-defined object from the left hand side. The following table shows the object
types that can be used for defining Sources and applicable rule types:

Object Applicable Rule Types

:} Network *  Endpoint Discovery rule
fid  Computer Name «  Endpoint Discovery rule
¥  Endpoint »  Endpoint Discovery rule
B Remote Storage *  Remote Storage rule

To add a source object

*  Expand the predefined, user defined or category folder containing the source you wish to add from the Objects tree in
the LHS pane

»  Drag the object and drop in the 'Sources' column of the newly added rule

i1"H 1 9 LJL | Enterprise Edition

Dashboard Policy Discovery

4% Collapse Inventory G Filter Rules by selection + Add Rule

» (@ Predefined Channel Sched. Sources Destinatior
v [ UserDefined D Docs with CC nu... P o Source No Destinatic

» (@@ Objects for Sales Department Objects _g_ My_Metwork_Storgg > John
& A
& Admin Docs

) ) [N
Endpoint Credit... twork
IW g ndpoint Lredi 4 :} ne networ & My Documen

< Sales3 Computer

S % Sales Dept Info Types
% sample info type group
= Admin Docs Discovery Reports

*  Repeat the process for adding more sources

You can drag and drop a category folder containing a number of source objects along with other objects so that all the objects
that are applicable for sources for the rule, will be added to the rule.

You can add more source objects created after adding the rule, at a later time, by just dragging the object to the 'Sources'
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column of the rule.
Step 5 - Specify the Destinations for the Rule

The 'Destination’ component of a discovery rule is where you specify the target folder to be scanned in the selected endpoints.
The destination can be specified only for Endpoint Discovery rule. For the Remote Storage rule, MyDLP scans the full storage
for the information type specified in the rule, hence, you need not specify the destination component.

You add destinations by dragging a pre-defined or user-defined 'File System Directory' object from the left hand side.
To add a destination object

»  Expand the predefined, user defined or category folder containing the File System Directory object you wish to add
from the Objects tree in the LHS pane

»  Drag the object and drop into the 'Destinations' column of the newly added rule

*  Repeat the process for adding more destinations

i & = e B cnierprise cditon Sa

Dashboard Policy Discovery Objects Settings

4% Collapse Inventory  Q Filter Rules by selection + Add Rule Y'Y Exps
» { Predefined Channel Sched. Sources Destinations Information Ty
v (@@ UserDefined g Docs with CC nu... > 3 different Sources Mo Destination Mo Information T)
» @ Objects for Sales Department Objects _g_ My_Metwork_Storag b Elde B PANDocs
e : ’
» ([@ Sales Department
Admin Docs with ¢
» Bz Sales Deptinfo Types g Endpoint Credj B gk nenetwork Z P L EE;EL_I?SS i
[ 3 % sample info type group
T | Lo
T
Discovery Reports @
B PDF Files with card numbers
:} Sales Team Netwark Start Date - Finish Date Policy Mes
% Fri Jul 11 14:23:03 GMT+0530 2014 - Fri Jul 11 14:23:19 GMT+0530 2014 Rule: Endpoint Credi O
Sl 5 Fri Jul 11 14:22:35 GMT+0530 2014 - Fri Jul 11 14:22:55 GMT+0530 2014 Rule: My_Metworl
B Ne network

You can drag and drop a category folder containing a number of File System Directory objects along with other objects so that
all the objects that are applicable for destinations for the rule, will be added to the rule.

You can add more destination objects created after adding the rule, at a later time, by just dragging the object to the
'Destinations' column of the rule.

Step 6 - Specify the 'Information Types' to be identified

The files to be identified as containing sensitive data in a data storage, are specified as Information Type in a rule. Each
information type is defined with a set of 'Information Features'. For more details on Information Types, refer to the section
Information Types - An Overview.

MyDLP is shipped with a number of commonly and frequently used Information Types. These information types are available
under the 'Pre-defined’ category in the 'Objects’ tree. In addition, the administrator can add more number of custom information
typed under 'User-defined' category.

For MyDLP to identify files containing sensitive data of specific type, the respective information type object is to be added to the
rule. The following table shows the object types that can be used for defining Information Types and applicable rule types.

Object Applicable Rule Types

% Information Type *  Endpoint Discovery Rule

*  Remote Storage Rule

% Information Type Group *  Endpoint Discovery Rule
*  Remote Storage Rule

To add an Information Type object
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*  Expand the predefined, user defined or category folder containing the Information Type object you wish to add from
the Objects tree in the LHS pane

»  Drag the object and drop into the 'Information Types' column of the newly added rule

*  Repeat the process for adding more Information Types

il i o e e § eEnterprise edition Server Version: 2.2 30-1
Dashboard Policy Discovery Endpoints
Ab i i
S Collapse Inventory Q Filter Rules by selection + Add RU Ie :: Expand Al 4
» g Predefined Channel Sched. Sources Destinations Information Types
v (@@ User Defined Q Docs with CC nu.. [ 3 different Sources & My Documents Mo Information Type H L¢
j j My_Netwark_St iyl
» (@ Objects for Sales Department Objects _g_ ey_ etwork_storag » giri % PAM Docs F g
v [ Sales Department
. " iyl v PDF Files with card "
Sales1 Computer Endpoint Credit... ne network Lt
i g > & MyDocuments & numbers E

H; Sales2 Computer
H; Sales3 Computer
v % Sales DeptInfo Types

sample info type grou
b % E type group Discovery Reports

By infotypet
S Start Date~<Finish Date Policy Message
B T Jul 11 14:23:03 GMT+0530 2014 - Fri Jul 11 14:23:19 GMT+0530 2014 Rule: Endpaint Credi Discovery Finishec
@ MyDocuments By FriJul 1114:22:35 GMT+0530 2014 - Fri Jul 11 14:22:56 GMT+0530 2014 Rule: My_Network_ Discovery Finishec

You can drag and drop a category folder containing a number of Information Types so that all the objects that are applicable for
the rule, will be added to the rule.

You can add more Information Type objects created after adding the rule, at a later time, by just dragging the object to the
'Information Types' column of the rule.

Step 7 - Specify the Action to be Taken on the File Identified as per the Rule

The next step is to specify the action to be taken on the file identified from the storage.

== Add Rule I3 Expandal 4% Collapse Al
Channel Sched. Sources Destinations Information Types Action

D Docs with CC nu I, §

r— » 2 different Sources My Documents B PDF Files with card numbers Log ( -

HEALTO Delste ~
My_Metwark_St M -

! ey_ etwark_storag p G B PANDocs Log

[ Endpoint Credit o twork 2 different Destinati PDF Files with card numb | Cuarantine

I Endpoint Cred B 2 nenetworl ifferent Destinations B iles with card numbers P

*  Choose the action from the drop-down in the 'Action’ column. The available actions are:

»  DELETE - Deletes matched discovered files. It is advised to use this action very carefully. This action is
available only for Endpoint Discovery Rules.
* LOG - Generates event log.

*  QUARANTINE - Removes the identified file from the endpoint and saves an archive copy in the MyDLP
server. The Administrator can download the file from the Logs interface. Refer to the section Downloading

the Files Archived by MyDLP for more details.

e ARCHIVE - Generates event log and archives a copy of information. The Administrator can download the
file from the Logs interface. Refer to the section Downloading the Files Archived by MyDLP for more

details.
The rule will be saved. You can create as many rules as required. If you are creating a new rule with minor changes from an
existing rule, you can clone the rule and edit it to change the required parameters.

Step 8 - Create a Schedule for Running Scans as per the Rule
The final step is to set a schedule for MyDLP to periodically scan the endpoints and storage locations.

To set a scan schedule in a rule
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Click the Calendar button under the Schedule column

== Add Rule
Channel Sources Dest

D Docs with CC nu... [ 3 different Sources &3 MyDc

ﬁ My_Metwork_Storag B [ John
Create New Rule »
Schedule:
| Daily v
startat [ 00:00 v
Available/Unavailable Hours:
Available
Unavailable
| r|| 7|| Set|| Unset|
SR8 Ea3SE8c2NnNoeEopNaeo 20O
2588888858885888888888888888888888888¢8
ol | | | | [ [ [P
| || [ [ [ [l
ve HHEHENEEEEEEEEEEEEEEEEEEN
wed [ HEHEEEEEEEEEEEEEEEEEEEN
o | | [ | [ [ [P
« HEIBTHEEEEEEEEEEEEEEEEEEEN
-+ HEIHNTHEEEEEEEEEEEEEEEEEEEN

| Save || Cancel |

The Create New Rule dialog will appear, enabling you to set a schedule.
Schedule

Select whether you wish the scans to be run on daily or weekly basis from the drop-down. If you are choosing Weekly,
then select the days at which the schedule needs to be run.
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Create New Rule x
Schedule;

| Weekly - |

[] sun ] Mon [ ] Tue] Wed[ ] Thu [+ Fri[_] Sat

StartAt | 12:00 vl

Available/Unavailable Hours:

‘Available

e Start At - Select the time at which the scan should commence.
Available/Unavailable Hours

You can also specify when the endpoints and the network repositories will be available for MyDLP scans, so that the scans
scheduled at the periods at which the endpoints and the repositories are not available, will be skipped.

The table below 'Available/Unavailable Hours' indicate the time periods at which the endpoints/repositories will be
available/unavailable:

»  Green blocks indicate that the endpoints/repositories are available for scanning
e Gray blocks indicate that the endpoints/repositories are not available for scanning

*  To manually switch specific hours of days at which the endpoints/repositories will be unavailable, click the respective
blocks.

»  To automatically set specific time periods as unavailable hours,

e Choose the day(s) of the week from the first drop-down.
e Choose the hours from the second drop-down
e Click 'Unset'

*  To automatically set specific time periods as available hours,
e Choose the day(s) of the week from the first drop-down.
e Choose the hours from the second drop-down
e Click 'Set'

»  Click 'Save' to save the schedule

The rules take effect only on applying/reapplying the Discovery policy to the network. Refer to the section Deploying the Policy
for more details.

Once arule is added you can edit, copy delete, disable/enable it at any time.

»  Click on the rule to view the control buttons displayed in the Channel column

Channel Sched. Sources Destinations Information Types Action

Sales

D H; Computer

Docs with CC nu... I Sales? PDF Files with card
= P §J Computer [ )y RERTETE B numbers £oe e

+EFSTO Sales3

E; Computer

= My Metwork_Storag gl s -

Control Description

I3 /# Expands/Collapses the Rule stripe. In Expanded view, all the source, destination and information type
components are listed in their respective columns.

5 Clones the rule to create a new rule with minor changes in the components
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f Enables the administrator to edit the name, message and notification settings of the rule. Refer to the section
Editing a Rule for more details,

ﬁ Removes the rule from the policy. Refer to the section Removing a Rule for more details

@ Enables the administrator to disable or enable the rule. Refer to the section Enabling or Disabling a rule for
more details.

Rules at the top of the table have a higher priority than those at the bottom and are applied first. In the event of a conflict
between rules, the setting in the rule nearer the top of the table will be applied. The administrator can change the order of the
rules at any time by dragging any rule to the desired position.

6.1.2. Running On-Demand Scans

The administrator can run an instant scan for any rule at any time by clicking the B> button in the schedule column.

+ Add Rule T3 Expandall 4% Collapseall
Channel Sche Sources Destinations Information Types Action

D Docs with CC nu_. 3 different Sources g My Documents % EE;E;IESS e H Log

| eenestoras > No Source By PAN Docs &5 Archive

[ Endpaint Creit... P & nenetwork 2ciflerent Destinations gy PDF Flsswithcard ) g

Note: You need to deploy the policy before running scans based on any new or changed rules. Refer to the section Deploying
the Policy for more details.

The scan will start immediately and indicated in the list of reports under the 'Discovery Reports'.

Discovery Reports 9 Refresh
Start Date - Finish Date Policy Message | Discovery Repo...
» Il B Tue Jul 15 15:02:51 GMT+0530 2014 - Discovery not finished yet! Rule: Docs with CC 1 Discovery Running  Discovery Report Id:
% Fri Jul 11 14:23:03 GMT+0530 2014 - Fri Jul 11 14:23:19 GMT+0530 2014 Rule: Endpaint Credi Discovery Finished  Discovery Report 1d:
B Fri Jul 11 142225 GMT+0530 2014 - Fri Jul 11 14:22°55 GMT+0520 2014 Rule: My Metwark S Discovery Finished Discovery Repoart |d:

You can pause/resume or stop the scan by clicking the respective buttons.

At the end of the scan, the scan report will be added to the list of reports.

6.2.Viewing Discovery Scan Reports

The Discovery interface enables the administrator to quickly access the discovery reports generated at the end of each of
scheduled and on-demand scans. The report provides a list of files identified as containing sensitive information, based on the
rule for which the scan was run and allows the administrator to save it as a spreadsheet file for future analysis.

The lower pane of the Discovery interface displays a list of discovery reports with their details.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 84



Comodo MyDLP Administration G

COMODO

Creating Trust Online®

ide

-

Discovery Reports 2

Start Date - Finish Date Policy Message | Discovery Report...
ThuAug 7 14:51:58 GMT+0530 2014 - Thu Aug 7 14:52:28 GMT+0530 2014 Rule: endpoint disc Discovery Finished Discovery Reportlg4
ThuAug 7 02:30:10 GMT+0530 2014 - Thu Aug 7 02:31:10 GMT+0530 2014 Rule: Remote Stor: Discovery Finished Discovery Report Id

% WedAug 6 02:30:10 GMT+0530 2014 - Wed Aug 6 02:31:10 GMT+0530 2014 Rule: Remote Stor: Discovery Finished Discovery Report g
% TueAug 5 02:30:10 GMT+0530 2014 - Tue Aug 5 02:31:10 GMT+0530 2014 Rule: Remote Stor: Discovery Finished Discovery Report Id
% Mon Aug 4 02:30:10 GMT+0530 2014 - Mon Aug 4 02:31:10 GMT+0530 2014 Rule: Remote Stor: Discovery Finished Discovery Report Ic_
% SunAug 3 02:30:10 GMT+0530 2014 - Sun Aug 3 02:31:10 GMT+0530 2014 Rule: Remote Stor: Discovery Finished Discovery Report Id
% SatAug 2 02:30:10 GMT+0530 2014 - Sat Aug 2 02:31:10 GMT+0530 2014 Rule: Remaote Storz Discovery Finished Discovery Report g
% FriAug 1 02:30:10 GMT+0530 2014 - Fri Aug 1 02:31:10 GMT+0530 2014 Rule: Remote Stor: Discovery Finished Discovery Report Id
% Thu Jul 31 02:30:10 GMT+05320 2014 - Thu Jul 31 02:31:10 GMT+0530 2014 Rule: Remote Stor: Discovery Finished Discovery Report Ic?

Discovery Reports Table - Description of Columns

Column Description

Start Date - Finish Date The precise dates and time at which the scanning was started and completed.

Clicking the = icon in the column opens the respective discovery report. Refer to the following
section The Discovery Report for more details.

Policy The Discovery rule based on which the scan was executed.

Message Indicates the status of the scan

Discovery Report Id The Identity Number of the discovery report.

The Discovery Report

«  Toopen a discovery report, click the % icon in the respective row. The Discovery Report displays a log of files
discovered during the scan.

Discovery Report x
Start Date: | |6 Enapate: | | [ search | [ Reset |[ Refresn | ‘W Detailec Search [ ExponttoExcel |

Source IP :l Source User: ‘ ‘ Destination: ‘ ‘ [ Show all

Date [ source [ Action Channel Rule [ Detaits
Tue Aug 12 20:33:59 GMT+0300 2014 Source: W10.100.51.31\share'file Action: Archive Channel: Remote Discovery Rule: remote discovery %

Tue Aug 12 20:33:59 GMT+0300 2014 Source: W10.100.51.31\share'file Action: Archive Channel: Remote Discovery Rule: remote discovery - ’:;mw o
Tue Aug 12 20:33:59 GMT+0300 2014 Source: W10.100.51.31\share'file Action: Archive Channel: Remote Discovery Rule: remote discovery TR
Tue Aug 12 20:33:59 GMT+0300 2014 Source: 110.100.51.31\shareffile Action: Archive Channel: Remote Discovery Rule: remote discovery 5

Tue Aug 12 20:33:58 GMT+0300 2014 Source: 110.100.51.31\shareffile Action: Archive Channel: Remote Discovery Rule: remote discovery 5

Tue Aug 12 20:33:58 GMT+0300 2014 Source: W10.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote discovery %

Tue Aug 12 20:33:58 GMT+0300 2014 Source: W10.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote discovery 5

Tue Aug 12 20:33:58 GMT+0300 2014 Source: 110.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote dis covery B

Tue Aug 12 20:32:58 GMT+0300 2014 Source: W10.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote discovery %

Tue Aug 12 20:33:57 GMT+0300 2014 Source: £10.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote discovery B

Tue Aug 12 20:33:57 GMT+0300 2014 Source: 110.100.51.31\share'file Action: Archive Channel: Remote Discovery Rule: remote discovery B

Tue Aug 12 20:33:57 GMT+0300 2014 Source: 110.100.51.31\share'file Action: Archive Channel: Remote Discovery Rule: remote discovery 5

Tue Aug 12 20:33:56 GMT+0300 2014 Source: 110.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote discovery E

Tue Aug 12 20:33:56 GMT+0300 2014 Source: W10.100.51.31\share'file Action: Archive Channel: Remote Discovery Rule: remote discovery 5

Tue Aug 12 20:33:55 GMT+0300 2014 Source: 110.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote discovery B

Tue Aug 12 20:33:54 GMT+0300 2014 Source: 110.100.51.31\shareffile Action: Archive Channel: Remote Discovery Rule: remote discovery %

Tue Aug 12 20:33:53 GMT+0300 2014 Source: 110.100.51.31\sharelfile Action: Archive Channel: Remote Discovery Rule: remote dis covery é

Count of listed log entries: 17

Column

The Discovery Report - Description of Columns

Description

Date

The precise date and time at which the scan was completed.

Source

The IP address of the source end-point and the file path at which the file was discovered.
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Action The action executed on the file(s) discovered as per the Endpoint Discovery/Remote Storage Discovery
rule. Refer to the section Rule Actions for a list of actions.

Channel The rule channel that indicates the type of the discovery rule based on which the files are discovered.
Refer to the section Rule Channels for a list of rue types.

Rule The name of the discovery rule based on which the files are discovered.

Details Enables the administrator to view the complete details of the incident and download the copies of the files
discovered. Refer to the section Viewing Details of a Discovery Log Entry for more details.

Filtering and Search Options

The logs can be filtered to view the files discovered within a specified period by specifying the start date and end date and
further filtered based on the sources, destinations, actions taken and the rule channels.

»  Filtering the Logs for a specific time period
»  Searching Logs based on rule parameters

To filter the logs for a specific time period

»  Enter the start and end dates of the period by click the calendar icons beside Start Date and End Date fields and
click 'Search'.

Only the discovery logs for the specified time period will be displayed.
*  Toclear the filters, click 'Reset'.
Searching Logs based on Rule Parameters

The administrator can search for logs of incidents involving specific endpoint, end-user and destination to narrow down the
search.

To search the logs based on rule parameters

e Click 'Detailed Search' to expand the search panel.

Discovery Report

Start Date: I:l EﬂdDﬂTEZ| | | Search || Reset || Refresh | Exr:
Source IP: |:| Source User: | | Destination: | | [ Show all

Date | Source | Action

»  To search the logs of incidents involving a specific endpoint, enter the IP address of it in the Source IP field

»  To search the logs involving a specific end-user, enter the end-user name and the hostname of the endpoint
name in the format <username>@<hostname> in the Source User field

»  To search the logs of incidents involving a specific destination, enter the destination object in the Destination
Field

»  Click 'Refresh' to view the logs filtered as per the criteria specified in the search fields.
Viewing Details of a Discovery Log Entry

The administrator can view the granular details of any discovery log entry from the Discovery Report, including the source
endpoint, user, destination, files discovered, the rule, information type of sensitive data contained in the files and so on for
investigation and auditing purposes. The administrator can open and view the 'Incident Log details' pane for the required log
entry that displays the complete details of the incident. The pane also allows the administrator to download a copy of the
quarantined/archived file that was identified as containing the sensitive information based on the discovery rule.

*  To open the Incident Log Details pane for a log entry, click the % icon for the log entry under the Details column.
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Incident Log Details ®

Date
Tue Aug 12 20:33:59 GMT+0300 2014

User
W10.100.51.31\share¥ile

SAQC_Policies_PCIDSS-1_2.doc

Log Files |

Full Path Rule

remote discovery

Action
Archive

Channel
Remaote Discovery

Information Type
Credit Card Numbers

SAQC_Policies_PCIDSS-1_2.doc

¥ Download File

File Details
Filename: SAQC_Policies_PCIDSS-1_2 doc

Size: 8350 KB
Type: application'msword
DS Hash: 8bbacT983463ccfacT0cT 1287 c0MGCo9

Iinformation Type Matching Details
Credit Card Number - Count: 13
A73282245310005

371449635398431
ATETI44936T1000

30569303025904

(=]

Incident Log Details - Table of Parameters

Description

Date Precise date and time at which the file(s) were discovered.

User The IP address of the source end-point or the network storage at which the file(s) is/are discovered.
Full Path The file path from which the the files were discovered.

Rule The name of the rule based on which the files were discovered.

Action The action executed on the discovered file(s).

Channel Indicates the type of the discovery rule based on which the files are discovered.

Information Type

The information type specified in the rule, matching which, the sensitive data were contained in the file(s)

Log Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the Discovery rule. The details of the selected file will be displayed in the right
hand side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Archived
Files for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type
Matching Details

Displays the data contained in the file, that matched with the Information Type specified in the rule.
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Downloading the Archived Files

The administrator can download a copy of archived or quarantined files, that were identified as containing sensitive information
and discovered based on the discovery rules, for investigation purposes, from the Incident Log Details interface.

To download an archived file

*  Click the = icon for the log entry under the Details column. The Incident Log Details pane will open.
e Select the file to be downloaded, under 'Log Files'
*  Click the 'Download File' link.

You can save the file in your local storage.

Exporting the Logs to a Spreadsheet File

The administrator can save the logs as a spreadsheet file in 'Microsoft Excel' file format for later analysis by exporting the logs.
The spreadsheet file will contain the first 1000 entries in the log. If needed, the administrator can apply filters and search options
to export the log pertaining to a specific time period or to export logs pertaining to specified filtering criteria. Refer to the
explanation under 'Filtering and Search Options' above.

»  To export the logs into an Excel file click 'Export to Excel' button at the top and save the file in your local drive.

Discovery Report

Start Date: [:\ EndDaie:l ‘ | Search I| Reset || Refresh W Detailed Search Export to Excel

Date | source | Action
Tue Aug 12 20:33:59 GMT+0300 2014 Source: W10.100.51.31\share'file Action: Archive
Tue Aug 12 20:33:59 GMT+0300 2014 Source: W10.100.51.31\share'file Action: Archive

/.Deploying the Policy

The rules comprising your data transfer control policy and Discovery policy will only take effect once you install the policy. If you
make modifications to a rule or add a new rule, then you must re-install the policy.

e Click 'Install Policy' at the top right to deploy your policy

&% Install Policy > X

ogged in as superadmin <user@mydlip.com=
Server Version: 2.2.30-1

Endpoints Revisions
T3 Expand&ll 4% Collapse Al
tinne Information Types Action

_ : |74
E
homy JHE TR P different Information Types )( Block

Policy has been successfully installed.

Close

» |Ifall enabled rules are correctly specified correctly then the policy will be compiled and installed instantly.
* If one or more of the enabled rules are not complete, the incomplete rule will be highlighted and a dialog will be
displayed with advice to complete or disable the rule.
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Channel Sources Destinations Information Types

O

. - ey
s g =
= Policy Installation b3
‘-_F-.. (] H:I ] .
.-’ i There is na destination item related to a rule. Please h " i ‘
add one or more to make this rule functional. If you

; A wantto disable rule just click disable icon at the first -
'='I section of rule. h
Ba =«
B § u (]

8.The Objects Tab

Objects are predefined pieces of information which can be dragged and dropped into rules - a flexible system that allows you to

quickly create granular yet easily modifiable rule-sets. MyDLP comes with a series of pre-defined objects which are displayed on
the left of the 'Policy' and the 'Discovery' interfaces.

The 'Objects' tab allows administrators to view, manage and create selected components of Information Type and User objects.

The components that are created from this interface will be available for selection while creating the respective objects from the
'Policy' and the 'Discovery' interfaces.
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M Y e D |_ P Enterprise Edition

Dashboard Policy Discovery Objects Settings

v (@@ DataFormats

[ All Formats
_| Audio Files i Name | Audio Files |
| ] Images MIME Types
] MusicFiles applicationfx-midi 4|
] Office Files audio/basic +
L1 PDF, P8 etc. audio/midi
| Picture Files audio/mpeg ,
[HjBtamiet audiofx-aiff M W
L1 VideoFiles audiofx-wav v
] XML, HTML etc.

» @@ Keyword Groups

» @@ Document Databases
v @@ Active Directory Domains
» (@@ RDBMS Connections

»  Data Formats - The 'Data Format' is used in 'Information Type' object, to specify the file format(s) to be inspected for

the occurrence of sensitive data. Refer to the explanation of Data Formats in the section Information Types - An
Overview for more details.

*  Keyword Groups - The 'Keyword Group' is used as a 'Matcher' component in the construction of Information Type
object to specify the keywords to be searched in every intercepted file to identify the files containing sensitive
information. Refer to the explanation of Keyword Groups in the section Predefined Matcher Types for more details.

*  Document Databases - The 'Document Database' is used as a 'Matcher' component in the construction of
'Information Type' object to specify the document databases to be searched using Hash comparison and Partial Data
Matching (PDM) techniques for the occurrence of sensitive data. Refer to the explanation of Document Databases in
the section Predefined Matcher Types for more details.

»  Active Directory Domain - The 'Active Directory' object is used in construction of 'User Object’, to specify an pre-
integrated AD domain for the MyDLP to import the users from. Refer to the explanation of importing users from AD
domain in the section Adding a User Defined User Object for more details.

*  RDBMS Connections - The administrator can configure access to an RDBMS for MyDLP to import the keywords to
be added to groups and Documents to be added to Document Databases.

Background Note:

The 'Information Type' component plays a key role in a policy rule as it is the factor used for identifying files containing
specified types of sensitive data from a data traffic or from a storage. The information type component is constituted by adding

pre-defined or user-defined 'Information Type' objects available from the left hand side pane in the Policy and Discovery
interfaces.

The Information Type objects, in-turn are composed using two important components:

« Data Format(s) - Specify the file format(s) to be inspected for the occurrence of data with properties/string formats
specified in the Information Features.

e Matchers - The 'Matcher' parameter specifies data patterns or string formats - like birth-date, keywords, keyword
groups, credit card number, account number and so on and a threshold for occurrence.

For detailed explanations on the Information Type objects and their components, refer to the sections Information Types - An
Overview.
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The User object is used to specify users and user groups as source component in data transfer policy rules, so as to intercept
the files matching the Information type specified in the rule, from the data transferred from the users' computers.

The following sections provide more explanations on:
* Managing Data Formats
*  Managing Keyword Groups
¢ Managing Document Databases
* Integrating Active Directory Domains

* Integrating RDBMS Systems

8.1.Managing Data Formats

The Data Formats folder in the left hand side pane of the Objects interface allows the administrator to view and edit the
predefined and existing user-defined data formats and create new data format types. The newly created data format types will
be available for selecting while adding a new or editing an existing Information Type object.

To view the pre-defined and existing user-defined data formats, expand the 'Data Formats' category by clicking on it.

i 8 1 . eV b | Enterprise cc

Dashboard Policy '

v (@ Data Formats % +
[ All Formats
Audio Files
Images
Music Files
Office Files
PDF, PS etc.
Ficture Files
Flain Text
Video Files
[ ¥ML, HTML etc.

R O O ) I

= @ Keyword Groups

= g Document Databases

vctive Directory Domains

Refer to the following sections on managing the data formats:
¢ Editing a Data Format
* Adding a new Data Format

8.1.1. Editing a Data Format

Each Data Format is defined with a set of file types belonging to a genre. For example, the pre-defined data format 'Images'
contains the following formats, that can be opened in any image viewer or editor applications.
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Jpeg

.png

.svg + .xml

tiff

Adobe Photoshop files

icon files

... and so on.

The administrator can add more or remove existing file types by editing the Data Format
To edit a data format

»  Expand the Data Formats category and select the Data Format to be edited. The edit screen will open in the right hand
side pane, displaying the name and the component file types in MIME format.

111 9 DL Enterprise Edition
Dashboard Policy Discovery Objects

¥ @@ Data Formats

| All Formats

[ Audio Files ol |images |
L] Images o MIME Types

[] Office Files t% imagetiff 4|

[] PDF, PS5 etc. imagefind.adobe photoshop +
|| Picture Files imageind wap.wbmp

L] Plain Text imagef-icon E ,
| video Files imagefx-ms-omp W
[} XML, HTML etc. TR =

> @ Keyword Groups

» @@ Document Databases

v @@ Active Directory Domains
@ RDBMS Connections

»  To change the name of the Data Format, directly edit the name in the 'Name' text field.
To add a new file type
e Click the plus icon beside the list of file types
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Name Images |

i MIME Types

imagefiff A
imagefind.adobe photoshop

imagefnd.wap.wbmp

imagef-icon

imagef-ms-bmp W
imagef-xch v

/
| Save || Canpér|
./

MIME Type Edit Dialog k& x

MIME Type |imagefpdn |

| Save | | Cancel |

The MIME Type Edit Dialog will appear.

»  Enter the new file type to be added to the data format collection in MIME type format .

Background Note: The MIME type is a two part string identifier for a file type, containing the "type"/ "subtype". The "type"
refers to a logical grouping of many MIME types that are closely related to each other. "subtypes" are specific to one file type
within the "type".

For example, the MIME value "images/jpg" is used for jpeg image files and specifies that the "jpg" subtype belongs to the
"image" type.

e Click 'Save' to add the MIME type to the Data Format

*  To edit an MIME Type, select the MIME type from the list and click the pencil icon j The MIME Type Edit Dialog will
appear. Edit the MIME type as explained earlier and click 'Save'.

e Toremove an MIME Type from the list, select the MIME Type and click the trash can icon ﬁ You can only delete
MIME types only from user-defined Data Formats.

»  Click "Save'in the right hand side pane to save the changes to the Data Format

For the changes to propagate through the rules in which the data format being edited is applied, the policy needs to be re-
deployed. Refer to the section Deploying the Policy for more details.

8.1.2. Adding a New User Defined Data Format Entry

The administrator can add new user defined Data Format entries by specifying a name and the file types to be added to the
Data Format collection.

To add a new data format

*  Select the Data Formats folder from the left hand side pane and click the plus icon
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Dashboard

v (@ Data Formats
| All Formats
] Audio Files
] Images
[ Office Files Name |

Edit Data Format E

|| PDF,PSetc. MIME Types

| Picture Files

| Plain Text

| Video Files

] KML, HTML etc.
» [ Keyword Groups

=IANE &

» @ Document Databases

» [ Active Directory Domains

RDOEMS Connections Save Cancel

The 'Edit Data Format' dialog will appear.
e Enter a name for the Data Format in the Name field

*  Add the MIME Types to be included in the Data Format collection by clicking the Plus icon and entering the file type in
MIME Type format in the 'MIME Type Edit dialog'.

Edit Data Format x

Hame Music Files |

MIME Types

L L]

MIME Type Edit Dialog x

MIME Type | audio/mp3 |

| Save | | Cancel |

e Click 'Save'to add the MIME type to the Data Format
*  Repeat the process for adding more MIME types
»  Click 'Save'in the right hand side pane to save the changes to the Data Format

The newly added Data Format will be available for selecting while creating a new or editing an existing Information Type object.
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Edit Dialog x

Hame

Data Formats
Available: Current:
XML, HTML etc.

Images
Audio Files —
Yideo Files
(I‘u‘lusic Files

|

All Formats

T3

<[f

Feature Configuration

8.2.Managing Keyword Groups

Each Keyword Group is a collection of keywords pertaining to a specific field like business, medicine, finance, banking and so
on. The Keyword Groups can be specified as a Matcher while creating an Information Type object. Once added in a rule, the
candidate files that are scanned as per the rule containing the 'Information Type', will be searched for the keywords contained in
the group to identify files containing sensitive information.

Comodo DLP is shipped with a number of pre-defined, uneditable keyword groups that are available for selection while creating
an Information Type object.

The 'Objects' interface allows the administrator to create and add custom, user-defined keyword groups to MyDLP, which inturn,
can be used in Information Type objects.

L I | v e’ b § enterprise cdituon

Dashboard Policy Discovery Objects Settings Log

» (@ Data Formats

v [ Keyword Groups

_] Currency Names i Name | Currency Names |
v (@@ Document Databases RDBMS Information Target
] MyDatabase [ ! want data in my SOL database servers to be added to this Document

0 Database automatically.
sample base

» (@ Active Directory Domains Keywords
v (@@ RDBMS Connections Dallar

Rupees
Yen

rubles

=AN

ringgit

| Save || Enumerate Mow || Cancel |

Refer to the following sections on managing the Keyword Groups:
* Adding a user defined Keyword Group
» Editing a user defined Keyword Group
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8.2.1. Adding a User Defined Keyword Group

The administrator can add new keyword groups by manually adding keywords, importing from a file or importing from a MySQL
database.

To add a new Keyword Group

»  Select the Keyword Group folder from the left hand side of the Objects interface and click the plus icon.

1'Lf i Vv LJ L.1| Enterprise Edition

Dashboard

» [@ Data Formats
v [@w Keyword Groups
| ] Currency Names

| ] number
» [ Document Databases Edit Keyword Group x
» [ Active Directory Domains Name Indian Cities |

» [ RDBMS Connections K rds

=N 5

Save Cancel

The 'Edit Keyword Group' dialog will appear.
»  Enter a name for the Keyword group in the Name field, shortly describing the group.
*  Toadd the keywords to the group, click the Plus icon. The 'Edit Keyword' dialog will appear.
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Edit Keyword Group x

Hame Indian Cities

Keywords

0

g Cancel

~

Edit Keyword x

i) Import keywords from file
i) Enter as a text

Save Cancel

You can add the keywords in two ways:
e Manually enter the keywords one-by-one

* Import keywords from a file

Tip: You can import keywords from a MySQL database servers too, through RDBMS connection. Refer to the section Adding
Keywords from MySQL Database Servers for more details.

*  Tomanually enter the keywords, choose 'Enter as a text' radio button. The Keyword field will appear in the
same dialog

Edit Keyword x

() Import keywords from file

ter as atext

Keyword |Jaipur |

| Save | | Cancel |

*  Enter the keyword and click 'Save'
e Repeat the process to add more keywords

*  To import keywords from a text file containing the keywords, choose 'Import keywords from file' radio button.
The 'Select File' button will appear.

»  Click 'Select File' and navigate to the text file
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Edit Keyword x

i®) Import keywords from file
i) Enter as atext

/ | —

@ Open
@Ov| . b Libraries » Documents » Keyword Files - | 5 || Search Keyword Files D |
Organize Mew folder =~ [l @
71 Favorites = Documents library Arrange by:  Folder +
B Desktop Keyword Files
8 Downloads Mame Date modified Type Size
= Recent Places |- .
|| Indian City Mames 71742014 11:57 AMText Document 1K
e || Japanese City Names 771772014 11:58 AM  Text Document 0K
7 Libraries
= || Java and Sumatra Cities 7/17/2014 11:58 AM  Text Document 0K
-5 Documents
o Music — | Mepal Cities 7/17/2014 11:58 AM Text Document 0K
[E=| Pictures
H Videos
1M Computer - 1 | '
File name: Indian City Names - | A Files ) - |
[ Open ] ’ Cancel l

*  Click 'Open'. The keywords in the file will be listed in the 'Edit Keyword' dialog allowing you to select
those to be included in the group.

* By default, all the imported keywords are selected. Deselect the words that are not to be included in the
group and click 'Save'.
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Edit Keyword »

(* Import keywords from file
i) Enter as a text

Select file

d I9uIwa

[+] Bombay
[+/] Bangalore
[+ Culcutta
[+] Madras

[+ Tiruchy

[+ Coimbatore

[»]

[+ Kanchipuram
[+ Varanasi

Ell

| Save | | Cancel

The keywords will be added to the group.

Edit Keyword Group x

Name Indian Cities |

Keywords
Culcutta

| »

Madras

Tiruchy ,
Coimbataore

Kanchipuram

Yaranasi v

| Save || Cancel

*  Repeat the process for adding more keywords from different files.
*  Click 'Save'in the 'Edit Keyword Group' dialog to save the group.

The newly added Keyword Group will be available for selection as a Matcher, while creating a new or editing an existing
Information Type object.
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Edit Dialog

Hame

Data Formats
Available:

Current:
Office Files | & | All Formats
POF, PS5 etc.
Plain Text —
HKML, HTML etc. —
Matcher Edit Dialog x
Type |Ke1.-wnrd Group | - | ?
Threshold K
Keyword Groups || E
Currency Mames ||

Match whole word number i
p— __-h
Indian Cities

Scramhleword( _,.>
DEiE e

A\ You should select a K Drug Names
ICD9 Codes v
| Save || Cancel |

8.2.2. Editing a user defined Keyword Group

The administrator can edit a Keyword Group at anytime to add new keywords or to remove existing keywords from the group.
Also, the administrator can import keywords from a MySQL database, by editing a keyword group. If a keyword group is altered ,
the policy has to be re-deployed to the network for the changes to propagate to the rules in which the keyword group is used as
matcher for the information type object.

To edit a keyword group

Expand the Keyword Groups category and select the group. The edit screen will open in the right hand side pane,
displaying the name and the component keywords.
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(R I | V' LJ L.l Enterprise Edition

Dashboard Policy Discovery Objects

» @@ Data Formats

v @@ Keyword Groups

Name [Indian Cities |

|_‘| Indian Cities RDBMS Information Target

0 | want data in my SCQL database servers to be added to this Document
Database automatically.

» @@ Document Databases

» @ Active Directory Domains Keywords

» [ RDBMS Connections

CaETgaraT e

BE

=N

Bombay
Coimbatore
Culcutta

Delhi

Kanchipuram

4|

Save Cancel

»  To change the name of the group, directly edit the name in the 'Name' text field.

*  Toadd new keyword(s) click the plus icon and follow the same procedure as explained in the section Adding a User
Defined Keyword Group.

»  Toremove a keyword, select the keyword and click the trash can icon ﬁ
*  To edit a keyword, select the keyword and click the pencil icon ! :

| want data in my SCL database servers to be added to this Document
------ ' Database automatically.

Keywords
Delhi i

Kanchipuram

Madras {
Moida ,
Tiruchy

Varanasi

Save Cancel

Edit Keyword ¥

Keyword | Kanchipuram |

Save Cancel

»  Edit the keyword and click 'Save' from the 'Edit Keyword' dialog.

»  For the changes in the keyword group to take effect in the 'Information Type' object in which it is used and in the Rules
in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right. Refer
to the section Deploying the Policy for more details.
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Importing keywords from MySQL Database Server

The Edit interface also allows the administrator to import keywords from a MySQL database server through RDBMS connection.

Tip: Comodo MyDLP can be added with several RDBMS connections through the 'RDBMS Connections' interface Refer to the
section Integrating RDBMS Systems for more details.

To import keywords from MySQL database

*  Expand the Keyword Groups category and select the group. The edit screen will open in the right hand side pane,
displaying the name and the component keywords.

e Select the checkbox below 'RDBMS Information Target'

If you have RDBMS Connections configured already, the list of the connections will be displayed.

Objects

Name |Indian Cities

RODBMS Information Target

o |'want data in my S0L database servers to be added to this Document
Database automatically.

RDBMS relation have been configured to

sync with:

sales database-= [category: mydlp] Configure | | Remaove

AuthUser_DocumentDatabase-=

documentDatabases_id

Keywords

*  You can re-configure an existing connection, by clicking 'Configure'.

If you do not have have RDBMS connections configured, you can configure from this interface.
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Hame Indian Cities

RDBMS Information Target

™ |'want data in my S0L database servers to be added to this Document
Database automatically.

Mo RODBMS relation have been configured. Remove

Keywords
Agra "

Bangalore +
Bombay

Coimbatore ] ,
Culcutta W

Delhi

<]

| Save || Cancel

*  Click 'Configure'. The Configure New RDBMS Information Target dialog will appear.

Discovery

Objects

W Hame Indian Cities

ROBM S Information Target

& |'want data in my SCL database servers to be added to this Document
Database automatically.

Mo RODBMS relation have been configured. |,Cnnﬁgure | D Remove

Keywords

Configure New RDBMS Information Target 3

| (=

Next Bank Statements

RDBMS Connection:

e Select the pre-added RDBMS connection from the drop-down.
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Configure New RDBEMS Information Target »
Table Name: |1||,'|_|II,'I_||“|r wl

www_wp_posts [catalog: wordpress] [type: TAELE]
www_wp_term_relationships [catalog: wordpress] [type: TAELE]
www_wp_term_taxonomy [catalog: wordpress] [type: TABLE]

www_wp_terms [catalog: wordpress] [type: TABLE] .

Next

e Select the table from the MySQL database. Type the first few characters of the table name in the Table Name text box.
All the tables with the matching names will be displayed in the list below. Select the table from the list and click 'Next'.

| Configure New RDBMS Information Target ]

Column Hame:

|name |

name [type: VARCHAR]

[ [=¥a | [ Close

»  Enter the column name from which the keywords are to be imported. Type the first few characters of the column
header in the Column Name text box. All the column headers with the matching names will be displayed in the list
below. Select the column header from the list and click 'Next'.

The sample keywords in the selected column will be displayed as a list.

Configure New RDBMS Information Target x

Sample Values: F4nit 4]

Auto Distribution
BASEL Il
BlazeDs
Blogroll
Carbon Copy ]

Compliance

|

Comnpressinn
Sample values for configured RDEMS relation have been listed above. If eventhing is OK,

click Save.
Close

e Check whether the correct table and column are chosen from the displayed keywords and click 'Close'.

*  Click 'Save' from the right hand side pane of the 'Objects' interface.

The database will be checked periodically for updates and all the new entries added to the selected column will be updated to
the keyword group. If you want to include all the keywords immediately, click 'Enumerate Now'
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Enumeration Scheduled

Enumeration have been scheduled successfully.
Please wait for a few minutes and after click

Refresh button.

All the keywords from the selected column will be fetched and added to the group.

8.3.Managing Document Databases

Document Databases are collections of document files stored in different locations in your network, that can be specified as a
Document Database (HASH) and Document Database (PDM) Matcher types while creating an Information Type object.

The 'Objects' interface allows the administrator to add custom document databases to MyDLP. Only the document databases
added through this interface, will be available for selection while creating an information type object with Document Database
type matcher.

i'E : e e Ehelplise cuidon Server Version: 2.2.30-1
Dashboard Policy Discovery Objects Settings Logs Endpoints
] All Formats (4]
] Audio Files [
[} Images Name |sample base |
] MusicFiles Remote Storages
| Office Files [] I want documents in my Remote Storages to be added to this Document Database automatically.
L) PDF, PSetc. RDBMS Information
[C]IERCREE RIS 0 | want data in my SQL database servers to be added to this Document
[} Plain Text Database automatically.
] Video Files File Entries
L) XML, HTHL etc. [ | want to manually upload documents from my computer.
v @ Keyword Groups Date Filename MD5 Hash
(S DR Tue Jul 15 16:01:36 GMT+0530 2014 March-2011.0dt  54c37eaG3762falcef032096eb5e7abe
L) Indian Cities Tue Jul 15 16:01:52 GMT+0530 2014 January-2011.odt 8013a66ec0830f15af410ebe0456ff8a +
L) number Tue Jul 15 16:01:52 GMT+0530 2014 February- 2011.0dt  a40ae29ca32d15a717bbabfa3b24c212 W
v (@ Document Databases
Tue Jul 15 16:01:53 GMT+0530 2014 April - 2011.odt ca52504ec0766a9877032dee33556280

] MyDatabase
] Oldman Database

) somplesae @

» @ Active Directory Domains

Refer to the following sections on managing the Document Databases:
* Adding a Document Database

» Editing a Document Database

8.3.1. Adding a Document Database
The administrator can create a new document databases and add document files in two steps:

Step 1 - Create a Document Database

e Select the Document Databases folder from the left hand side pane of the 'Objects’ interface and click the plus icon.
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1"l 1 VW LJ L.l Enterprise Edition

Dashboard Policy Discovery Objects

= @@ Data Formats

> (@ Keyword Groups

¥ (@@ Document Databases
| My Database
| ] sample base

» @@ Active Directory Domains

COMODO
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BEOBRME Cannactions Edit Document Database

Name | Cldman Documents

| sae || cancel

The Edit Document Database dialog will open.
¢ Enter a name for the database and click 'Save'.

The database entry will be saved and listed below the Document Databases category.

(I B | Vv LJ L.l Enterprise |

» @ Data Formats

> [ Keyword Groups

v {@@ Document Databases g
| ] MyDatabase
| 1 Oldman Documents
| | sample base

= @ Active Directory Domains

RMOBM= Connectinnes

Step 2 - Adding document files to the database

The document files can be added to the database in three ways:
* Integrating a remote storage location as a document database
* Integrating a MySQL database to document database
*  Manually adding files to the database

Integrating a remote storage location as a document database

e Expand the Document Databases category and select the database. The edit screen will open in the right hand side

pane, displaying the name and the options.

e Select the checkbox under 'Remote Storages'
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111 9 LU LI Enterprise Edition

BELLLEL | Policy Discovery Objects Settings

» @@ Data Formats

» @ Keyword Groups

¥ (@@ Document Databases ol |Dldman pocumens |
] My Database Remote Storages
__] Oldman Documents o [+ I want documents in my Remote Storages to be added to this Document Database automatically.
] sample base [ Johns Computer Share

» {@@ Active Directory Domains [ FTP Server

» @@ RDBMS Connections

RODBMS Information

| 'want data in m

SOL database servers to be added to this Document

The user defined Remote Storage objects pointing to the remote storage locations, added to MyDLP under the 'Discovery' tab >
'User Defined' category will be displayed as a list.

e Select the Remote Storages from which you want to import the documents to the Document Database
e Click Save in the Objects interface.

The Remote Storages will be added to the Document Database.

111 9 LUJ LI Enterprise Edition
Dashboard Policy Discovery Objects Settings Logs El

» [ Data Formats
» @ Keyword Groups

¥ (@@ Document Databases ol |Dldman DoumeEnS |
] My Database Remote Storages
__] Oldman Documents o [ | want documents in my Remote Storages to be added to this Document Database automatically.
] sample base [+ Johns Computer Share

» @ Active Directory Domains [ FTP Server

» @@ RDBMS Connections

_....-"""'-_—_—'—‘—_——-""-—-._
P Start fingerprinting in remote storage
RDBMS Information
I want data in my SQL database servers to be added to this Document

The document database will be available for selection to define the Matcher component while creating in the remote storage.
But for specifying the document database for Document Database (Hash) matcher, the hash values of the files need to be
created and stored, so that MyDLP will use the hash values to intercept the data traffic if it contains any of the files from the
database. For more details, refer to the description of 'Document Database (Hash)' in the section Information Types - An
Overview

»  To create the hash values for the files, click the 'Start fingerprinting in remote storage' link that appears below the list of
remote storages.

MyDLP will create MD5 Hash values and saves them.

e Click 'Save' in the Objects interface.
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Integrating a MySQL Database to Document Database

*  Expand the Document Databases category and select the database. The edit screen will open in the right hand side
pane, displaying the name and the options.

e Select the checkbox under 'RDBMS Information’

If you have RDBMS Connections configured already, the list of the connections will be displayed.

Objects

Hame Cldman Documents

RDBMS Information Target

™ | want data in my SQL database senvers to be added to this Document
Database automatically.

ROBMS relation have been configured to

sync with:

sales database-= [category: mydlp] Configure | | Remaove

AuthUser_DocumentDatabase-=

documentDatabases_id

Keywords

*  You can reconfigure the connection by clicking 'Configure'.

If you do not have have RDBMS connections configured, you can configure from this interface.

Discovery Objects

W Name Oldman Documents |

RDBMS Information Target

& |'want data in my SCL database servers to be added to this Document
Database automatically,

Mo RDBMS relation have been configured. Configure | D Remove
Configure Mew RDBMS Information Target »
ROBMS Connection: | ( i
Kot Bank Statements

*  Click 'Configure'. The Configure New RDBMS Information Target dialog will appear.
e Select the pre-added RDBMS connection from the drop-down.
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Configure New RDBEMS Information Target x

Table Hame: www_wp_po|

Www_wp_postmeta [catalog: wordpress] [type: TABLE]
www_wp_posts [catalog: wordpress] [type: TABLE]

e Select the table from the MySQL database. Type the first few characters of the table name in the Table Name text box.
All the tables with the matching names will be displayed in the list below. Select the table from the list and click 'Next'.

| Configure New RDBMS Information Target ]

Column Hame:

[os |

post_authar [type: BIGINT UMNSIGHNED] &
post_date [type: DATETIME]
post_date_gmit [type: DATETIME]
post_content [type: LOMGTEXT]

moet ditle Mheen: TR T

[ [ext | [ Close

«|

»  Enter the column name from which the documents are to be imported. Type the first few characters of the column
header in the Column Name text box. All the column headers with the matching names will be displayed in the list
below. Select the column header from the list and click 'Next'.

The sample items in the selected column will be displayed as a list.

Configure New RDEMS Information Target »

Sample Values:

MyDLF is world's most comprehensive open source data leakage prevention solution. W & |
MyDLP Community Edition is the freely downloadable version of the world's most compre
[R2]MyDLP Community Edition[/h2]

MyDLF Enterprise Edition enables you to identify, monitor and control sensitive data more

[R2]MyDLP Enterprize Edition[/h2]

Tl oot Licd, '™ A Fe Tt i o i it

4] [ mON
Sample values for configured RODBEMS relation have been listed abaove. If evergthing is OK,

click Save.

e Check whether the correct table and column are chosen from the displayed document sample and click 'Close’.
e Click 'Save' from the right hand side pane of the 'Objects' interface.

The database will be checked periodically for updates and all the new entries added to the selected column will be updated to
the document database. If you want to include all the documents immediately, click 'Enumerate Now'
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Enumeration Scheduled

Enumeration have been scheduled successfully.
Please wait for a few minutes and after click

Refresh button.

All the documents from the selected column will be fetched and added to the document database.

»  For the changes in the document database to take effect in the 'Information Type' object in which it is used and in the
Rules in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right.
Refer to the section Deploying the Policy for more details.

Manually Adding Files to the Database

You can upload the files from the local drives of the computer from which you are accessing the MyDLP administrative interface
to build the document database.

To upload the files

e Expand the Document Databases category and select the database. The edit screen will open in the right hand side
pane, displaying the name and the options.

»  Select the checkbox under 'File Entries'. A table showing a list of files added will be displayed.

e Toadd anew file, click the plus icon beside the list.
Database automatically.

File Entries
[ | want to manually upload documents from my computer.

Date Filename MDS Hash

Save Cancel

=

Add File Dialog %

(®) Webbased Uploader
) MyDLP Multiple File Uploader Application

You can upload one or mare selected files through Browse button below. But, through this interface (because of
Flash restrictions) you can not add files / directories recursively and you will not be able to upload files higher
than 10MB. If you have such need, please use MyDLP Multiple File Uploader Application.

Browse | | 0], |

The 'Add File Dialog' will appear. The Files can be manually added to the data base in two ways:
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* Uploading the files one-by-one using the Web based uploader
*  Uploading the files in a folder at once using MyDLP Multiple File Uploader Application
Uploading file one-by-one using the Web based uploader
The Webbased Uploader allows you to files of size less than 10MB from your local drives one-by-one.
e Select 'Webbased Uploader' from the 'Add File Dialog' and click '‘Browse'.

*  Navigate to the location of the files and select the files.

- e
mﬁl . ¢ Librarnies » - Search Federal Bank Staterments D
Organize » Mew folder set e | @
\ i = .
It Favorites Documents library Arangeby:  Folder ~
B Desktop Federal Bank Staterments
s
| R Marne Date modified Type Size
"l Recent Places |-|
T |l April - 2014 6/10/2011 3:00 PM . OpenDocument T... 11K
Bl Librare = February - 2014 6,/10/2011 3:00 PM OpenDocument T... 1K
@ Documents = January -2014 6,/10/2011 3:01 PM OpenDocument T... 1K
J7 Music — 7= March - 2014 6,/10/2011 3:00 PM OpenDocument T... 1K
[E=| Pictures
E Videos
M Computer ] '" | K
File name: April - 2014 v |Alfiles -|
| Open Ivl ’ Cancel ]
*  Click Open. The files will be added to the document database...
Add File Dialog ®

i®) Webbased Uploader
() MyDLP Multiple File Uploader Application

April - 2014.odt Done.
February - 2014.odt Dane.
January -2014.odt Dane.

You can upload ane or more selected files through Browse button below. But, through this interface (because of
Flash restrictions) you can not add files / directaries recursively and you will not be able to upload files higher
than 10MB. If you have such need, please use MyDLP Multiple File Uploader Application.

Browse | | Ok |

.. and displayed in the list below 'File Entries' with their MD5 hash values.
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Database automatically.
File Entries

[+] I'want to manually upload documents from my computer.

Date Filename MD5 Hash

Mon Jul 21 08:19:13 GMT+0530 20°  February - 2014.0dt a40ae29cal2d15a717bbabfaib24

Mon Jul 21 09:19:13 GMT+0530 20°  April - 2014.04dt cab2504ec766a9877032dee335E *

Mon Jul 21 08:19:13 GMT+0530 20°  January -2014 odt 8013a66ec0B30M5af410ebe 0456 E
| Save | | Cancel

*  Repeat the process to add more files.
e (Click 'Save' to save the document database.

»  Forthe changes in the document database to take effect in the 'Information Type' object in which it is used and in the
Rules in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right.
Refer to the section Deploying the Policy for more details.

Uploading the Files in a Folder at once using MyDLP Multiple File Uploader Application

You can upload files and folders of larger sizes recursively by using the MyDLP Multiple File Uploader application. The
application first needs to be installed on the computer from which you are uploading the files and folders.

Prerequisite: The MyDLP Multiple File Uploader needs Adobe AIR Package pre-installed on your system. If you do not have
Adobe AIR, download the installation package from http://get.adobe.com/air/ and install the package.

Refer to the following sections for more explanations on:
* Installation of MyDLP Multiple File Uploader Application
*  Uploading Files and Folders

Installation of MyDLP Multiple File Uploader Application

You can download the Multiple File Uploader application from the Add File Dialog.
e Select 'MyDLP Multiple File Uploader' from the 'Add File Dialog'.

Add File Dialog ®

() Webbased Uploader
(©)WyDLP Muttiple File Uploader Application

Y¥gu can install and run MyDLP Multiple File Uploader Application using the link below. Also, you will need a
tofen to use this application. Your token will generated for you and only uou to use on the computer that you are
currently online. It will be expired in 3 hours. It will also expire, if you stay idle, maore than 20 minutes. Please
click Generate Token button to get your one time access token.

Click here to download latest version of MyDLP Multiple File Uploader Application

Generate Token
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+  Click the X icon. You will be taken to the download page in a new browser tab.
e Click the 'mydIp-ui-tools-uploader-1.0.0-SNAPSHOT.air' link

| File Edit View History Bookmarks Tools Help

Directory: /static/apps/mydlp-...

& | @ hitps://192.168.190.130/static/apps/mydlp-uploader.air/

Directory: /static/apps/mydlp-uploader.air/

Parent Direc:
m‘,-rdlp—ui—mols—up]oa.dﬂr—l.G.D—SNAPSH@ZEBI bytes 4 Oct, 2013 7:00:38 AM

r e B
Opening mydlp-ui-tools-uploader-1,0.0-SNAPSHOT. air )

You have chosen to opem:
. mydlp-ui-tools-uploader-1.0.0-SNAPSHOT.air

which is: Installer Package (647 KB)
from: https://192168.190.130

Would you like to save this file?

l Sawve File Cancel

»  Save the installation package.

*  On completion of download, double click on the installation package file - to start the installation. The
installation wizard will start.
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L
Y Application Install -‘

Are you sure you want to install this
application to your computer?

Publisher: UNKNOWN

Application: MyDLP Multiple File Uploader

Install Cancel

Installing applications may present a security risk to you and
your computer. Install only from sources that you trust.

If;::l Publisher Identity: UNKNOWN

The publisher of this application cannot be determined

System Access:

UNRESTRICTED

Thi=s application may access your file system and the
internat, which may put your computer at risk.

Click 'Install'. The 'Installation Configuration' screen will appear.

K Application Install  ° - Lol [

MyDLP Multiple File Uploader

Installation Preferences
Ml Add shortcut icon to my desktop

i sStart application after installation

I Installation Location:

C:\Program Files [x86)

Continue Cancel

Select the 'Installation Preferences' and the 'Installation Location' and click 'Continue'.
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el

-1 Aoplication Install

MyDLP Multiple File Uploader

Installing application ...

The application will be installed and on completion, the uploader application interface will appear.

% MyDLP Multiple File Uploade

Please enter your token:

Uploading Files and Folders

MyDLP generates an one time use tokens for each document file upload session. The token serves for creating a unique secure
channel for file transfer between the endpoint computer from which the administrative console is accessed and the MyDLP
server. The life time of the key is three hours and the idle tome out period is twenty minutes. You can generate a new key every
time the previous key expires due to the life time or being continuously idle for twenty minutes.

To upload files/folders using the pre-installed multiple file uploader
*  Select 'MyDLP Multiple File Uploader' from the 'Add File Dialog'.

»  Click 'Generate Token'. The token string will be generated and displayed in the text box.
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Add File Dialog

() Webbased Uploader

@ yOLP Multiple File Uploader Application

Yol can install and run MyDLP Multiple File Uploader Application using the link below. Also, you will need a
to use this application. Your token will generated for you and only uou to use on the computer that you are

dntly online. It will be expired in 3 hours. It will also expire, if you stay idle, more than 20 minutes. Please
click $enerate Token button to get your one time access token.

¥ Click here to download latest version of MyDLP Multiple File Uploader Application

| Generate Token —ﬁ»;ﬂ 92 168.190.130:80-9ceQe0c0d063ae5300233882a04b4a5e

e Start the MyDLP Multiple File Uploader application from the Windows Start menu.

& MyDLP Multiple File Uploade

Copy and paste the token into the textbox at the top and click 'Enter'.

Once the Token is accepted, a secure session channel will be created and the Browse button will appear.

& MyDLP Multiple File Uploads

Please click to select your directory: | Browse

Click 'Browse" and navigate to the folder containing the files to be added to the document database.
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#  MyDLP Multiple File Uploade

4 items are selected. [ Click to start upload

April - 2014.0dt [ 10523 bytes ]
February - 2014.0dt[ 10458 bytes ]
January -2014.0dt [ 10502 bytes ]
March - 2014 .odt [ 10523 bytes ]

All the files in the folder will be included for uploading and displayed as a list.
»  Confirm that you have chosen the correct directory and click 'Click to start upload'.

The files will be uploaded one-by-one.

»  MyDLP Multiple File Uploade

ploading... (March - 2014.0dt, 10523 '
bytes) UPLOADING %100

Finished! 10502 bytes are uploaded. (January -2014.0dt)

Finished! 10459 bytes are uploaded. (February - 2014 0dt)

Finished! 10523 bytes are uploaded. (April - 2014.0dt)

e On Completion click Close to terminate the session.
*  Repeat the process for adding more files from different folders to the document database.
e Click 'Save' from the 'Objects' interface.

»  For the changes in the document database to take effect in the 'Information Type' object in which it is used and in the
Rules in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right.
Refer to the section Deploying the Policy for more details.

8.3.2. Editing a Document Database

The administrator can add new documents to or removing unnecessary documents from any database from the Objects
interface. The changes will take effect immediately on reapplying the policy to the network.

To edit a document database

»  Expand the Document Databases category and select the database. The edit screen will open in the right hand side
pane.
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Server Version:

Dashboard i Objects Endpoints

v

@ Data Formats

hJ

@ Keyword Groups

-

@ Document Databases
] MyDatabase
_] ©ldman Decuments 0

] sample base

& Active Directory Domains Fingerprinting... cm=====a [l Stopfingerprinting

v

v

@@ RDBMS Connections RDBMS Information

] | want data in my SQL database servers to be added to this Document
Database automatically.

File Entries

[ | wantto manually upload documents from my computer.
Date Filename MD5 Hash
Mon Jul 21 13:41:56 GMT+0530 2014 April - 2014.0dt cab2504ec0766a9877032dee33556280
Mon Jul 21 13:41:57 GMT+0530 2014 February - 2014.0dt ad40ae29ca32d15a717bbabfa3b24c212

Mon Jul 21 13:41:57 GMT+0530 2014 January-2014.0dt  8013a66ec0830f15af410ebe0456ff2a
Mon Jul 21 13:41:57 GMT+0530 2014 March - 2014.0dt 54c37eaf37621a1ce6082096eb5e7abe

Save Cancel

All the files included in the document database, imported from the remote storage or MySQL database or or by manually adding
the files will be displayed as a list under 'File Entries’ with their MD5 hash values.

e Toremove a document file, select the file and click the Trash Can icon W

*  Toadd a new remote storage fro importing the documents from it, select the checkbox under 'Remote Storages' and
choose the remote storage object displayed in the text box. Refer to the section explaining 'Integrating a remote
storage location as a document database' in the previous section Adding a Document Database.

«  Tointegrate a new MySQL database or import documnt files from a pre-added database, select the checkbox below
'RDBMS Information' and select the database tables and columns. Refer to the section explaining Integrating a
MySQL database to document database in the previous section Adding a Document Database.

*  To add files and folders from the local drives of the computer from which the administrative console is accessed, click
the plus button beside 'File Entries' and use the 'Webbased uploader' or 'MyDLP Multiple File Uplaoder' application.
Refer to the section explaining Manually adding files to the database in the previous section Adding a Document
Database.

»  For the changes in the document database to take effect in the 'Information Type' object in which it is used and in the
Rules in which the Information Type object is applied, re-install the policy by clicking the Install Policy at the top right.
Refer to the section Deploying the Policy for more details.

8.4.Integrating Active Directory Domains

MyDLP can import users from Active Directory (AD) Domains integrated to it. The AD domains integrated can be used to define
user groups for creating the User Objects, which can be applied as Source Objects for all types of Data Transfer Policy rules.

The 'Objects' interface allows the administrator to integrate AD domains which in-turn, can be used in User objects.
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Dashboard Policy Discovery Objects Settings

» (@@ Data Formats

> @@ Keyword Groups

Domain Name
» @@ Document Databases

utm.comaodo.cam
¥ (@@ Active Directory Domains

Base DN:

dc=utm,dc=comodo,dc=com

@l utm.comodo.com i
» @@ RDEMS Connections IPAddressof DC  [10.100.42.139 |
NetBIOSName  [mydiptest |
Login Username |admlnlstrator@utm.comodo com |
Login Password  [+reeeee |
Aliases

mail.utm comodo.com

AN 5

Save Test Connection || Enumerate Mow H Cancel

The Objects > Active Directory Domains interface displays a list of pre-integrated AD domains and allows the administrator to
e Adding new AD Domains

«  Edit Existing Domains

8.4.1. Adding a new AD Domain

The administrator can integrate new AD Domain specifying the domain name IP Address of the Domain Controller (DC) and the
login credentials for MyDLP to access the AD server. If there are more than one domain with separate domain controllers, the
administrator needs to integrate them one-by-one.

To integrate a new AD Domain

e Select the 'Active Directory Domains' folder from the left hand side of the Objects interface and click the plus icon.
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/

i _ .| Active Directory Domain Edit Dialog ]
111 9 U LI Enterprise Editio
Domain Name
Dashbhoard Policy Disc |Sa|esstaﬁ_net |
Base DN: — =
» [ Data Formats |dc-salesstaﬁ,dc-net |
» ([ Keyword Groups IP Address of DC |10.0.0.70 |
> (@@ Document Databases
. = . ~ NetBIOS Hame |salesstaﬁ |
v (@ Active Directory Domains =
» [ RDBMS Connections Login Username |ssadmin@salesstaﬁ.net |
Login Password |“m |
Aliases
Save Test Connection || Cancel

The "Active Directory Domain Edit Dialog' will appear.

¢ Enter the details of the AD Domain as shown below:

Field Description
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Domain Name Enter the Fully Qualified Domain Name (FQDN) of your
domain as defined in your Domain Controller (DC).

Base DN The Base DN will be automatically populated based on your
FQDN.

IP Address of DC Enter the IP address or the DNS resolvable hostname of your

Domain Controller.

If you have more than one DC in your domain enter the IP
address or hostname of the primary DC.

NetBIOS Name Enter the 16 character Network Basic Input/Output System
(NetBIOS) name of your DC.
Login username and Login password Enter the username and password of a valid user account for

MyDLP to login to the AD server and import the users.

For security reasons, it is advised to create a new account for
Comodo MyDLP with only the required privileges to
enumerate all users and groups in your AD domain..

Aliases If you have domain aliases for email addresses of the users in
your AD domain, enter the aliases one by one.

To add the alias names

e Click the plus button. The Matcher Edit Dialog will
appear.

¢ Enter the alias name for the name and click Save.
The alais name will be added.

*  Repeat the process for adding more alias names.

Login Password  —
Aliases
Matcher Edit Dialog € x

e Click 'Test Connection'. MyDLP will check whether the AD server is reachable. On successful connection, the 'Save'
button will be enabled.

Success

Successfully connected to AD server...

L oK |

9. Click 'Save'.

The AD Server will be checked periodically for updates and all the entries will be imported. If you want all the users to be
imported immediately, click 'Enumerate Now'
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Enumeration Scheduled

Enumeration have been scheduled successfully.
Please wait for a few minutes and after click

Refresh button.

All the users will be imported and will be available for selection while creating User objects.

Create New User Object »

What type of user object do you want to create?

8 Active Directory Obj

F |

Edit Dialog = %
Name [ John Smith |
Active Directory Domain tem
Search Text: |jnh || Lookup |
L johnjohn

| Save || Cancel |

8.4.2. Editing Existing AD Domains

The administrator can edit the details of the pre-integrated AD Domain(s) at anytime from the Objects interface. The changes will
take effect immediately on reapplying the policy to the network.

To edit an AD Domains

Expand the Active Directory Domains category and select the AD Domain. The edit screen will open in the right hand
side pane.
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Dashboard Discovery Objects

L

@ Data Formats

v

@ Keyword Groups

Domain Name
@ Document Databases

v

o ) utm.comodao.com
v (@ Active Directory Domains

g uim.comodo.com i Base DN: de=utm, de=comodo, de=com
» [ RDBMS Connections IP Address of DC |10.100.49.199 |
NetBIOS Name [mydiptest |
Login Username |administrator@utm.comodo.com |
Login Password  [=ssss |
Aliases

mail.utm.comodo.com

=N

save || TestConnection || Enumerate Now || Cancal |

The Edit interface is similar to the 'Active Directory Domain Edit Dialog'. The administrator can directly edit the details, test the
connections and save the changes. Refer to the section Adding a new AD Domain for more details on the parameters that can
be configured through the interface.

8.5.Integrating RDBMS Systems

The administrator can integrate MySQL database servers through RDBMS connections and configure MyDLP to import
Keywords for use in 'Keyword Groups' and documents for use in 'Document Databases' matchers that are created from the
Objects interface. The database will be periodically checked for updates and the Keyword Groups and Document Databases will
be synchronized with the respective databases.

Refer to the following sections for more information on importing data from the MySQL Servers:
* Importing keywords from MySQL Database Server
* Integrating a MySQL database to document database

The RDBMS connections interface allows the administrator RDBMS Connections for integrating MySQL database servers. The
connections added to this interface will be available for selection for importing keywords and documents.
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M Y e D |_ P Enterprise Edition

Dashboard Policy Discovery Objects
» (@@ Data Formats
» @ Keyword Groups
» @@ Document Databases . |sales database |
» [ Active Directory Domains Type of RDBMS =
Server |MFSQL | |
v [@@ RDBMS Connections
] Saies database i JDBC Url |idbc:mysaqlir & wnjmydip |
Login Username |test |
Login Password |*’f’f*ﬂ* |
save || TestConnection || Cancel

Refer to the following sections for more details on:
* Adding a new RDBMS connection
« Editing an RDBMS Connections

8.5.1. Adding a New RDBMS Connection

The administrator can add a new RDBMS connection to integrate MySQL database server by specifying the URL and login
credentials of the RDBMS server. If there are more than one database server, the administrator needs to add them one-by-one.

To add a new AD Domain

*  Select the 'RDBMS Connections' folder from the left hand side of the Objects interface and click the plus icon.

Dashboard Policy Discovery Objects

» [@@ Data Formats

> [ Keyword Groups RDBMS Connection Edit Dialog x

» [@@ Document Databases
Name | Bank Statements |

v @@ Active Directory Domains
T of RODBMS

v {@ RDBMS Connections o |MysaL B
JDBC Url |jdbc:mysql/10.0.0.141/wordpress |
Login Username |administrator |
Login Password |“‘*‘*‘“‘*‘* |

Save | Test Connection || Cancel

The 'RDBMS Connection Edit Dialog' will appear.

¢ Enter the details of the RDBMS server as shown below:

Field Description
Name Enter a name shortly describing the connection.
Type of RDBMS Server Choose the type of server from the drop-down. Currently only

'MySQL' is available. More database server types will be
added in the future versions.
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JDBC URL Enter the Java Database Connectivity (JDBC) URL of the
RDBMS server
Login username and Login password Enter the username and password of a valid user account for

MyDLP to login to the RDBMS server.

For security reasons, it is advised to create a new account for
Comodo MyDLP with only the required privileges to
enumerate all users and groups in your AD domain..

e Click 'Test Connection'. MyDLP willl check whether the RDBMS server is reachable. On successful connection, the
'Save' button will be enabled.

Success

Successfully connected to database...

Lok

e (Click 'Save'.

The RDBMS server will be connected to MyDLP and will be available for selection for importing keywords or documents when
creating Keyword Groups and Document Databases under the Objects interface.

Discovery Objects

i HName Currency Mames

ROBM S Information Target

& |'want data in my SCL database servers to be added to this Document
Database automatically.

Mo RDBMS relation have been configured. |/Cnnﬁgure | D Remaove

Kevwords
Configure New RDBMS Information Target x
RDBMS Connection: | ( 5
Mext Bank Statements

8.5.2. Editing an RDBMS Connections

The administrator can view the details of and edit an RDBMS connecton at any time by selecting the connection from the
Objects > RDBMS interface.
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Dashboard Policy Discovery Objects

» @ Data Formats

» @ Keyword Groups

» [@@ Document Databases Name |Elank Statements |

» [ Active Directory Domains Type of RDBMS =
Server |MFSOL | |
v @ RDBMS Connections

| Bank Statements > (i JoBcun |idocmysati o Wimydip |

Login Username |test |

Login Password |mm* |

Save | Test Connection || Cancel

To change the parameters, directly edit the parameters

e Click 'Test Connection'. MyDLP willl check whether the RDBMS server is reachable. On successful connection, the
'Save' button will be enabled.

Success

Successfully connected to database...

Lok

¢ Click 'Save'.

*  To Remove a RDBMS connection, select the connection and click the Trash Can icon that appears in the blue stripe.

9.Configuring Comodo MyDLP Settings

The Settings interface allows the administrator to configure various parameters of Comodo MyDLP.

MYa[]l_P £¥ Install Policy  /
- - Logged in as superadmin <user@mydip
‘ Enterprise Edition Server Version: 2.2.30-1

Settings

Dashboard Discovery Endpoints

Protocols || Users || Endpoint || Acvanced || usBaCL || Enterpise || R |
SMTP HeloName  [mydip.com | ICAP Request Mod Path [aip |
SMTP Next Hop Host [localnost | ICAP Response Mod Path [ /dip-respmod |
SMTP Next Hop Port [10027 | lgnore Big ICAP Requests (4]
SMTP Bypass On Fail [&] ICAP Maximum Connections \o |
ICAP Options TTL [0 |

MyDLP User Certificate (x509) X Click here to Download

Save Configuration Changes
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The interface contains seven tabs:

*  Protocols - Enables the administrator to view and configure connection protocols used by the DLP server to the
endpoints and the web proxy server. Refer to the section Configuring Protocol Settings for more details.

*  Users - Enables the administrator to add and manage peer administrative users. Refer to the section Managing
Administrators for more details.

*  Endpoint - Enables the administrator to configure the connection parameters for the MyDLP server to connect to the
endpoints. Refer to the section Configuring Endpoint Settings for more details.

e Advanced - Enables the administrator to configure the advanced application settings of MyDLP. Refer to the section
Configuring Advanced Settings for more details.

e USBACL - Enables the administrator to configure access restrictions to USB devices over the network. Refer to the
section Configuring Access Restrictions to USB Devices for more details.

*  Enterprise - Enables the administrator to configure miscellaneous settings as per the enterprise policy and email
notifications. Refer to the section Configuring Enterprise Settings for more details.

* IRM- Enables the administrator to configure Information Rights Management (IRM) parameters. Refer to the section
Configuring IRM Settings for more details.

9.1.Configuring Protocol Settings

The 'Protocol' tab allows the administrator to configure the Simple Mail Transfer Protocol (SMTP) parameters used for sending
mails from the MyDLP server and the Internet Content Adaptation Protocol (ICAP) parameters for connection to the web proxy
for Internet connection. The administrator can also download the user authentication certificate from the interface and install at
the endpoints for connection authentication to the MyDLP server.

The Protocol interface is displayed by default whenever the Settings interface is opened. To return to the Protocol interface from
other interfaces, click the 'Protocol' tab.

Protocols || Users || Endpoint || Advanced || USBACL || Enterprise || IRM \
SMTP HeloName  [mydip.com | ICAP Reguest Mod Path [iaip |
SMTP Next Hop Host |Iocalhost | ICAP Response Mod Path |rd|p,respmod |
SMITP Next Hop Port [10027 | lgnore Big ICAP Requests [
SMTP Bypass On Fail [] ICAP Maximum Connections [0 |
ICAP Options TTL | 0 |

MyDLP User Certificate (x509) X Click here to Download

| Save Configuration Changes |
Field Description
SMTP Helo Name The mail domain name used for HELO greeting command in SMTP protocol by the
MyDLP server.
Default = mydIp.com. You can change it to your mail domain name.
SMTP Next Hop Host The host used for the next SMTP hop during outgoing mail delivery from MyDLP server.

Default = localhost. You can change it if you want to use a different host

SMTP Next Hop Port The TCP port number of the host used for the next SMTP hop during outgoing mail
delivery from MyDLP server. Default = 10027.

SMTP Bypass on Fail Determines the behavior of email engine of MyDLP in case of any error. If this option is
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selected, MyDLP will pass mails on error case for availability. If this option is not
selected, MyDLP will block mails on error for security. Default = Selected.

ICAP Request Mod Path The ICAP request module path used by the MyDLP Server for integration with ICAP
enabled web proxy. Default = /dIp

ICAP Response Mod Path The ICAP response module path used by the MyDLP Server for integration with ICAP
enabled web proxy. Default = /dIp-respmod

Ignore Big ICAP Requests Instructs MyDLP to ignore ICMP requests if their data volume is larger than a specified
value. Default = Selected.

ICAP Maximum Connections The maximum number of ICAP connections that can be allowed to run simultaneously.
Default = 0 - Denotes unlimited number of connections

ICAP Options TTL The Time To Live (TTL) parameter for the ICAP connections.
Default = 0 - Denoted unlimited

»  Click 'Save Configuration Changes' for your changes to take effect.

MyDLP User Certificate - MyDLP intercepts even SSL enabled webpages and relays them to the endpoints for monitoring the
webbased traffic as per the Web rules. In such cases, a certificate mismatch error will be displayed to the user. To avoid this, the
administrator can download the MyDLP Server certificate and install it on to the endpoints or the AD server.

e To download the certificate in X509 format, click the 'Click here to Download' link.

9.2.Managing Administrators

The 'Users' tab displays the list of administrative users that can receive automated notification emails from MyDLP and access
the MyDLP administrative console and allows the administrator add and manage the users. There are five administrative roles in
MyDLP with different privilege levels.

Administrative Role Description and Privilege Levels

Super Administrator Super Administrator role has the ultimate authority in a MyDLP system. The Super
Administrator can set up and configure MyDLP during deployment.

Super Administrator has all the privileges as shown below:
»  Create and manage administrative users of any administrative role.

»  See DLP event logs and content data attached to event logs.
»  Edit DLP policy and objects
* Install policy

o Edit all settings under Settings Tab.

Administrator Administrator has restricted technical management access. Administrator can manage
day-to-day operations, manage policy and edit almost all settings. Administrators are
added from employees of the IT department and do not need to have the privilege to
see confidential file contents captured during Archive or Quarantine actions.
Administrator will not able to see the content data in DLP incident logs and cannot
download archived files.

Administrator has the following privileges:

«  Create and manage administrative users with roles of peer Administrator and
Classifier and None.

«  See DLP event logs but cannot access files attached to logs.

«  Edit DLP policy and objects.

« Install policy.

«  Editall settings under Settings Tab, has restricted access to Users Tab.
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Auditor Auditor has restricted access to Logs Tab. The Auditor does not have the ability to
change any settings or DLP policy. The Auditor can be an executive from legal
department, will be able to see DLP event logs and can access content data attached
to these logs.

Authority Scope is a restriction which can be defined when MyDLP is integrated with
Microsoft Active Directory to limit the events that can be seen by the Auditor for one or
more specified organization units.

Auditor has the following privileges:
»  Seeall DLP logs and content data attached to logs (If Authority Scope is not

specified)
»  See DLP logs related to specified Authority Scope(If Authority Scope
Specified)
Document Classifier Classifier has restricted access to the Objects Tab. Classifier can upload documents to

previously specified Document Databases.
Classifier has the following privileges:
*  Upload documents to predefined Document Databases

None The administrator with the role 'None' will be able to receive the automated
notifications sent by MyDLP on occurrences of various incidents intercepted by the
data transfer policy and discovery rules configured in MyDLP. The administrator does
not have any rights to create or modify the rules and cannot access MyDLP
administrative interface.

Protocols Users || Endpoint || Advanced || USBACL || Enterprise || IR ‘

Username | E-mail Is active
superadmin user@mydip.com ~
admin admin@mydip.com ~

I Delete User & EditUser =jmNewUser § SetPassword

| Save Configuration Changes

The Settings > Users interface allows the administrator with appropriate privileges for the following:
e Add New Administrative Users
*  Set/Reset Password for Administrative Users

¢ Edit and Remove Users

9.2.1. Adding new Administrative Users

The super administrator can add peer super administrators and other administrators of any role and administrators can create
peer administrators and classifiers from the Users interface.

To add a new administrative user
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e Open Settings > Users interface and click New User from the bottom right. The 'User Dialog' will appear.

User Dialog x
Email [johns mith@mydip.com |
User Hame |jsmith |
Is active? [+

User Role

¥ ROLE_ADMIN 4]
| | ROLE_AUDITOR

|| ROLE_CLASSIFIER E

| Save || Cancel N

[0 Delete User 4 Edit User @ ¥ SetPassword

| Save Configuration Changes

¢ Enter the details of the new user as shown below:

e Email - Enter the email address of the new user
e User Name - Enter the login username for the new user
e Select the 'ls Active' checkbox if the user should be enabled upon creation

e Select the User Role from the list box. For more details on the Administrative Roles refer to the table at the top of the
section 9.2 Managing Administrators.

If you are adding an auditor or classifier, you need to specify additional parameters as shown below:

e Auditor
¢ Classifier

Auditor
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User Dialog x
Email [johnsmith@mydip.com |
User Hame |jsmith |
Is active? [+
User Role
ROLE_ADMIM i

[+] ROLE_AUDITOR W
| | ROLE_CLASSIFIER —
1 ROILE SUPER ADMIN b
Has Authority &
Scope?
AD objects which are in user's Authority Scope
Ayailable:
Search Text:

| | Lookup |

| Save | | Cancel |

»  If you want to restrict the ability of the auditor in viewing the logs, select 'Has Authority Scope' checkbox.
This requires the MyDLP server integrated with your AD domains.

»  Enter the first few characters of the AD object to be included within the auditor' scope in the search text
textbox and click Lookup. The matching entries will be displayed as a list in the text box below it.

Has Authority
Scope? &

AD objects which are in user's Authority Scope

Available:
v § mvdiphq.local 4 w 00-Sales
I Endpoint * Ew 01-Developers
B, security B
+ [y 00-Sales ‘h
» [y 01-Developers ¥

Save |[ Cancel

e Select the AD Objects or Users from the LHS box and move them to the RHS box by clicking the right arrow
to add them to the auditors scope.

Classifier
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User Dialog x
Email |jnhnsmith@mydlp.cnm |
User Hame |jsmith |
Is active? [+
User Role
ROLE_ADMIM i
| | ROLE_AUDITOR .
[+] ROLE_CLASSIFIER —
1 ROILE SUPER _ADMIN b
Document database objects which are in user's Classifier Scope
Ayailable:
sample base Cldman Documents
My Database '
Oldman Documents
| Save | | Cancel

On choosing the ROLE_CLASSIFIER, the document databases previously configured in the MYDLP are listed in the
LHS box

e Select the databases to be included into the classifier's scope from the LHS box and move them to the RHS
box by clicking the right arrow.

e Click 'Save' in the User Dialog. The new user will be added.

The next step is to set a password for the new administrative user to enable them to login. Refer to the next section Setting and
Resetting Password for Administrative Users for explanation on setting password for the new user. Once logged-in the new
administrator can change his/her login password by clicking the wrench icon at the top right of the interface.

9.2.2. Setting and Resetting Password for Administrative Users

The super administrator can set new password or reset password for peer super administrators and the other administrators of
any role. The Administrators can set new password and reset password for peer administrators and classifier.

To set or Reset password for an administrative user
e Open Settings > Users interface

*  Select the user and click 'Set Password'. The 'Set Password for User' Dialog will appear.
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Protocols Users || Endpoint || Advanced || USBACL || Enterprise || IRM ‘

Username | E-mail Is active
admin admin@mydip.com ~
ismith johnsmith@mydip.com S|
superadmin user@mydip.com [
Set Password for User X
Re-vpe assword (=1
| Set Password | | Cancel | R

{J Delete User 4" EditUser =jmNewUser ( ¥ SetPassword

| Save Configuration Changes |

e Enter a new password for the user in the New Password text field. The password should contain at least one upper
case character, one lowercase character and a numeral and should be of minimum six characters. Select the
password as a combination of upper/lower case alphabets, numerals and special characters so that it could not be
easily guessed.

*  Reenter the password for confirmation in the 'Re-type Password' field and click 'Save Password'.
»  Click 'Save Configuration' from the 'Users' interface.

The user will now be able to login to the administrative console using the username created while adding the user and the
password set in this dialog.

Upon their login, the user can change his/her password by clicking the "Wrench' icon at the top right of the interface and entering

£¥ Install Policy o

Logged in as jsmith =johnsmith@mydlp.com=
Server Version: 2.2.30-1

the new password in the 'Edit User' dialog.

Endpoints Revisions
Edit User J A w PllapseAll
ion
Username |jsmith |
Email |jnhnsmith @mydlp.cﬂrd

Current Password | |

Hew Password | |

Reenter New Password | |

| Save || Cancel |
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9.2.3. Editing and Removing Users

The administrative users can be edited by other administrators with appropriate privileges for enabling/disabling the user,
change the login username and the administrative role.

To edit an user
e Open Settings > Users interface

e Select the user and click 'Edit User'. The 'User Dialog' will appear.

E-mail Is active
admin@mydlp.com [ ]
B B User Dialog x
MnmgnydhmJ
user@mydip.com Email |iohnsmith@mydip.com |
User Name |jsmith |
Is active? [+
User Role
[+ ROLE_ADMIN ||
|| ROLE_AUDITOR
|| ROLE_CLASSIFIER [;
| Save | | Cancel | A
f- -_‘\

i Delete User( #" EditUser )=j= New User

Save Conﬁglirat

*  To change the email or username, directly edit the respective fields

» Todisable or enable a user, de-select/select the Is active checkbox

*  To change the administrative role of the user, select the new role from the 'User Role' list box
*  Click 'Save' from the 'User Dialog'

»  Click "Save Configuration' for your changes to take effect.

Tip: You can set/reset the login password for an user by selecting the user and clicking 'Set Password'. Refer to the section
Setting and Resetting Password for Administrative Users for more details.

9.3.Configuring Endpoint Settings

The 'Endpoint' tab in the 'Settings' interface allows the administrator to configure the parameters related to the log entries and
content data stored by MyDLP server on the endpoints. The settings configured in this interface is applicable for all the
endpoints connected to the MyDLP Server.

To access the Endpoint tab, click 'Settings' > 'Endpoint'.
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Protocols | | Users | | Endpoint | | Advanced | | USBACL | | Enterprise | | IRM |
LogLove
Sync Interval | 3{J{J| Secondi(s)
Log Limit | 10.00| MB
lgnore Max Size Exceeded logs for Discovery Channel [+]
Log Spool Soft Limit | 50.00| MB
Log Spool Hard Limit | 75.{1{1| MB
Secure Printer Prefix | MyDLP |
| Save Configuration Changes |
Field Description
Log Level The administrator can choose the global operational log level depending on level of
activities of MyDLP is to be monitored and logged.
Protocols | | Users | | Endpaint | | Advanced | | LISBACL | E.nterpris-:
Log Level error |:|
Sync Interval s
nc interva r
Y info 300 se
0O imit deb“g
Default = Error.
Sync Interval The time interval (in seconds) at which the MyDLP Endpoints are to be synchronized
with the MyDLP Server.
Default = 30 seconds
Log Limit The maximum size (in MB) of the overall log file that can be stored in an endpoint.

Default =10 MB

Ignore Max Size Exceeded logs for | Instructs MyDLP to discard redundant logs that appear on identifying large number of
Discovery Channel files during discovery scans. Ignoring redundant logs conserves the disk apace at the
endpoints.

Default = Selected.

Log Spool Soft Limit The upper limit of log and content data stored by the MyDLP server at the endpoints. If
this limit is exceeded only the content data will be discarded from the subsequent log
entries.

Default = 50 MB

Log Spool Hard Limit The upper limit of log and content data stored by the MyDLP server at the endpoints. If
this limit is exceeded, both the log and y the content data will be discarded from the
subsequent log entries.
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Default = 75 MB

Secure Printer Prefix The administrator can specify a prefix to be displayed with the MyDLP Virtual Printers
that are created upon adding a Printer Rule.

Default = MyDLP. You can change the prefix as required, for example set the name of
your organization as printer prefix.

Background Note: MyDLP creates a virtual printer for each network printer and makes
it available for selection printing the documents from the endpoints added as sources to
the printer rule. The end-users are forced to use the virtual printers, for MyDLP to
monitor the data/document passed to the printer as per the rule. If the data/document
does not contain any sensitive data as defined by the rule, MyDLP forwards the
documents to the respective physical printer.

The virtual printers are displayed with the name of the physical printer with a prefix
defined in this field. The administrator can set the prefix as required.

»  Click 'Save Configuration Changes' for your changes to take effect.

9.4.Configuring Advanced Settings

The 'Advanced' tab of the 'Settings' interface allows administrators to configure advanced parameters such as time-out periods
and maximum sizes of memory objects, chunks and files. MyDLP ships with optimal default values for these parameters but, in
certain circumstances, administrators may wish to modify these settings for special deployment and clustering scenarios.

To access the Advanced Settings interface, click 'Settings' > 'Advanced' tab.

Protocols || Users || Endpoint || Advanced || USBACL || Enterprise || IRM |
Maximum Object Size MB Supervisor Max Restart Count | 5 |
Maximum Memory Object MB _ )
Supervisor Max Restart Time | 20 |
Maximum Chunk Size MB
Supervisor Kill Timeout | 20 |
T soconits
Spawn Timeout Second(s) Query Cache Cleanup Interval |900000 |
Thrift Pool Size for MyDLP Server ‘24 | Query Cache Maximum Size |2000000 |
Thrift Pool Size for MyDLP Endpoint |3 |
Error Action
| Save Configuration Changes ‘
Field Description
Maximum Object Size The maximum chunk size of object which is processed in MyDLP in MB. Default = 10
MB
You can increase this value to analyze larger files. Although MyDLP is efficient,
analyzing very large files can decrease performance and archiving or quarantining
large files may require substantial storage space. If you try to copy or move a file of
size larger than this value, the incident will be logged. The Incident Log Details pane of
the respective log entry will show a message "Max file size exceed". Refer to the
explanation under 'Removable Storage Inbound rule'in the section Viewing Details
of a Log Entry for more details.
Maximum Memory Object The maximum size of the objects (in MB) that can be loaded to memory in the work
flow. Default = 0.20 MB
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Maximum Chunk Size The maximum size (in MB) of chunk for getting MIME type and hash in MyDLP incident
logging process. Default = 1 MB

FSM Timeout The time-out interval for each state in Finite State Machines (FSM) in MyDLP server
which are used for processing ICAP, SMTP connections and communication between
MyDLP server and MyDLP endpoints. Default = 120 Seconds

Spawn Timeout The time-out of each spawned process in MyDLP work flow. Default = 60 Seconds

Thrift Pool Size for MyDLP Server Active number of connections to the MyDLP backend service which is used for
converting files to the meaningful data in MyDLP Server. Default = 24

Thrift Pool Size for MyDLP Endpoint | Active number of connections to the MyDLP backend service which is used for
converting files to the meaningful data in MyDLP Endpoint. Default = 3

Error Action The action executed on data intercepted or discovered by MyDLP if any error occurs in
MyDLP Server. Default = Pass. You can choose between 'Pass' and 'Block' as required
from the drop-down.

LTI PO slie Tor WYLDLF cndpoint | 2

Error Action pass v
pass
block
Supervisor Max Restart Count The maximum number of retry count for restarting worker processes controlled by a

supervisor process. Default = 5

Supervisor Max Restart Time The maximum waiting time (in milliseconds) for restarting workers controlled by the
supervisor process. Default = 20 Milliseconds

Supervisor Kill Timeout Upon termination of child/worker processes, the supervisor process sends Terminate'
command and makes the child/worker process wait for an exit signal. If no exit signal is
received within the specified time the child processes are unconditionally terminated.
The 'Supervisor Kill Timeout' specifies the maximum waiting time (in milliseconds) for
the 'Exit' signal. Default = 20 Milliseconds

Query Cache Cleanup Interval The cache containing the queries generated by several channels (Web, Mail, Api,
removable storage, etc.) is cleared periodically to maintain the efficiency. The '‘Query
Cache Cleanup Interval' specifies the time interval at which the cache is cleared.
Default = 900000 Milliseconds.

Query Cache Maximum Size The upper limit of size (in Bytes) of queries to be cached, for speeding up future
queries coming from inspecting channels. Default = 2000000 Bytes

9.5. Configuring Access Restrictions to USB Devices

MyDLP has the ability to block using unknown USB devices on the endpoints on which the MyDLP Endpoint Agent is installed in
order to prevent unauthorized copying of files even from the endpoints that are not covered as sources in Removable Storage
Rules. The administrator can add the legitimate and allowable USB devices in the whitelist under the USB Access Control List
(ACL) tab.

In order to add a USB to the white list, the administrator needs to specify the Device Token and Unique Identifier of the USB
device. For identifying the Device Token and Unique Identifier, the administrator can use a tiny Device Console executable that
can be downloaded from the USB ACL interface itself.

The USB ACL interface displays the list of USB devices added to the white list and allows the administrator to add new and
manage existing devices.

To access the USB ACL Settings interface, click 'Settings' > 'USB ACL' tab.
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Protocals || Users || Endpoint || Advanced || ussacL || Enterpise || Rm |
USB Serial Access Control 4]
¥ Download Device Console Application
== Add New USB Device | | search || Reset |
1d | Device Token Unique Id | Comment |
1 2F097C673291241EADDAZE2CBISFBCAT OL5QLESE Johns USB Pendrive
Save Configuration Changes

USB ACL Table - Description of Columns

Rule Component Description

Id The identifier assigned to the device by MyDLP

Device Token The unique 'Device Token' of the USB Device. The Device Token can be obtained by using the Device
Console utility. Refer to the section Obtaining Device Token and Unique ID of a USB Device for more
details.

Unique ID The 'Unique Identifier' of the USB Device. The Unique Identifier can be obtained by using the Device
Console utility. Refer to the section Obtaining Device Token and Unique ID of a USB Device for more
details.

Comment A short description of the USB device, entered during device creation.

Controls | ggit # | Enables the administrator to edit the details of the USB device.

Remove | Enables the administrator to remove the USB device from the whitelist.

You can search for a specific device in the list by entering its name fully or partially in the text box above the table and clicking
'Search'.
»  To block the usage of unauthorized USB devices by the en-users, select the 'USB Serial Access Control' check box
and add the authorized USB devices to the whitelist by clicking 'Add New USB Device'.

Refer to the following sections for more information on:

*  Obtaining the Device Token and Unique ID of a USB Device
*  Adding a USB Device to Whitelist

9.5.1. Obtaining the Device Token and Unique ID of a USB Device

Comodo MyDLP Device Console Application is a tiny executable that can be downloaded from the USB ACL interface. The
application does not require installation and can be run as a portable executable. On execution, the application detects the USB
devices plugged-in to the computer and displays the device parameters such as the Device Token, Unique ID, size and product
name/model of the device.

To download the application
e Click 'Settings' > 'USB ACL' tab.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 138



Comodo MyDLP Administration Guide 2222

»  Click the 'Download Device Console Application' link at the top right and save the application on the computer from
which you are accessing the administrative console.

| Settings Logs Endpeoints Re

se IR

¥ Download Device Console Application
| - | | search || Reset |

o |
T

Opening DeviceConsole.exe w

You have chosen to open:

J

g

[=] DeviceConsole.exe

which is: Binary File (34.5 KB)
from: https://192168.190.130

Would you like to save this file?

Save File I L Cancel J

To get the Device Token and Unique ID
*  Plug-in the USB device(s) to the computer in which the application is saved.
*  Run the application by navigating to the location where the application was saved and double clicking the application

icon
¢ Click 'Get Attached Devices'.
ol ]|

File

i
H

Size Maodel

ﬁ | Device Token Urique Id
MY ‘““’ D |_ P I{K:1EZE193ECBZGD197E64DE;°‘22DRAGD1 B77IWELIAWSLI24K | 8101500800 | JetFash Transcend 8GE USE Device |

SECEURING IDEAS

‘ Remove Attached Devices

—

The Device Token, Unique ID, Size and the Model of the currently plugged-in USB devices are displayed as a table. You can
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copy the values and paste in the administrative interface for whiltelisting the devices. Refer to the next section Adding a USB
Device to Whitelist for more details.

9.5.2. Adding a USB Device to Whitelist

The USB storage devices that are allowed to be used by the end-users in the network can be added to the whitelist, by
specifying their device token and Unique ID number.

To add a new device to the whitelist
*  Click 'Settings' > 'USB ACL' tab.
»  Click the 'Add New USB Device' link at the top left of the table. The 'USB Device Edit Dialog' will appear.

USB Device Edit Dialog x

Comment

Joseph USB Device

Device Token | 0C182B193ECE26D197EG4DEAZZDBARD |
Unigue Id | BTTTIWELIAWILI 24K |
| Save | | Cancel

»  Enter a name describing the device in the Comment field.
»  Enter or paste the Device Token as obtained from the Device Console Application.
»  Enter or paste the Unique ID as obtained from the Device Console Application.
»  Click Save in the 'USB Device Edit Dialog'.
The USB device will be added to the list.

Protocols | | Users | | Endpoint | | Advanced | | USBACL | | Enterprise | | IRM ‘
USB Serial Access Control 4]
¥ Download Device Console Application
= Add New USE Device | | | search || Reset |
Id | Device Token Unique Id | Comment |
2 0C182B193ECE26D197EG4DEA22DBAG01 S5TTTJWEUJAWSU24K Joseph USB Device
1 2F097C673291241EAD0A2E2CBISFEC4 OL5QLE98 Johns USB Pendrive
| Save Configuration Changes |

You can edit the details or remove a device at any time by selecting it and clicking the respective control buttons that appear in
the last column.

=f= Add New Usb Uevice | | Search || Reset |

Id | Device Token Unique Id Comment I/—\

2 0C182B193ECS26D197E64DEA22DSAG01 STTTJWEUJAWIU24K Joseph USB Device @)
1 2ENAT7CRTI?201 241FANNA?E 2 BO2FRC A1 Nl 50O Foa Inhne 11SB Pendrive

»  Click 'Save Configuration Changes' for your changes to take effect.
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9.6. Configuring Enterprise Settings

The 'Enterprise’ tab of the 'Settings' interface allows administrators to configure archive settings depending on corporate
policies, customize email notifications and messages displayed to end-users when MyDLP blocks their requests while sending
mails or uploading documents to web pages and log storage settings.

To access the Endpoint tab, click 'Settings' > 'Enterprise’.

Protocols | | Users | | Endpoint | | Advanced | | USB ACL | | Enterprise | | IRM |
Mail Archive O Syslog Host (ACL Logs) [127.0.0.1 |
\Web Archive g Syslog Port (ACL Logs) [514 |
ICAP Archive Minimum Size | 2.00] K8 oysioq Facilty (ACL Loge)
Syslog Host (Diagnostics) [127.00.1 |
Edit Denied Page syslog Port {Diagnostics) [514 |

Email Notification From Address | support@mydip.com |

i i i i Syslog Facility (Diagnostics
Email Notification Subject [ Notifications from MyDLP | yslog Facility (Diag )

Hello, 4| Syslog Host (System Reports)  [127.0.0.1 |
This is an auto-generated message.

Email Notification Message This message aims to inform you about
some incidents that have been recently Syslog Port {System Reports) |514 |
occurred and logged in your MyDLP v

Syslog Facility {System Reports)

| Save Configuration Changes

Archive Settings

MyDLP can archive all the web traffic and the mail traffic to and from the network irrespective of their content. These archives
can be later used by the administrators for audits on data uploaded to or downloaded from the webpages visited by end-users
and emails sent and received by the end-users for investigation purposes. All the archived web pages and the mails are logged,
enabling the administrator to download the archived files from the Logs interface. Refer to the section The Logs tab for more
details.

Note: Archiving the web and/or mail traffic by MyDLP requires substantial disk space in the MyDLP server. Ensure you have
sufficient space in the server before enabling these features.

*  Mail Archive - Enables the Mail Archive Feature. MyDLP stores all the mail traffic to and from the server irrespective
of their content

*  Web Archive - Enables the Web Archive Feature. MyDLP stores all the web traffic to and from the server irrespective
of their content

e ICAP Archive Minimum Size - Specify the minimum size (in KB) of web traffic data to be archived. Only those Web
transactions of size equal to or larger than the size specified here will be archived.

Notification Settings

MyDLP sends notification mails to the administrators configured as intended recipients, whenever it blocks or quarantines data
transfer as per the following types of rules:

o Web

e Mail

e Removable Storage
e Printer

« API
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*  Endpoint Discovery
e Remote Discovery

MyDLP displays a message to the end-user when it blocks or quarantines the data traffic from the user computer based on the
following types of the rules:

e Web Rule
¢ Mail Rule

The 'Enterprise’ tab in the 'Settings' interface allows the administrator to customize the content in the email notification and the
message pop-up displayed to the end-user.

Edit Denied Page - Allows the administrator to edit the content in the message pop-up window that is displayed to end-user,
when MyDLP blocks or quarantines the data traffic. An Example is shown below:

v DLF

Your request has been blocked by MyDLP
You are uploading files containing sensitive data to the website

This action has been taken according your corporate information security
policies. Please contact your system administration if you have any questions.

The customized messages for the web rules and the mail rules are displayed to the end-user as specified during creation of the
respective rules in the pop-up window with a common template. The administrator can edit the common template as per the
requirements of the organization, through the 'Edit Denied Page' option.

To edit the common template
e Click the 'Edit' Button beside the 'Edit Denied Page'.
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SYS100 ¢
Edit Denied Page Syslog Port
Email Notification From Address L0 pport@mydip.com
) . ] ) Moo - Syslog Fa
Email Notification Subject Motifications from MyDLP
Edit Denied Page Popup X

>

<tr=
<tr=
<td=<hr /=<ftd=>
=fir=
=tr=
=td class="reason-td™=
=pbr i=Your request has been =u=blocked=/u= by <a href="http:/fwww.mydlp.com™=MyDLP</a=
=ftd=
=fir=
=tr=
=td class="reason-td™=
=br =% %MESSAGEY% %
<fd=
<ftr=
<tr=

=td class="reason-td™>
=pbr /=This action has been taken according your corporate information security policies. Please

contact your system administration if you have any questions.

=ftd=

=fir=

=ftable=
=idiv=
=icenter=
=/body=

4]

| Close || Save || Preview |

The HTML page of the pop-up will open in a HTML Editor window. Within the content %%MESSAGE %% is defined as the
variable to be replaced by the message specified by the administrator during creation of the rule. Refer to the description under
Step 3 - Enter Name for the rule and configure Messages and Notifications in the section Adding Policy Rules for more
details on message entered by the administrator while adding the rule.

»  Edit the format and content of the template directly in the editor.
*  To preview the edited page, click 'Preview'.
»  To save the changes, click 'Save'.

Email Notification From Address - The email address from which the automated notification mails are to be sent by MyDLP.
The administrator can edit the address as required.

Email Notification Subject - The subject line of the notification mails. The administrator can customize the subject line as
required.

Email Notification Message - The message content in the natification mail. The administrator can directly edit the content as
per the corporate requirements.
Syslog Settings

Comodo MyDLP has the ability to forward the logs to a remote Syslog server Common Event Format (CEF) and User Datagram
Protocol (UDP). The administrator can integrate MyDLP with the remote Syslog server used by the organization and configure
MyDLP to redirect the logs to it, for easy analysis of the logs and conserving disk space in the MyDLP server.

Background Note: MyDLP can transfer the logs in both UDP an CEF formats. Though UDP is faster, it is not secure. In order
to protect the log data from the sniffing and spoofing attacks, it is recommended to use CEF format. For more details on CEF,
refer to the CEF white paper available from http://mita-tac.wikispaces.com/file/view/CEF+White+Paper+071709.pdf

Three types of logs can be diverted to the Syslog server:
e ACL Logs - The logs of the MyDLP incidents, pertaining data transfer policy and discovery rules

»  Diagnostics - The logs pertaining to operation errors and system health of the MyDLP server
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»  System Reports - The audit logs which have detail about every action taken on MyDLP server
For each type of the log the administrator can specify the following details of the external Syslog server in the respective fields:
»  Syslog Host - The administrator can specify the IP address or hostname of the external Syslog server

»  Syslog Port - The administrator can specify the UDP listening port through which the server receives the logs. Default
is 514,

»  Syslog Facility - The administrator can choose the type of program that is sending the logs from the drop-down. The
default for MyDLP is 'local6'

Currently MyDLP supports integration with two third-party log management servers:
*  HP ArcSight Logger - Refer to the section Integrating MyDLP with HP Arc Sight Logger for more details.
*  Alien Vault OSSIM - Refer to the section Integrating MyDLP with Alien Vault OSSIM for more details.

More Syslog servers will be added in the future versions.

9.6.1. Integrating MyDLP with HP Arc Sight Logger

Administrators can configure HP ArcSight Logger as the default destination of MyDLP ACL logs in the 'Settings > Enterprise’
area.

Prerequisite: The administrator should have configured the HP ArcSight Logger and it should be reachable from the MyDLP
server.

To integrate HP ArcSight Logger
e Click 'Settings' > 'Enterprise' tab.
»  Enter IP Address of the HP ArcSight Logger in the Syslog Host (ACL Logs) field

scL [ enterprise |[ RM_|
Syslog Host (ACL Logs) 110.1.1.41 |
Syslog Port (ACL Logs) 514 |
Syslog Facility (ACL Logs) | locals v
Syslog Host (Diagnostics) 127.0.0.1 |
Syslog Port (Diagnostics) (514 ’
Syslog Facility (Diagnostics) localG v

»  Enter UDP Listener port of the HP ArcSight Logger in the Syslog Port (ACL Logs) field (Default = 514)
»  Click 'Save Configuration Changes'
*  Reinstall the policy for your changes to take effect.

You can see the events related to the data loss incidents are logged in the HP ArcSight Logger.
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9.6.2. Integrating MyDLP with Alien Vault OSSIM

Administrators can configure Alien Vault OSSIM as the default destination of MyDLP ACL logs in the 'Settings > Enterprise’ area.

Prerequisite: Alien Vault OSSIM server is to be installed with the MyDLP plug-in in order to view the logs of incidents from it.
To install the plug-in:

e Connect to the Alien Vault OSSIM server through SSH connection and login as Root
e Create a new folder for temporary installation files and navigate into it
*  Download auto configuration script from the path 'src/sysconf/ossim/configure-ossim.sh' in mydip@github.com

e Run the script with administrative privileges

To integrate Alien Vault OSSIM
»  Click 'Settings' > 'Enterprise' tab.
»  Enter IP Address of the Alien Vault OSSIM server in the Syslog Host (ACL Logs) field

ACL Enterprise || IRM |
Syslog Host (ACL Logs) 110.1.1.41 |
Syslog Port (ACL Logs) 514 |
Syslog Facility (ACL Logs) | localé v
Syslog Host (Diagnostics) 127.0.0.1 |
Syslog Port (Diagnostics) 514 |
Syslog Facility (Diagnostics) | localé v |

»  Enter UDP Listener port of the Alien Vault OSSIM server in the Syslog Port (ACL Logs) field (Default = 514)
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Click 'Save Configuration Changes'

Reinstall the policy for your changes to take effect.

You can see the events related to the data loss incidents are logged in the Alien Vault OSSIM

| Latest SIEM Activity 0 EPS
‘ . OIII m ‘@ Contribute threat information Fd System Health Lo
to AlienVault 0TX? | 1/1 Sensors active
by Alienvault ' - I IV N 'V
. =N -
G Dashboards o
<< Back << Previous > Hext
g4 Incidents
€, Analysis Date Alienvault Sensor Interface
2013-04-15 18:55:55 GMT-4:00 alienvault [10.0.0.174] eth0
¥ Security Events | SIEN)
Triggered Signature Event Type ID Category Sub-Category
¥ Raw Logs (Logger)
IMyDLP: Blocked incident and guarantined incident file 4
¥ Wulnerabilties Normalized
Event Data Source Name Product Type Data Source ID
> .
Ve mydip Data Protection 5009 &7
] Source Destination Destination
SRS Source Address Protocol
Port Address Port
soa Assets [Host-000c2d156154] 10.0.0.1 & 0 0.0.0.0 0 TCP
% Intelligence 3
: Asset fiE SR ;
Unique Event ID# Priority Reliability Risk
[ Situational Awareness §+D
a82011e2-92d28-000c-25e5-
- — ] 3 |
& Deployment s 3f2b32b54c98 .
filename userdatal userdata? userdata3 userdatad
data Web 18 100 Quarantined
Context Event Context infermation is only available in AlienVautt Unified SIEM
KDB Mo Documents Found
Apr 15 18:59:59 10.0.0.118 mydlp[4787]: CEF:0|M=sdra
Inc. |MyDLP|1.0]1%|Check MyDLP Log=s using management console for T
details. |10|rt=Apr 15
Raw Log 2013 23:00:03 cnllLabel=Rule Id cnl=19% cnZLabel=Infromation Type Id
~3 2 min s cn2=100 proto=Web src=10.0.0.1 dhost=http://10.0.0.2/test—form/
1 act=uarantined fname=data fsize=195
User session: 6 seconds 1034 | fileHash=hb4365ef04ef8296b2eb23bcfl1fdall7f fileType=text/plain
1 dctive Users o |

9.7.Configuring IRM Settings

Comodo MyDLP’s integration with Seclore FileSecure allows that product’s custom actions to be applied to files discovered by
MyDLP discovery rules. Discovered files will then be protected by Seclore and user access to the file will be governed by the
rights assigned in Seclore.

For more details on Seclore FileSecure, please visit http://lwww.seclore.com/.

Together, Comodo MyDLP and Seclore provide an effective solution to achieve automated data protection combining benefits of
DLP and IRM.

The 'IRM' tab in the 'Settings' interface allows the administrator to enable the integration, configure the Seclore server and add
custom action for discovery rules.
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Protocols || Users | | Endpoint | | Advanced | | USBACL | | Enterprise || IRM ‘
) _ == Add Custom Action | | | search || Reset |
Seclore CDnIIguratlDrl
id | Type | Name | Details |

Enable Integration k) 1 seclore Docs containing CC numbers [HotFolder Id: 7] Protect Access

Server Host 127.0.01

—

HotFolderCabinet Id [ ]

HotFolderCabinet Passphrase lII

——

Endpoint Pool Size

Save Configuration Changes

Refer to the following sections for more details
* Integrating Seclore FileSecure

*  Creating new Custom Actions for MyDLP to use in Discovery Rules

9.7.1. Integrating Seclore FileSecure

In order to integrate Seclore FileSecure server installed in the network, the administrator needs to configure the Seclore
FileSecure server for creating Hot Folder cabinet for MyDLP and Hot Folders for use with rules with different information types.
The administrator can then integrate the Seclore FileSecure server to MyDLP by specifying the Hot Folder Cabinet ID. The
custom actions can then be created for discovery rules defined with different information types and sources by specifying the ID
numbers of Hot Folders created inside the cabinet.

Integrating MyDLP with Seclore FileSecure is a two step process.
«  Step 1 - Create a new Seclore HotFolder Cabinet for MyDLP
«  Step 2 - Configure MyDLP to use Seclore FileSecure as IRM

Prerequistie: The Seclore FileSecure IRM has been installed in the network and reachable by the MyDLP server by specifying
the host name of the Seclore FileSecure server. A proper DNS configuration is necessary for the domain name of the Seclore
FileSecure , so that it could be resolved by all the endpoints. If necessary the administrator can add host entries for the Seclore
FileSecure in the hosts files ( C:\Windows\System32\drivers\etc\hosts or /etc/hosts ) of the endpoints.

Step 1 - Defining a new Seclore HotFolder Cabinet for MyDLP

*  Login to the web console of the Seclore policy server with root username and password.

FileSecur

SECLORE J[g[N=—1={N] 1 New u
Register Policy

Choose your Login Identity

Login As ‘System User”

W system Repesitory ’

Username *
@ ACME Group emplovess root
@ ACME Partnars

Sign In ]

What is Sedore FileSecure?
FileSecure helps you to mitigate risk of information breach while enhancing
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*  Open the 'Folder Cabinet' tab and click Add 'HotFolder Cabinet' to create a new cabinet for integration with MyDLP

* In the HotFolder Cabinet Details form. enter the name, description and other fields. Enter 'mydip' in the Machine Id
field and 'Machine Host Name' field. Remember the passphrase specified for the cabinet. You need to enter this
passphrase while configuring MyDLP to use this cabinet.

. W™ : : [] .
il <2 Classification ~ Configuration Repository Fobder Cabinet Audit Log * License

HotFolderCabinet Details

HotFolderCabinet Details

Name * MyDLP Cabinet g
The MyDLF + Seclors inbegration uses this Cabinet 1D

Descrption

i
Machine Id * mydip e
Machine Host Name 7 mypdip -e-_{-‘
Fassphrase = asnEREEEEE i
Confirm Passphrasa * | ]

| Sava |
| Back to List HotFolderCabinet
Passphrasa Policias :

»  Click Save to create the cabinet
»  Click 'Back to List HotFolder Cabinet to view the list of cabinet with the newly created cabinet in the list.

*  Note the HotFolderCabinet Id of newly created HotFolder Cabinet. You need to enter this ID while configuring MyDLP
to use this cabinet.

Click the HotFolder icon @ to view the list of hotfolders inside the cabinet and create new folders for use with
different discovery rules. Note the HotFolder ID numbers of the newly created HotFolders. You need to enter this ID
while configuring the custom IRM protection actions according to this HotFolder profile.

Step 2 - Configuring MyDLP to use Seclore FileSecure as an IRM
*  Login to MyDLP administrative interface and click 'Settings' > 'IRM' tab.

e Select the 'Enable Integration' checkbox and enter the configuration parameters to connect to your Seclore FileSecure
server.
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Protocols || Users H Endpoint || Advanced || LSB ACL || Enterprize || IRM

) ) =f= Add Custom Action
Seclore Configuration
Id | Type | Mam
Enable Integration 1 Saclore Dacs
Server Host myseclore
Server Port
Application Name policyserver

HotFolderCabinet Id

HotFolderCabinet Passphrase

Server Pool Size

Endpoint Pool Size

JIHILAILD

Field Description

Server Host Enter the hostname of the Seclore FileSecure server. The
hostname should be resolvable by the DLP server. If required,
add a host entry for the Seclore FileSecure server in the hosts
file of the MyDLP Server. Entering IP address of the Seclore
FileSecure server is not recommended.

Server Port Enter the port number through which the Seclore FileSecure
server listens to the requests from MyDLP.

Application Name Enter the Application Name of your Seclore PolicyServer. This
is folder part of the url ( https://seclore/policyserver )

HotFolderCabinet ID and HotFolderCabinet Passphrase Enter the ID number of the HotFolder Cabinet you created for
MyDLP in the Seclore server and the passphrase to access
the cabinet.

Server Pool Size Enter the number of active connections for sending files from

MyDLP server to the IRM backend service. Default = 8.

Endpoint Pool Size Enter the number of active connections for sending files from
MyDLP service in endpoints to the IRM backend service.
Default = 2.

»  Click "Save Configuration Changes'. MyDLP will connect to the Seclore Server and you will be able to create new
custom actions for the Discovery rules, using the IRM policies.

9.7.2. Creating new Custom Actions for MyDLP for use in Discovery Rules

Integration with Seclore FileSecure enables the administrator to create custom actions to be executed on discovered files. The
action can be applied in Endpoint Discovery rules and Remote Storage rules so that the files found during discovery scans and
identified as containing sensitive information as per the rules will be allowed/denied access to the end-users based on the
access rights assigned to the user.
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Prerequistie: The Seclore FileSecure IRM has been integrated to MyDLP by specifying the HotFolder Cabinet created in
Seclore FileSecure for MyDLP. One or more HotFolders are created inside the HotFolder Cabinet for different rules and their
identity numbers are noted.

To create a custom action
e  Login to MyDLP administrative interface and click 'Settings' > 'IRM' tab.

e Click Add Custom Action. The 'Create New Item' dialog will appear for adding the new action.

anced USBACL || Enterprise || IRM |
wj= Add Custom Action | ' Sear
d O\ | Type | Name | Details
1 Seclore Docs containing CC numbers [HotFolder Id: 7] Protect Access
g
reate New ltem x
f’
| ( Iz
Seclore
Mexd

*  From the dop-down, choose 'Seclore' and click 'Next'. The 'Custom Action Edit Dialog' will appear.

Custom Action Edit Dialog x
Name [Docs with Birthdates |
HotFolder Id 72 |

Activity Comment | Protect Birthdates |

| Save || Cancel

*  Enter the parameters for the new action

*  Name - Enter a name for shortly describing the action or its purpose

*  HotFolder Id - Enter the ID number of the HotFolder created for the action inside the Seclore FileSecure
HotFolder Cabinet. Refer to the description under 'Step 1 - Defining a new Seclore HotFolder Cabinet for
MyDLP' for more details on creating HotFolder Cabinet and the HotFolders.

e Activity Comment - Enter the name for the action as it should be displayed in the 'Action’ drop-down in the
Discovery interface.

¢ Click 'Save'. The action will be added to the list of custom actions in the IRM interface.
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=Sl =

LT | Enterprise | | IR |
= Add Custom Action | | | search || Reset |
Id ‘ Type ‘ Name | Details |
;_____..-sm— Docs containing CC numbers [HotFolder
< 2 Seclore Docs with Birthdates [HotFolder Id: 72] Protect Birthdates
e —

Save Configuration Changes

»  Click 'Save Configuration Changes'".
The new action will be available for selection for any discovery rule in the Discovery interface.

Discovery Objects Settings Logs Endpoints Revisions
+ Add Rule T3 ExpandAll 48 Collapse Al
Channel Sched. Sources Destinations Information Types Action
Docs with
== Birthdates B Tk nenetwork 3 Al Directories B Birth dates Log =
a :’ W @ Delete
J Docs with CC nu... » :} ne network & My Documents 2 different Information Types E Log
— - Quarantine
= My_MNetwork_Starag Iyl . B
! . [ airi B PANDocs R
) . Bgll - o - - v PDF Files with card
Endpoint Credit... b i nenetwork 2 different Destinations numbers
[Custom] Docs
e I

For more details on creating a Discovery Rules and specifying action to it, refer to the section Adding Discovery Rules.

10. The Logs tab

The 'Logs' interface displays the list of log of data loss incidents with details on source of the files, rule based on which the files
are intercepted, action taken MyDLP. It also allows the administrator to download a copy of archived files that were intercepted
based on various rules and resend legitimate mails that were intercepted by mail rules.
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£¥ Install Policy # X

Logged in as mydlp <user@mydlp.com=
Server Version: 2.2.30-1

M Y e D |_ P Enterprise Edition

Dashboard Policy Discovery Objects Settings Logs Endpoints Revisions
Start Date: 0611012014 5] End Date: [07/1112014] | search || Reset |[ Refresh | W Detailed Search Exportto Excel Searchin content. | |
Date | source [ Action | channel [ Rule | Details
Thu Jul 10 14:17:18 GMT+0530 2014 Source: W10.100.49.95\Downloads\eyg Action: Archive Channel: Remote Discovery Rule: id(31)
Thu Jul 10 14:08:53 GMT+0530 2014 Source: 10.100.49.95(Administrator@j Action: Archive Channel: Endpoint Discovery Rule: id{30)
Thu Jul 10 13:59:28 GMT+0530 2014 Source: 10.100.49.95(Administrator@j Action: Quarantine Channel: Web Rule: id(29)
Thu Jul 10 12:49:54 GMT+0530 2014 Source: W10.100.49.95Downloads\eyg Action: Archive Channel: Remote Discovery Rule: id(27)
Thu Jul 10 12:36:20 GMT+0530 2014 Source: 10.100.49.95(Administrator@j Action: Archive Channel: Endpoint Discovery Rule: id{26)

Thu Jul 10 12:28.04 GMT+0530 2014
Thu Jul 10 12:12:27 GMT+0530 2014
Wed Jul 9 15:05:43 GMT+0530 2014
Wed Jul 9 15.04:04 GMT+0530 2014
Wed Jul 9 15:03:52 GMT+0530 2014

Wed Jul 9 15:03:40 GMT+0530 2014

Wed Jul 915

128 GMT+0530 2014

Source: 10.100.49.95(Administrator@j Action: Quarantine Channel: Web Rule: web rule arabic
Source: 10.100.49.95(Administrator@j Action: Quarantine Channel: Web Rule: web rule arabic
Source: 10.100.49.95(Administrator@jr Action: Quarantine Channel: Web Rule: web rule arabic
Source: 10.100.49.95(Administrator@j Action: Quarantine Channel: Web Rule: web rule bharat
Source: 10.100.49.95(Administrator@j Action: Quarantine Channel: Web Rule: web rule bharat

Source: 10.100.49.95(Administrator@jr Action: Quarantine Channel. Web Rule: web rule bharat

7 IF IF IF IF IF IF IF IF IF IF 0P

Source: 10.100.49.95( on: Quarantine Channel: Web rule bharat

ministrator@

Quarantine Cha

Logs Table - Description of Columns

Column Header Description

Date Precise date and time of the incident.

Source The IP address of the source end-point and the user logged-in at the time of incident.

Action The action executed on the file(s) intercepted or discovered as per the rule. Refer to the section Rule
Actions for a list of actions.

Channel The rule channel that indicates the type of the rule based on which the files are intercepted or discovered.
Refer to the section Rule Channels for a list of rue types.

Rule The name of the rule based on which the files are intercepted or discovered. The Rule column also allows
the administrator to view the rule from the Policy or Discovery interface by clicking the magnifier icon that
appears beside the rule name on selecting the log entry.

Rule \Qe
Rule: printer Q &
Rule: printer \-_.-4

Details Enables the administrator to view the complete details of the incident and download the copies of the files

intercepted or discovered. Refer to the section Viewing Details of a Log Entry for more details.

Filtering and Search Options

The logs can be filtered to view the incidents that occurred within a specified period of time by specifying the start date and end
date and further filtered based on the sources, destinations, actions taken and the rule channels.

»  Filtering the Logs for a specific time period

»  Searching Logs based on rule parameters

To filter the logs for a specific time period

»  Enter the start and end dates of the period by click the calendar icons beside Start Date and End Date fields and
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click 'Search'.
Only the logs of incidents occurred within the specified time period will be displayed.
*  Toclear the filters, click 'Reset'.
Searching Logs based on Rule Parameters

The administrator can search for logs of incidents involving specific endpoint, end-user, destination, action and / or the rule
channel. You can specify a combination of these parameters to narrow down the search. The administrator can also search the
logs based on keywords contained in the quarantined/archived files from this interface.

To search the logs based on rule parameters

e Click 'Detailed Search' to expand the search panel.

Endpoints

Policy Discovery Objects Settings

Start Date I:l End Date: | | | Search | | Reset | ‘ Refrash ‘( W Detailed Search Search in content: |
| Source IP: l:l Source User: l:l Destination: | | Action: | v| Channel: ‘ v‘ ] Show all |
| Date | Source | Action | Channel Rule | Detail

Thu Jul 24 124258 &M

T+0520 2014 Source: 10 100 49 95(Administrator@] Action: Quarantine Channel Weh Rule: alexander pdm

»  To search the logs of incidents involving a specific endpoint, enter the IP address of it in the Source IP field

»  To search the logs involving a specific end-user, enter the end-user name and the hostname of the endpoint
name in the format <username>@<hostname> in the Source User field

»  To search the logs of incidents involving a specific destination, enter the destination object in the Destination
Field

»  To search the log of incidents based on a specific action executed on the intercepted or discovered files,
choose the action from the 'Action’ drop-down

»  To search the log of incidents triggered by specific rule channel, choose the rule channel from the 'Channel’
drop-down

e Click 'Refresh’ to view the logs filtered as per the criteria specified in the search fields.
To search the logs of the archived files containing specified keywords
»  Enter the keyword in the text field beside the 'Search in Content' button and click the button

Only the logs pertaining to the files containing the entered keyword and the respective file names will be displayed as a separate
list at the right of the interface.
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HSEIVED VEILSIUL L2 U

Endpoints I Revisions

Search in content; | |credit card 4/4‘

Details Appeared filenames

h 4 T]._fpe: text'plain uwenc key_ subjectbox &
Size: 16 B uenc key_ subject

h 4 Type: text/plain
Size: 16 B

h 4 Type: applicatior
Size: 42 03 KB

h 4 Type: applicatior credit card more than 1.pdf

[ [»]

uenc key_ subject

credit card more than 1.docx

h 4 Type: applicatior credit card 1.docx
Size: 3960 KB papsEKfinancialreport docx

b J 13—3':5; ﬁag Eléczgm credit card 1.pdf

Type: applicatior
Size: 3542 KB

h 4 Type: applicatior
Size: 264 39 KB

Type: applicatior
Size: 616.85 KB

Type: applicatior
Size: 583.00 KB

13-3;5:-: ;g’é“ﬁg'm moresmall pptx E

¥ w Type: textiplain

16 file hash.docx

MaormalizationX. pptx

ort.pptx

Maormalization.ppt

HTTP Prst Pavlnad b
Count of listed log entries: 8930

The administrator can download any file by clicking the download icon.
The following sections provide detailed explanations on:

*  Viewing Hidden Archive Logs

*  Viewing Details of a Log Entry

*  Downloading the files archived by MyDLP

* Resending mails intercepted by mail rules

»  Exporting the Logs to a Spreadsheet file

10.1.  Viewing Hidden Archive Logs

By default, the logs pertaining to Removable Storage Archive Inbound rule, Web rules with Archive action and Email rules with
Archive action are not displayed in the Logs interface.

To view the hidden logs
*  Click 'Detailed Search' to expand the search panel.

¢ Select the 'Show all' checkbox.

10.2.  Viewing Details of a Log Entry

Comodo MyDLP enables the administrator to view the granular details of any logged incident, including the source endpoint,
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user, destination, files intercepted/discovered, the rule, information type of sensitive data contained in the files and so on for
investigation and auditing purposes. The administrator can open and view the 'Incident Log details' pane for the required log
entry that displays the complete details of the incident. The pane also allows the administrator to download a copy of the
quarantined/archived file that was identified as containing the sensitive information based on the data transfer policy rule or the
discovery rule.

*  To open the Incident Log Details pane for a log entry, click the % icon for the log entry under the Details column.

The pane is slightly different for the incidents depending on the Rule Channels, to show the details that pertain to the respective
channel.

The following sections explain the Incident Log Details of different Rule Channels:
*  Web rule
e Mail rule
*  Removable Storage rule
*  Removable Storage Inbound rule
*  Printer rule
e APlrule
*  Endpoint Discovery Rule
*  Remote Storage Discovery Rule
Web rule

Incident Log Details x

Date IP User
Thu Jul 17 14:00:25 GMT+0530 2014 10.100.49.95 Administrator@john-PC

Target
hitps:imail google.comimailiu/0r?

Rule Action Channel Information Type
id(29) Quarantine Web Credit Card Mumbers

Log Files

uenc key_ body ¥ Download File

uenc key_ac File Details

uenc key_ composeid Filename: uenc key_ body

uenc key_ nowrap Size: 518

uenc key_ subject Type: text/plain

uenc key_ draft MD5 Hash: 5ef8e78cab5cc7 2ib0bAe287be171e54

HTTP URI Paramaters
Information Type Matching Details a

Credit Card Number - Count: 1

uenc key_ ishtml
uenc key_ subjectbox
uenc key_rm 4111

uenc key_to

Incident Log Details - Web Rule
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Field Description

Date Precise date and time of the incident.

IP The IP address of the source end-point from which the file(s) is/are uploaded.

User The user logged-in at the time of incident.

Target The destination webpage to which the file(s) is/are uploaded.

Rule The name of the rule based on which the files are intercepted.

Action The action executed on the file(s) intercepted. Refer to the section Rule Actions for a list of actions.
Channel Indicates the type of the rule based on which the files are intercepted.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in the file(s)

Log Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the web rule. The details of the select file will be displayed at the right hand
side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Files
Archived by MyDLP for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type | Displays the data contained in the file, that matched with the Information Type specified in the web rule.
Matching Details

Mail rule
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Incident Log Details x
Date User
Wed Jun 11 16:34:21 GMT+0530 2014 insider@localhost.localdemain
All Recipients From To
<outsider@externalmail.com= <insider@mail.com= <outsider@externalmail.com=
Rule Action Channel Information Type
id(19) Quarantine Mail Credit Card Mumbers
LogFiles || Mail Details
Test ¥ Download File
File Details
Filename: Test
Size: 60 B
Type: text/plain
MD5 Hash: fafbb82770ecB86b42faBb74664bEbEa
Information Type Matching Details N
Credit Card Number - Count: 1
4111 11111111 1111

Incident Log Details - Mail Rule

Description

Date Precise date and time of the incident.

User The user logged-in at the end-point during time of incident.

All Recipients Displays the email addresses of all the mail recipients, that were added to the To:. CC:, and BCC: fields

From The email account from which the mail was sent

To The email address to which the email was sent

Rule The name of the rule based on which the files are intercepted.

Action The action executed on the file(s) intercepted.

Channel Indicates the type of the rule based on which the files are intercepted.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in the file(s)

Log Files tab The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the mail rule. The details of the selected file will be displayed in the right hand
side pane.

Download File Enables the administrator to download the selected file. Refer to the section
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Downloading the Files Archived by MyDLP for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type | Displays the data contained in the file, that matched with the Information Type specified
Matching Details | in the rule.

Mail Details tab | Displays the Email addresses of the sender, recipient(s) add to the To: field, recipient(s) add to the CC:
field, recipient(s) add to the BCC: field separately and allows the administrator to resend the mail if found
legitimate. Refer to the section 'Resending Mails Intercepted by Mail Rules' for more details.

Removable Storage rule

Incident Log Details X
Date P User
Man Jun 2 22:09:44 GMT+0530 2014 10.100.49.183 Administrator@john-PC
Target Rule Action Channel
EA\Creditcard-tesffile (6).pdf id(5) Quarantine Remaovable Storage

Information Type
Credit Card Numbers

Log Files

Creditcard-testfile (6).pdf ¥ Cownload File

File Details
Filename: Creditcard-testfile (6).pdf

Size: 153.85 KB
Type: application/pdf
MD5 Hash: 00bad4f4ed75f9e30817138451d19b91

Information Type Matching Details N
Credit Card Number - Count: 1
4111 11111111 1111

Incident Log Details - Removable Storage Rule

Description
Date Precise date and time of the incident.
IP The IP address of the source end-point from which the file(s) is copied/moved to removable storage.
User The user logged-in at the time of incident.
Target The location in the local drive of the endpoint computer or the network storage from which the file was
copied/moved.
Rule The name of the rule based on which the files are intercepted.
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Action The action executed on the file(s) intercepted.

Channel Indicates the type of the rule based on which the files are intercepted.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in the file(s)

Log Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the Removable Storage rule. The details of the selected file will be displayed
in the right hand side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Files
Archived by MyDLP for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type | Displays the data contained in the file, that matched with the Information Type specified in the rule.
Matching Details

Removable Storage Inbound rule

Incident Log Details x
Date P User
FriAug 1 18:49:18 GMT+0530 2014 10.100.49.95 Administrator@john-PC
Target Path Rule Action Channel
Ewinscpbodsetup.exe Removable Inbound Rule Archive Removable Storage Inbound
Message

Archived inbound traffic

Log Files

winscps54setup.exe ¥ Download File

File Details
Filename: winscp554setup.exe

Size: 5.25 MB
MD5 Hash: 31b2cb35cf79b67fdodef51a5223bffd

Information Type Matching Details N
There is no relevant matching details.

Incident Log Details - Removable Storage Rule

Description

Date Precise date and time of the incident.
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IP The IP address of the source end-point at which the file(s) is read/copied from a removable storage.

User The user logged-in at the time of incident.

Target Path The location in the removable storage from which the file was read/copied.

Rule The name of the rule based on which the files are intercepted.

Action The action executed on the file(s) intercepted.

Channel Indicates the type of the rule based on which the files are intercepted.

Message A short description of the incident.

Log Files The Log Files displays a list of files that were identified as per the Removable Storage Inbound rule. The
details of the selected file will be displayed in the right hand side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Files
Archived by MyDLP for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type | Displays the data contained in the file, that matched with the Information Type specified in the rule.

Matching Details

The Removable Storage Inbound Rule also blocks reading or copying files which exceed the 'Maximum Object Size' specified in
the Settings > Advanced interface and logs the incident. For those incidents, the Rule name will be displayed as 'Default rule'

as shown below.
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Incident Log Details X
Date IP User
FriAug 1 18:57:08 GMT+0530 2014 10.100.49.95 Administrator@john-PC
Target Path Rule Action Channel
E\project-confidential.doc Default rule Log Remaovable Storage Inbound
Message

Maximum File Size Exceaded

Log Files
project-confidential.doc
File Details
Filename: project-confidential.doc
Size: 27.84 MB
Information Type Matching Details a
There is no relevant matching details.
L 3
Printer rule
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Incident Log Details X
Date IP User
Thu Jul 17 14:34:37 GMT+0530 2014 10.100.49.95 Administrator@john-PC
Printer Name Rule Action Channel
MyDLPHF LaserJet Professional M1217nfw MFP#_G printer Quarantine Printer

Information Type
Credit Card Mumbers

Log Files

Microsoft Word - credit card.xps ¥ Cownload File

File Details
Filename: Microsoft Word - credit card.xps

Size: 91.29 KB
Type: applicationivnd. ms-xpsdocument
MD5 Hash: 278f1115e66ed1038df7c6d91b7264ad

Information Type Matching Details N
Credit Card Number - Count: 1
4111 11111111 1111

Incident Log Details - Printer Rule

Description
Date Precise date and time of the incident.
IP The IP address of the source end-point from which the file(s) is transferred for printing.
User The user logged-in at the time of incident.
Printer The printer chosen for printing the file.
Rule The name of the rule based on which the files are intercepted.
Action The action executed on the file(s) intercepted.
Channel Indicates the type of the rule based on which the files are intercepted.

Information Type | The information type specified in the printer rule, matching which, the sensitive data were contained in the
file(s)

Log Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the Printer rule. The details of the selected file will be displayed in the right
hand side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Files
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Archived by MyDLP for more details.

File Details

Displays the file name, size, file type and MD5 HASH digest of the selected file

Matching Details

Information Type | Displays the data contained in the file, that matched with the Information Type specified in the rule.

APl rule

Incident Log Details

Date
ThuAug 7 20:26:53 GMT+0530 2014

Log Files

User Rule Action

10.100.49.122 Api Rule Quarantine

Information Type
Credit Card Mumbers

Channel
AP

test.ixt

¥ Download File

File Details
Filename: test.tad

Size: 558
Type: text/plain
MD5 Hash: 66828235cd6c384ab32chfoficagdfe3

Information Type Matching Details
Credit Card Number - Count: 1

41111111 11111111

Incident Log Details - Printer Rule

Description
Date Precise date and time of the incident.
User The IP address of the source end-point from which the file(s) is transferred through an API
Rule The name of the rule based on which the files are intercepted.
Action The action executed on the file(s) intercepted.
Channel Indicates the type of the rule based on which the files are intercepted.
Information Type fT.|h<(a i)nformation type specified in the API rule, matching which, the sensitive data were contained in the
ile(s
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Log Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the Printer rule. The details of the selected file will be displayed in the right
hand side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Files
Archived by MyDLP for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type | Displays the data contained in the file, that matched with the Information Type specified in the rule.
Matching Details

Endpoint Discovery Rule
Incident Log Details x
Date IP User
Thu Jun 26 12:58:32 GMT+0530 2014 10.100.49.168 Administrator@john-PC
Full Path Rule Action
c/Users/Administrator/iDesktopicomiCreditcard-testfile (6).pdf id{4) Archive
Channel Information Type
Endpoint Discovery Credit Card Mumbers
Log Files
Creditcard-testfile (6).pdf ¥ Cownload File
File Details
Filename: Creditcard-testfile (6).pdf
Size: 153.95 KB
Type: application/pdf
MD5 Hash: 00bad4f4ed75f9e30817138451d19b91
Information Type Matching Details N
Credit Card Number - Count: 1
4111 1111 1111 1111

Incident Log Details - Endpoint Discovery Rule

Description
Date Precise date and time at which the file(s) were discovered.
IP The IP address of the source end-point at which the file(s) is discovered.
User The user logged-in at the time of incident.
Full Path The file paths of locations in the local drive of the end-point, from which the the files were discovered.
Rule The name of the rule based on which the files were discovered.
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Action The action executed on the discovered file(s).

Channel Indicates the type of the rule based on which the files are discovered.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in the file(s)

Log Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the Endpoint Discovery rule. The details of the selected file will be displayed
in the right hand side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Files
Archived by MyDLP for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type | Displays the data contained in the file, that matched with the Information Type specified in the rule.
Matching Details

Remote Storage Discovery Rule

Incident Log Details X
Date User
‘Wed Jun 11 15:13:21 GMT+0530 2014 10.100.49.95\Documents\
Full Path Rule Action Channel
test-Administratorixmlfzmlsad_xmi~ id(20) Archive Remote Discovery

Information Type

comodotest
Log Files
xmisad.xml~ ¥ Download File
File Details
Filename: xmlsad.xml~
Size: 48.48 KB

Type: applicationfml
MD5 Hash: 5387 3c2af9de5cd73ee5312b26b46d39

Information Type Matching Details
Credit Card Number - Count: 1
4111 1111111 111

Incident Log Details - Remote Storage Discovery Rule

Description
Date Precise date and time at which the file(s) were discovered.
User The network storage location like FTP Server, Microsoft Windows Share, Network File System (NFS) or
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Web server.
Full Path The file paths of locations in the remote storage from which the the files were discovered.
Rule The name of the rule based on which the files were discovered.
Action The action executed on the discovered file(s).
Channel Indicates the type of the rule based on which the files are discovered.

Information Type | The information type specified in the rule, matching which, the sensitive data were contained in the file(s)

Log Files The Log Files displays a list of files that were identified as containing sensitive data matching the
Information type specified in the Network Storage Discovery rule. The details of the selected file will be
displayed in the right hand side pane.

Download File Enables the administrator to download the selected file. Refer to the section Downloading the Files
Archived by MyDLP for more details.

File Details Displays the file name, size, file type and MD5 HASH digest of the selected file

Information Type | Displays the data contained in the file, that matched with the Information Type specified in the rule.
Matching Details

10.3.  Downloading the Files Archived by MyDLP

The administrator can download a copy of archived or quarantined files, that were identified as containing sensitive information
and intercepted/discovered based on data transfer policy rules or discovery rules, for investigation purposes, from the Logs
interface.

To download an archived file
e Open the Logs interface by clicking the Logs tab

»  Search for the log entry of the required incident using the search options. Refer to the explanation under 'Filtering
and Search Options' in the section 'The Logs tab' for more details.

e Click the E icon for the log entry under the Details column. The Incident Log Details pane will open.
e Select the file to be downloaded, under 'Log Files'
e Click the 'Download File' link.

You can save the file in your local storage.

10.4.  Resending Mails Intercepted by Mail Rules

MyDLP can pass, log, archive, block and quarantine emails which have confidential information according to the action specified
in the mail rules. The emails are passed, logged or archived they will reach their recipients. Blocked emails are discarded emails
and prevented them from reaching the intended recipients. Quarantined emails are prevented from reaching their recipients and
a copy of then are saved archives in the MyDLP server. The administrator or auditor can examine these emails by downloading
the archived copies of them from the 'Incident Log Details' pane. If these emails are found legitimate, they can be forwarded to
the indented recipients from the 'Incident Log Details'.

To resend the archived emails
*  Open the Logs interface by clicking the Logs tab

»  Search for the log entry pertaining to the quarantined email using the search options. Refer to the explanation under
'Filtering and Search Options' in the section 'The Logs tab' for more details.

e Click the E icon for the log entry under the Details column. The Incident Log Details pane will open.
*  Select the file to be downloaded, under 'Log Files'

*  Click the 'Download File' link, save the file in your local storage and examine them.
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e Ifthe email is found legitimate, click the Mail Details from the lower pane and select 'Requeue’

Log Files Mail Details  |)
R

| All Recipients f Requeue Status:
| From
|
|

Requeue This Mail

Tn/

e Click the 'Requeue This Mail' link from the RHS pane.

The mail will be added to the delivery queue and the status will change to 'Requeue in Progress'.

LogFiles || MailDetails |
| All Recipients R}mamb
From RECIIJEUE an progress...
| ""‘--.__
| To
| Cc
Bco
Regueue

*  Click 'Refresh' from the Logs interface. The mail will be sent.

10.5.  Exporting the Logs to a Spreadsheet File

The administrator can save the logs as a spreadsheet file in 'Microsoft Excel' file format for later analysis by exporting the logs.
The spreadsheet file will contain the first 1000 entries in the log. If needed, the administrator can apply filters and search options
to export the log pertaining to a specific time period or to export logs pertaining to specified filtering criteria. Refer to the
explanation under 'Filtering and Search Options' in the section 'The Logs tab' for more details.

To export the logs into an Excel file click 'Export to Excel' button at the top and save the file in your local drive.
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Logs

Refresh W Detailed Search Export to Excel
Vi

Action | cpdnnel | Rule
ar@jo Action: Quarantine L hannel: Web Rule: web rule italy
r R o
Jr@jo Ao Opening mydlp_incidents 2014 08 01xdsx w b web rule italy
U105 | You have chosen to open: e web rule italy
ar@jo Act L@ mydlp_incidents_2014_08_01.xlsx b web rule italy
ar@jo Acl which is: Microsoft Excel Worksheet (421 KB) b web rule italy
| f : : 100,49, )
mjo Al Ve Wi T b web rule italy
o ‘| What should Firefox do with this file? )
mjo Al Boweb rule italy
|
Ar () Openwith | OpenOffice.org Calc (default) - ke et T
. H H
- IEI éave File b-wel rule ita
L]
[] Do this automatically for files like this from now on. Boweb rule it
L]
i =
i oK | | Ccancel
i — -

11.  The Endpoints Tab

Comodo MyDLP monitors and controls the data transfer to and from the endpoints and performs discovery scans on the
endpoints based on the Data Transfer Policy rules and Endpoint Discovery rules in which they are specified as sources. In order
for MyDLP server to monitor the traffic and scan the endpoints, the MyDLP Endpoint Agent needs to be installed in each of the
endpoint. Once installed, the agent will poll the MyDLP server periodically and receive the commands from the MyDLP server
and form a secure communication channel between the endpoint and the server.

The endpoint agent can be installed on the network computers in many different ways. For more details on installing the
endpoint agent, refer to the MyDLP Endpoint Agent Installation Guide available from http:/lwww.mydIp.com/wp-
content/uploads/MyDLP-Endpoint-Installation-Guide.pdf.

The Endpoints interface displays a list of endpoint computers on which the agent is installed and communicate with the server.

LN — Lol e

= Endpoists Rraiions
rmegg | e | e Lamear Agerr Versona Quing 5 Nolupi-dee D
windaws 3328 Dfrs 0 Towk ]
ndpone " Eaddran | Compur lame T Logged onuser " iabee Ageri Veruce | L petase " Pt Semm
el LR E LR L e ] rio B &3 § (i Vo Aweg 13 1000ed 47 GUAT+(d Tuse agg i 1abh QAT+l
2 s
L0000 1098 51,53 COMIDOPTS i Egipn B30 (e e A 13 1 Br0E A AT+ Tst S 12 185 GUT-300
2u e
L0000 10,938 5039 CE-PED (LR 539 [(Airaioms e Awg 13 1608 35 GLIT0000 Tuse g 1 31 TG0HE GUIT-000
20 ona
L0001 10151010 UFTRFTSH-PE chant AT F38 (Ainoms Weed A 103 100 33 GAAT 000 Tuss S 13 103847 GUT+0000
2u s
BLO0000] 10.998.51.57 COMIDIOPCS o Ssazmice 529 (Ao Weed Apg 10 100813 GUT0000 Tuss g 13 180620 GUT=0000
3514 g
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Endpoints Table - Column Descriptions

Description

Endpoint The Unique Identification (ID) number assigned to the endpoint by MyDLP, upon installation of the agent
and the first time when the agent polls the server, via a secure protocol. The ID remains unchanged even
if the host name and/or the IP address of the endpoint is changed.

The unique ID number is used when specifying an endpoint while creating a user defined Endpoint
object.

IP Address The current IP address of the endpoint.

Computer Name | The host name of the endpoint.

Logged on user | The username of the currently logged-in user.

Installed Agent The version number of the MyDLP Endpoint Agent installed on the endpoint.

Version
Last Update Indicates the date and time at which the agent was last updated.
First Seen Indicates the date and time at which the agent first polled the MyDLP server.

The interface displays a snapshot summary of status of the endpoints and the agent versions. The administrator can search for
specific endpoint(s) by entering their hostname, IP address, ID, and version of the installed agent either partially of fully in the
text box at the top of the table and clicking 'Search'.

e Clicking 'Refresh' adds the newly added endpoints and removes the endpoints from which the agent is removed.

»  Clicking Truncate' clears the full list and creates a new list of endpoints that are currently connected to the server.

12. The Revisions Tab

Comodo MyDLP saves the policies with the set of rules, every time a new policy is applied to the network. The 'Revisions'
interface displays a list of MyDLP Policies that were applied whenever an administrator creates/edits rules in chronological
order. The administrator can bookmark the policies by specifying a name shortly describing the change done. The administrator
can also revert MyDLP to an earlier time point and apply the policy to the network with the set of rules that was in action at that
time by restoring MyDLP to the selected Policy Revision.
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MYa[]l_P £¥ Install Policy # X
= e Logged in as mydlp <user@mydip.com=
‘ Enterprise Edition Server Version: 2.2.30-1

DEEGLET] Policy Discovery Objects Settings Logs Endpoints Revisions
Date | Name [ Save current revision
Thu Jul 31 22:34:32 GMT+0530 2014 With Printer Rule
Date | Name ‘ Parent |

[»

Fri Aug 121:46:16 GMT+0530 2014

Fri Aug 1 21:45:01 GMT+0530 2014

Thu Jul 31 22:34:32 GMT+0530 2094 \with Printer Rule
Thu Jul 31 22:28:01 GUT+0530 2014

Mon Jul 28 19:19:30 GMT+0530 2014

Thu Jul 24 17:47:06 GUT+0530 2014

Tue Jul 22 19:18:05 GMT+0530 2014

Thu Jul 17 24:16:12 GUT+0530 2014

Thu Jul 17 21:11:57 GUT+0530 2014

Thu Jul 17 17:31:41 GUT+0530 2014

Thu Jul 17 17:24:07 GMT+0530 2014

2|

Thu Jul 17 17:11:30 GMT+0530 2014

The Right hand side of the interface displays the list of all the policy revisions automatically created by MyDLP, every time the
policy is updated with new/edited rules and installed on the network. The left hand side pane displays the list of policies that are
bookmarked by the administrator.

To bookmark a policy

+

*  Select the policy revision and select the icon that appears in the Name column.

ARl Wl Wl ad I L i

Endpoints

4 Save current revision

Date | Name ‘ Parent i

Fri Aug 121:46:16 GMT+0530 2014 ( + ) {
. |

Fri Aug 1 21:46:01 GMT+0530 2014

Thu Jul 31 22:34:32 GMT+0530 2014 With Printer Rul

Thu Jul 312228:0f e <

Mon Jul 28 19:19:3

Name |wi1h new web rule for yahoo

| Save | | Cancel

The 'Edit Revision Name' dialog will appear.
»  Enter a name shortly describing the revision and click 'Save'.

The revision will be saved as a bookmark and added to the list at the left hand side.

Comodo MyDLP - Administration Guide | © 2015 Comodo Security Solutions Inc. | All rights reserved 170



COMODO

Creating Trust Online®

Dashboard Policy Discovery Objects Settings
Date | Name [ Save current revision
Fri Aug 1 21:46:16 GMT+0530 2014 with new web rule for yahoo
Date | Name | Parent
Thu Jul 31 22:34:32 GMT+0530 2014 With Printer Rule

'\‘Iiri Aug 121:46:16 GMT+0530 2014 with new web rule for yahoo I
Fri Aug 1 21:46:01 GMT+0530 2014
Thu Jul 31 22:34:32 GMT+0530 2014 With Printer Rule

Thu Jul 31 22:28:01 GMT+0530 2014

Mon Jul 28 19:19:30 GMT+0530 2014

To re-apply a policy from the revisions

e Select the policy revision

e Click the Restore icon 0 that appears in the Controls column at the right end.
MyDLP will apply the policy to the network with the rules that were in action at that point of time.

£ £  ——— "“I_I nevisions
4 Save current revision
Date | HName ‘ Parent ‘
Fri Aug 121:46:16 GMT+0530 2014 yyith new web rule for yahoo 4]
Fri Aug 121:46:01 GMT+0530 2014 with new web rule for google #*
Thu Jul 31 22:34:32 GMT+0530 2014 \with Printer Rule
Thu Jul 31 22:28:01 GMT+0530 2014 =
Mon Jul 28 19:19:30 GMT+0530 2014

Thu Jul 24 17:47:06 GMT+0530 2014
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About Comodo

The Comodo companies are leading global providers of Security, Identity and Trust Assurance services on the Internet. Comodo
CA offers a comprehensive array of PKI Digital Certificates and Management Services, Identity and Content Authentication
(Two-Factor - Multi-Factor) software, and Network Vulnerability Scanning and PCI compliance solutions. In addition, with over
10,000,000 installations of its threat prevention products, Comodo Security Solutions maintains an extensive suite of endpoint
security software and services for businesses and consumers.

Continual innovation, a core competence in PKI and a commitment to reversing the growth of Internet-crime distinguish the
Comodo companies as vital players in the Internet's ongoing development. Comodo, with offices in the US, UK, China, India,
Romania and the Ukraine, secures and authenticates the online transactions and communications for over 200,000 business
customers and millions of consumers, providing the intelligent security, authentication and assurance services necessary for
trust in on-line transactions.

Comodo Security Solutions, Inc.

1255 Broad Street
Clifton, NJ 07013
United States

Tel : +1.877.712.1309

Email: EnterpriseSolutions@Comodo.com

For additional information on Comodo - visit http://www.comodo.com.
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